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§730.1 What these regulations cover.

In this part, references to the Export
Administration Regulations (EAR) are
references to 15 CFR chapter VII, sub-
chapter C. The EAR are issued by the
United States Department of Com-
merce, Bureau of Industry and Secu-
rity (BIS) under laws relating to the
control of certain exports, reexports,
and activities. In addition, the EAR
implement antiboycott law provisions
requiring regulations to prohibit speci-
fied conduct by United States persons
that has the effect of furthering or sup-
porting boycotts fostered or imposed
by a country against a country friendly
to United States. Supplement no. 1 to
part 730 lists the control numbers as-
signed to information collection re-
quirements under the EAR by the Of-
fice of Management and Budget pursu-
ant to the Paperwork Reduction Act of
1995.

§730.2 Statutory authority.

The EAR have been designed pri-
marily to implement the Export Ad-
ministration Act of 1979, as amended,
50 U.S.C. app. 2401-2420 (EAA). There
are numerous other legal authorities
underlying the EAR. These are listed
in the FEDERAL REGISTER documents
promulgating the EAR and at the be-
ginning of each part of the EAR in the
Code of Federal Regulations (CFR).
From time to time, the President has
exercised authority under the Inter-
national Emergency Economic Powers
Act with respect to the EAR (60 U.S.C.
1701-1706 (IEEPA)). The EAA is not per-
manent legislation, and when it has
lapsed, Presidential executive orders
under IEEPA have directed and author-
ized the continuation in force of the
EAR.

§730.3 “Dual use” and other types of
items subject to the EAR.

The term ‘‘dual use’ is often used to
describe the types of items subject to
the EAR. A ‘“‘dual-use’ item is one that
has civil applications as well as ter-
rorism and military or weapons of
mass destruction (WMD)-related appli-
cations. The precise description of
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what is ‘‘subject to the EAR” is in
§734.3, which does not limit the EAR to
controlling only dual-use items. In es-
sence, the EAR control any item war-
ranting control that is not exclusively
controlled for export, reexport, or
transfer (in-country) by another agen-
cy of the U.S. Government or otherwise
excluded from being subject to the
EAR pursuant to §734.3(b) of the EAR.
Thus, items subject to the EAR include
purely civilian items, items with both
civil and military, terrorism or poten-
tial WMD-related applications, and
items that are exclusively used for
military applications but that do not
warrant control under the Inter-
national Traffic in Arms Regulations
(ITAR) (22 CFR parts 120 et seq.).

[78 FR 22705, Apr. 16, 2013]

§730.4 Other control agencies and de-
partments.

In addition to the departments and
agencies mentioned in §730.3 of this
part, other departments and agencies
have jurisdiction over certain narrower
classes of exports and reexports. These
include the Department of Treasury’s
Office of Foreign Assets Control
(OFAC), which administers controls
against certain countries that are the
object of sanctions affecting not only
exports and reexports, but also imports
and financial dealings. For your con-
venience, supplement no. 3 to part 730
identifies other departments and agen-
cies with regulatory jurisdiction over
certain types of exports and reexports.
This is not a comprehensive list, and
the brief descriptions are only gen-
erally indicative of the types of con-
trols administered and/or enforced by
each agency.

§730.5 Coverage of more than exports.

The core of the export control provi-
sions of the EAR concerns exports from
the United States. You will find, how-
ever, that some provisions give broad
meaning to the term ‘‘export’, apply
to transactions outside of the United
States, or apply to activities other
than exports.

(a) Reexports. Commodities, software,
and technology that have been ex-
ported from the United States are gen-
erally subject to the EAR with respect
to reexport. Many such reexports, how-

§730.6

ever, may go to many destinations
without a license or will qualify for an
exception from licensing requirements.

(b) Foreign products. In some cases,
authorization to export technology
from the United States will be subject
to assurances that items produced
abroad that are the direct product of
that technology will not be exported to
certain destinations without authoriza-
tion from BIS.

(c) Scope of “‘exports’. Certain actions
that you might not regard as an ‘“‘ex-
port” in other contexts do constitute
an export subject to the EAR. The re-
lease of technology to a foreign na-
tional in the United States through
such means as demonstration or oral
briefing is deemed an export. Other ex-
amples of exports under the EAR in-
clude the return of foreign equipment
to its country of origin after repair in
the United States, shipments from a
U.S. foreign trade zone, and the elec-
tronic transmission of non-public data
that will be received abroad.

(d) U.S. person activities. To counter
the proliferation of weapons of mass
destruction, the EAR restrict the in-
volvement of ‘“United States persons”
anywhere in the world in exports of
foreign-origin items, or in providing
services or support, that may con-
tribute to such proliferation.

[61 FR 12734, Mar. 25, 1996, as amended at 61
FR 68577, Dec. 30, 1996; 74 FR 52882, Oct. 15,
2009]

§730.6 Control purposes.

The export control provisions of the
EAR are intended to serve the national
security, foreign policy, nonprolifera-
tion of weapons of mass destruction,
and other interests of the United
States, which in many cases are re-
flected in international obligations or
arrangements. Some controls are de-
signed to restrict access to items sub-
ject to the EAR by countries or persons
that might apply such items to uses in-
imical to U.S. interests. These include
controls designed to stem the prolifera-
tion of weapons of mass destruction
and controls designed to limit the mili-
tary and terrorism support capability
of certain countries. The effectiveness
of many of the controls under the EAR
is enhanced by their being maintained
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as part of multilateral control arrange-
ments. Multilateral export control co-
operation is sought through arrange-
ments such as the Nuclear Suppliers
Group, the Australia Group, and the
Missile Technology Control Regime.
The EAR also include some export con-
trols to protect the United States from
the adverse impact of the unrestricted
export of commodities in short supply.

[61 FR 12734, Mar. 25, 1996, as amended at 78
FR 22705, Apr. 16, 2013]

§730.7 License requirements and ex-
ceptions.

A relatively small percentage of ex-
ports and reexports subject to the EAR
require an application to BIS for a li-
cense. Many items are not on the Com-
merce Control List (CCL) (supplement
no. 1 to §774.1 of the EAR), or, if on the
CCL, require a license to only a limited
number of countries. Other trans-
actions may be covered by one or more
of the License Exceptions in the EAR.
In such cases no application need be
made to BIS.

§730.8 How to proceed and where to
get help.

(a) How the EAR are organiced. The
Export Administration Regulations
(EAR) are structured in a logical man-
ner. In dealing with the EAR you may
find it helpful to be aware of the over-
all organization of these regulations.
In order to determine what the rules
are and what you need to do, review
the titles and the introductory sections
of the parts of the EAR.

(1) How do you go about determining
your obligations under the EAR? Part 732
of the EAR provides steps you may fol-
low to determine your obligations
under the EAR. You will find guidance
to enable you to tell whether or not
your transaction is subject to the EAR
and, if it is, whether it qualifies for a
License Exception or must be author-
ized through issuance of a license.

(2) Are your items or activities subject to
the EAR at all? Part 734 of the EAR de-
fines the items and activities that are
subject to the EAR. Note that the defi-
nition of ‘‘items subject to the EAR”
includes, but is not limited to, items
listed on the Commerce Control List in
part 774 of the EAR.

15 CFR Ch. VII (1-1-20 Edition)

(3) If subject to the EAR, what do the
EAR require? Part 736 of the EAR lists
all the prohibitions that are contained
in the EAR. Note that certain prohibi-
tions (General Prohibitions One
through Three) apply to items as indi-
cated on the CCL, and others (General
Prohibitions Four through Ten) pro-
hibit certain activities and apply to all
items subject to the EAR unless other-
wise indicated.

(4) Do you need a license for your item
or activity? What policies will BIS apply
if you do need to submit license applica-
tion? The EAR have four principal ways
of describing license requirements:

(i) The EAR may require a license to
a country if your item is listed on the
CCL and the Country Chart in part 738
of the EAR tells that a license is re-
quired to that country. Virtually all
Export Control Classification Numbers
(ECCN) on the CCL are covered by the
Country Chart in part 738 of the EAR.
That part identifies the limited num-
ber of entries that are not included on
the Chart. These ECCNs will state the
specific countries that require a license
or refer you to a self-contained section,
i.e., Short Supply in part 754 of the
EAR, or Embargoes in part 746 of the
EAR. If a license is required, you
should consult part 740 of the EAR
which describes the License Exception
that may be available for items on the
CCL. Part 742 of the EAR describes the
licensing policies that BIS will apply
in reviewing an application you file.
Note that part 754 of the EAR on short
supply controls and part 746 on embar-
goes are self-contained parts that in-
clude the available exceptions and li-
censing policy.

(ii) A license requirement may be
based on the end-use or end-user in a
transaction, primarily for proliferation
reasons. Part 744 of the EAR describes
such requirements and relevant licens-
ing policies and includes both restric-
tions on items and restrictions on the
activities of U.S. persons.

(iii) A license is required for vir-
tually all exports to embargoed des-
tinations, such as Cuba. Part 746 of the
EAR describes all the licensing re-
quirements, license review policies and
License Exceptions that apply to such
destinations. If your transaction in-
volves one of these countries, you
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should first look at this part. This part
also describes controls that may be
maintained under the EAR to imple-
ment UN sanctions.

(iv) In addition, under §§736.2(b)(9)
and (10) of the EAR, you may not en-
gage in a transaction knowing a viola-
tion is about to occur or violate any
orders, terms, and conditions under the
EAR. Part 764 of the EAR describes
prohibited transactions with a person
denied export privileges or activity
that violates the terms or conditions of
a denial order.

(5) How do you file a license application
and what will happen to the application
once you do file it? What if you need au-
thorization for multiple transactions?
Parts 748 and 750 of the EAR provide in-
formation on license submission and
processing. If your application is de-
nied, part 756 of the EAR provides rules
for filing appeals.

(6) How do you clear shipments with the
U.S. Customs Service? Part 7568 of the
EAR describes the requirements for
clearance of exports.

() Where do you find the rules on re-
strictive trade practices and boycotts?
Part 760 of the EAR deals with restric-
tive trade practices and boycotts.

(8) Where are the rules on record-
keeping and enforcement? Part 762 of the
EAR sets out your recordkeeping re-
quirements, and parts 764 and 766 of the
EAR deal with violations and enforce-
ment proceedings.

(9) What is the effect of foreign avail-
ability? Part 768 of the EAR provides
rules for determining foreign avail-
ability of items subject to controls.

(10) Do the EAR provide definitions and
interpretations? Part T70 of the EAR
contains interpretations and part 772 of
the EAR lists definitions used.

(b) Why the EAR are so detailed. Some
people will find the great length of the
EAR and their extensive use of tech-
nical terms intimidating. BIS believes,
however, that such detail and precision
can and does serve the interests of the
public. The detailed listing of technical
parameters in the CCL establishes pre-
cise, objective criteria. This should, in
most cases, enable you to ascertain the
appropriate control status. Broader,
more subjective criteria would leave
exporters and reexporters more depend-
ent upon interpretations and rulings by

§730.9

BIS officials. Moreover, much of the
detail in the CCL is derived from mul-
tilaterally adopted lists, and the speci-
ficity serves to enhance the uniformity
and effectiveness of international con-
trol practices and to promote a ‘‘level
playing field”’. The detailed presen-
tation of such elements as licensing
and export clearance procedures en-
ables you to find in one place what you
need to know to comply with pertinent
requirements. Of special importance is
the detailed listing of License Excep-
tion criteria, as these will enable you
to determine quickly, and with con-
fidence, that you may proceed with a
transaction without delay. Finally,
some of the detail results from the
need to draft the EAR with care in
order to avoid loop-holes and to permit
effective enforcement.

(c) Where to get help. Throughout the
EAR you will find information on of-
fices you can contact for various pur-
poses and types of information. Gen-
eral information including assistance
in understanding the EAR, information
on how to obtain forms, electronic
services, publications, and information
on training programs offered by BIS, is
available from the Office of Export
Services at the following locations:
Outreach and Educational Services Di-
vision, U.S. Department of Commerce,
14th and Pennsylvania Avenue, NW.,
Room H1099D, Washington, DC 20230,
Tel: (202) 482-4811, Fax: (202) 482-2927,
and Bureau of Industry and Security,
Western Regional Office, U.S. Depart-
ment of Commerce, 2302 Martin St.,
Suite 330, Irvine, CA 92612, Tel: (949)
660-0144, Fax: (949) 660-9347, and Bureau
of Industry and Security, Western Re-
gional Office, Northern California
Branch, U.S. Department of Commerce,
160 W. Santa Clara Street, Suite 725,
San Jose, CA 95113, Tel: (408) 998-8806,
Fax: (408) 998-86717.

[61 FR 12734, Mar. 25, 1996, as amended at 69
FR 5687, Feb. 6, 2004; 70 FR 14386, Mar. 22,
2005; 70 FR 22249, Apr. 29, 2005; 72 FR 3945,
Jan. 29, 2007; 73 FR 35, Jan. 2, 2008; 73 FR
75944, Dec. 15, 2008; 76 FR 40604, July 11, 2011;
80 FR 51729, Aug. 26, 2015]

§730.9 Organization of the Bureau of
Industry and Security.

The head of the Bureau of Industry
and Security is the Under Secretary for
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Industry and Security. The Under Sec-
retary is assisted by a Deputy Under
Secretary for Industry and Security,
the Assistant Secretary for Export Ad-
ministration, the Assistant Secretary
for Export Enforcement, the Director
of Administration, the Director of the
Office of Congressional and Public Af-
fairs, and the Chief Information Offi-
cer. The functions and authorities of
the Under Secretary are described in
the Department’s Organizational Order
10-16. The Department’s organizational
and administrative orders are available
via Office of Management and Organi-
zation’s Web page on the Department’s
Web site at http:/www.osec.doc.gov/omo/
DMPHome.htm. The principal functions
of the Bureau that directly affect the
public are carried out by two units: Ex-
port Administration and Export En-
forcement.

(a) Export Administration is headed
by the Assistant Secretary for Export
Administration, who is assisted by a
Deputy Assistant Secretary. Its sub-
stantive work is carried out by six sub-
units: the Office of Nonproliferation
and Treaty Compliance, the Office of
National Security and Technology
Transfer Controls, the Office of Ex-
porter Services, the Operating Com-
mittee, the Office of Strategic Indus-
tries and Economic Security, and the
Office of Technology Evaluation. The
functions of the Operating Committee
are described in §750.4(f)(1) of the EAR.
The roles of the other units are de-
scribed on BIS’s Web site at http:/
www.bis.doc.gov/about/
programoffices.hitm.

(b) Export Enforcement is headed by
the Assistant Secretary for Export En-
forcement who is assisted by a Deputy
Assistant Secretary. Its substantive
work is carried out by three sub-units:
the Office of Export Enforcement, the
Office of Enforcement Analysis and the
Office of Antiboycott Compliance. The
roles of these units are described on
BIS’s Web site at http:/www.bis.doc.gov/
about/programoffices.htm.

(c) BIS is also assisted in its work by
six technical advisory committees. The
procedures and criteria for establishing
and operating the technical advisory
committees is at supplement No. 2 to
this part. Information about the spe-
cific roles of each committee, meeting

15 CFR Ch. VII (1-1-20 Edition)

schedules, and membership selection is
available on BIS’s Web site at http:/
tac.bis.doc.gov/.

[70 FR 8248, Feb. 18, 2005, as amended at 72
FR 25196, May 4, 2007]

§730.10 Advisory information.

The general information in this part
is just that—general. To achieve brev-
ity, so as to give you a quick overview,
the information in this part is selec-
tive, incomplete, and not expressed
with regulatory precision. The control-
ling language is the language of suc-
ceeding parts of the EAR and of any
other laws or regulations referred to or
applicable. The content of this part is
not to be construed as modifying or in-
terpreting any other language or as in
any way, limiting the authority of BIS,
any of its components or any other
government department or agency.
You should not take any action based
solely on what you read in this part.

SUPPLEMENT NO. 1 TO PART 730—INFOR-
MATION COLLECTION REQUIREMENTS
UNDER THE PAPERWORK REDUCTION
AcT: OMB CONTROL NUMBERS

This supplement lists the control numbers
assigned to the information collection re-
quirements for the Bureau of Industry and
Security by the Office of Management and
Budget (OMB), pursuant to the Paperwork
Reduction Act of 1995. This supplement com-
plies with the requirements of section
3506(c)(1)(B)(i) of the Paperwork Reduction
Act requiring agencies to display current
control numbers assigned by the Director of
OMB for each agency information collection
requirement.

Collection Title

number Reference in the EAR

0694-0004 | Foreign Availability
Procedures and Cri-
teria.

Approval of Triangular
Transactions Involv-
ing Commodities
Covered by a U.S.
Import Certificate.

Report of Requests for
Restrictive Trade
Practice or Boy-
cott—Single or Mul-
tiple Transactions.

Computers and Re-
lated Equipment
EAR Supplement 2
to Part 748.

Delivery Verification
Certificate.

part 768.

0694-0009 §748.10(e).

0694-0012 part 760 and

§762.2(b).

0694-0013 part 774.

0694-0016 §§748.13 and

762.2(b).
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Cﬂﬁ‘ggn Title Reference in the EAR Cﬂﬁ‘ggn Title Reference in the EAR
0694-0017 | International Import §748.10 0694-0134 | Procedure for parties §§744.15 and 744.16
Certificate. on the Entity List or
0694-0021 | Statement by Ultimate | §§748.11 and the Unverified List
Consignee and Pur- 762.2(b). to Request Removal
chaser. or Modification of
0694-0026 | Short Supply Regula- | §754.3. their Listing.
tions—Petroleum 0694-0137 | License Exceptions §734.4, Supplement
Products. and Exclusions. No. 2 to part 734,
0694-0047 | Technology Letter of Supplement No. 2 to §§740.3(d),
Explanation. part 748, paragraph 740.4(c),
(0)(2). 740.9(a)(2)(viii)(B),
0694-0058 | Procedure for Vol- §§762.2(b) and 764.5. 740.9(c),
untary Self-Disclo- 740.12(b)(7),
sure of Violations. 740.17, 740.18,
0694-0073 | Export Controls of Supplement No. 2 to Supp. No. 2 to part
High Performance part 748, paragraph 740, §§742.15,
Computers. (c)(2), and 743.1, 743.3, 754.4,
§762.2(b). 762.2(b) and Sup-
0694-0088 | Simplified Network Ap- | Parts 746 and 748, plement No. 1 to
plication and §762.2(b). part 774.
Processing+ System 0607-0152 | Automated Export §§740.1(d),
(SNAP+) and the System (AES) Pro- 740.3(a)(3),
Multipurpose Export gram. 754.4(c), 758.1,
License Application. 758.2, and 758.3 of
0694-0093 | Import Certificates §§748.9, 748.10, the EAR.
And End-User Cer- 762.5(d), 762.6
tificates. 764.2(9)(2).
0694-0096 | Five Year Records part 760, § 762.6(a). [61 FR 12734, Mar. 25, 1996]
Retention Period. .
0694-0100 | Requests for Appoint- | Supplement No. 1 to EPITORIAL NQTE: For FEDERAL REGISTER Ci-
ment of Technical part 730. tations affecting supplement no. 1 to part
Advisory Committee. 730, see the List of CFR Sections Affected,
0694-0102 | Registration of U.S. §§754.6 and 754.7. which appears in the Finding Aids section of
Agricultural Com- the printed volume and at www.govinfo.gov.
modities For Ex-
ng;Ean:ng:gn SUPPLEMENT NoO. 2 TO PART 730—
on Export, and Peti- TECHNICAL ADVISORY COMMITTEES
tions For The Impo- .
sition of Monitoring (a) Purpose. The purpose of this supplement
Or Controls On Re- is to describe the procedures and criteria for
cyclable Metallic the establishment and operation of Tech-
Materials; Public nical Advisory Committees.
Hearings. (b) Technical advisory committees. Any pro-
0694-0107 | National Defense Au- | §§740.7, 742.12. ducer of articles, materials, or supplies, in-
thorization Act . :
(NDAA). cluding technology, software, and other in-
0694-0117 | Chemical Weapons Part 745. formation, that are subject to export con-
Convention Provi- trols, or are being considered for such con-
sions of the Export trols because of their significance to the na-
Administration Reg- tional security of the United States, may re-
ulations (Schedule 1 quest the Secretary of Commerce to estab-
Advance Noifica- lish a technical advisory committee, under
tions and Reports A .
and Schedule 3 the provisions of section 5(h) of the Export
End-use Certifi- Administration Act of 1979, as amended
cates). (EAA) to advise and assist the Department of
0694-0122 | Licensing Responsibil- | §§744.15(b) and Commerce and other appropriate U.S. Gov-
itiestand Enforce- 748.4 and Part 758. ernment agencies or officials with respect to
ment. questions involving technical matters;
0694-0125 Blﬁoifemmar Bvalua- | N/A worldwide availability and actual utilization
0694-0126 | Export License Serv- | §750.9. of production technology; licensing proce-
ices—Transfer of Li- dures that affect the level of export controls
cense Ownership, applicable to a clearly defined grouping of
Requests for a Du- articles, materials, or supplies, including
plicate License. technology, software, or other information;
0694-0129 EXCpontarl‘d Eeel"p‘m §§774362‘33’b7?8’ ;;13.18, and exports and reexports subject to all con-
ontrols For lrag. T AR 2%, trols that the United States maintains in-
0694-0132 | Voluntary Self-Disclo- | §764.8. cluding proposed revisions of any such con-

sure of Antiboycott
Violations.

trols. If producers of articles, materials, or
supplies, including technology, software, and
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other information, that are subject to export
controls because of their significance to the
national security of the United States, wish
a trade association or other representative
to submit a written request on their behalf
for the appointment to a TAC, such request
shall be submitted in accordance with para-
graph (b)(4) of this supplement.

(1) Form and substance of requests. Each re-
quest for the appointment of a TAC shall be
submitted in writing to: Assistant Secretary
for Export Administration, 14th Street and
Pennsylvania Ave., NW., Room 2099B, Wash-
ington, DC 20230.

The request shall include:

(i) A description of the articles, materials,
or supplies including technology and soft-
ware, in terms of a clear, cohesive grouping
(citing the applicable Export Control Classi-
fication Numbers where practical);

(ii) A statement of the reasons for request-
ing the appointment of a TAC; and

(iii) Any information in support of any
contention that may be made that the re-
quest meets the criteria described in para-
graph (b)(2) of this supplement.

(2) Consideration of request for establishment
of a TAC. The Department of Commerce will
review all requests for the establishment of a
TAC to determine if the following criteria
are met:

(i) That a substantial segment of the in-
dustry producing the specified articles, ma-
terials, or supplies including technology de-
sires such a committee; and

(ii) That the evaluation of such articles,
materials, or supplies including technology
and software for export control purposes is
difficult because of questions involving tech-
nical matters, worldwide availability and ac-
tual utilization of production and software
technology, or licensing procedures.

(3) Requests by a substantial segment of an
industry. In determining whether or not a
substantial segment of any industry has re-
quested the appointment of a TAC, the De-
partment of Commerce will consider:

(i) The number of persons or firms request-
ing the establishment of a TAC for a par-
ticular grouping of commodities, software
and technology in relation to the total num-
ber of U.S. producers of such items; and

(ii) The volume of annual production by
such persons or firms of each item in the
grouping in relation to the total U.S. produc-
tion. Generally, a substantial segment of an
industry (for purposes of this supplement)
shall consist of:

(A) Not less than 30 percent of the total
number of U.S. producers of the items con-
cerned; or

(B) Three or more U.S. producers who
produce a combined total of not less than 30
percent of the total U.S. annual production,
by dollar value of the items concerned; or

(C) Not less than 20 percent of the total
number of U.S. producers of the items con-
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cerned, provided that the total of their an-
nual production thereof is not less than 20
percent of the total U.S. annual production,
by dollar value.

(iii) If it is determined that a substantial
segment of the industry concerned has re-
quested the establishment of a TAC con-
cerning a specific grouping of items that the
Department of Commerce determines dif-
ficult to evaluate for export control pur-
poses, BIS will establish and use the TAC re-
quested.

(4) Requests from trade associations or other
representatives. Requests from trade associa-
tions or other representatives of U.S. pro-
ducers for the establishment of a TAC must
comply with the provisions of paragraphs (b)
(1) through (3) of this supplement. In addi-
tion, in order to assist BIS in determining
whether the criteria described in paragraph
(b)(3) of this supplement have been met, a
trade association or other representative
submitting a request for the establishment
of a TAC should include the following infor-
mation:

(i) The total number of firms in the par-
ticular industry;

(ii) The total number of firms in the indus-
try that have authorized the trade associa-
tion or other representative to act in their
behalf in this matter;

(iii) The approximate amount of total U.S.
annual production by dollar value of the
items concerned produced by those firms
that have authorized the trade association or
other representative to act in their behalf;
and

(iv) A description of the method by which
authorization to act on behalf of these pro-
ducers was obtained.

(5) Nominations for membership on TACs.
When the Department of Commerce deter-
mines that the establishment of a TAC is
warranted, it will request nominations for
membership on the committee among the
producers of the items and from any other
sources that may be able to suggest well-
qualified nominees.

(6) Selection of industry members of com-
mittee. Industry members of a TAC will be se-
lected by the Department of Commerce from
a list of the nominees who have indicated
their availability for service on the com-
mittee. To the extent feasible, the Depart-
ment of Commerce will select a committee
balanced to represent all significant facets of
the industry involved, taking into consider-
ation such factors as the size of the firms,
their geographical distribution, and their
product lines. No industry representative
shall serve on a TAC for more than four con-
secutive years. The membership of a member
who is absent from four consecutive meet-
ings shall be terminated.
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(7)) Government members. Government mem-
bers of a TAC will be selected by the Depart-
ment of Commerce from the agencies having
an interest in the subject matter concerned.

(8) Invitation to serve on committee. Invita-
tions to serve on a TAC will be sent by letter
to the selected nominees.

(9) Election of Chair. The Chair of each TAC
shall be elected by a vote of the majority of
the members of the committee present and
voting.

(c) Charter. (1) No TAC established pursu-
ant to this supplement shall meet or take
any action until an advisory committee
charter has been filed with the Assistant
Secretary for Export Administration of the
Department of Commerce and with the
standing committees of the Senate and of
the House of Representatives having legisla-
tive jurisdiction over the Department. Such
charter shall contain the following informa-
tion:

(i) The committee’s official designation;

(ii) The committee’s objectives and the
scope of its activities;

(iii) The period of time necessary for the
committee to carry out its purposes;

(iv) The agency or official to whom the
committee reports;

(v) The agency responsible for providing
the necessary support for the committee;

(vi) A description of the duties for which
the committee is responsible, and, if such du-
ties are not solely advisory, a specification
of the authority for such functions;

(vii) The estimated annual operating costs
in dollars and years for such committee;

(viii) The estimated number and frequency
of committee meetings;

(ix) The committee’s termination date, if
less than two years from the date of the
committee’s establishment; and

(x) The date the charter is filed.

(d) Meetings. (1) Each TAC established
under the provisions of the EAA and para-
graph (b) of this supplement shall meet at
least once every three months at the call of
its Chair unless it is specifically determined
by the Chair, in consultation with other
members of the committee, that a particular
meeting is not necessary.

(2) No TAC may meet except at the call of
its Chair.

(3) Each meeting of a TAC shall be con-
ducted in accordance with an agenda ap-
proved by a designated Federal government
employee.

(4) No TAC shall conduct a meeting in the
absence of a designated Federal government
employee who shall be authorized to adjourn
any advisory committee meeting, whenever
the Federal government employee deter-
mines adjournment to be in the public inter-
est.

(e) Public notice. Notice to the public of
each meeting of a TAC will be issued at least
20 days in advance and will be published in
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the FEDERAL REGISTER. The notice will in-
clude the time and place of the meeting and
the agenda.

(f) Public attendance and participation. (1)
Any member of the public who wishes to do
so may file a written statement with any
TAC before or after any meeting of a com-
mittee.

(2) A request for an opportunity to deliver
an oral statement relevant to matters on the
agenda of a meeting of a TAC will be granted
to the extent that the time available for the
meeting permits. A committee may establish
procedures requiring such persons to obtain
advance approval for such participation.

(3) Attendance at meetings of TACs will be
open to the public unless it is determined
pursuant to section 10(d) of the Federal Advi-
sory Committee Act to be necessary to close
all, or some portion, of the meeting to the
public. A determination that a meeting or
portion thereof be closed to the public may
be made if all or a specific portion of a meet-
ing of a TAC is concerned with matters de-
scribed in section 552(b) of Title 5, U.S.C.

(4) Participation by members of the public
in open TAC meetings or questioning of com-
mittee members or other participants shall
not be permitted except in accordance with
procedures established by the committee.

(5) Every effort will be made to accommo-
date all members of the public who wish to
attend.

(g) Minutes. (1) Detailed minutes of each
meeting of each TAC will be kept and will
contain a record of the persons present, a
complete and accurate description of the
matters discussed and conclusions reached,
and copies of all reports received, issued, or
approved by the TAC.

(2) The accuracy of all the minutes will be
certified to by the TAC Chair.

(h) Records. (1) Subject to section 552 of
Title 5, U.S.C. and Department of Commerce
Administrative Order 205-12, ‘‘Public Infor-
mation,” and ‘“Public Information’ regula-
tions issued by the Department of Commerce
that are contained in 15 CFR part 4, Subtitle
A, the records, reports, transcripts, minutes,
appendices, working papers, draft, studies,
agenda, or other documents that were made
available to or prepared for or by each TAC
will be available for public inspection and
copying.

(2) Each TAC will prepare once each year a
report describing its membership, functions,
activities, and such related matters as would
be informative to the public consistent with
the policy of section 552(b) of Title 5, U.S.C.

(3)(1) Requests for records should be ad-
dressed to: Bureau of Industry and Security,
Freedom of Information, Records Inspection
Facility, U.S. Department of Commerce,
Room 4513, Washington, DC 20230, Telephone
(202) 482-2593.

(ii) Rules concerning the use of the
Records Inspection Facility are contained in
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15 CFR part 4, Subtitle A, or may be ob-
tained from this facility.

(i) Compensation. If the Department of
Commerce deems it appropriate, a member
of a TAC may be reimbursed for travel, sub-
sistence, and other necessary expenses in-
curred in connection with the member’s du-
ties.

() Scope of advisory committee functions. All
TACs are limited to the functions described
in their charters.

(k) Duration of committees. Each TAC will
terminate at the end of two years from the
date the committee was established or two
years from the effective date of its most re-
cent extension, whichever is later. Commit-
tees may be continued only for successive
two-year periods by appropriate action taken
by the authorized officer of the Department
of Commerce prior to the date on which such
advisory committee would otherwise termi-
nate. TACs may be extended or terminated
only after consultation with the committee.

(1) Miscellaneous. (1) TACs established in
accordance with paragraph (b) of this supple-
ment must conform to the provisions of the
Federal Advisory Committee Act (Pub. L. 92—
463), Office of Management and Budget Cir-
cular A-63 (Revision of March 1974), ‘“Advi-
sory Committee Management,”” Department
of Commerce Administrative Order 205-12,
“Public Information,” the applicable provi-
sions of the EAA, and any other applicable
Department of Commerce regulations or pro-
cedures affecting the establishment or oper-
ation of advisory committees.

(2) Whenever the Department of Commerce
desires the advice or assistance of a par-
ticular segment of an industry with respect
to any export control problem for which the
service of a TAC, as described in paragraph
(b) of this supplement is either unavailable
or impracticable, an advisory committee
may be established pursuant to the provi-
sions of section 9 of the Federal Advisory
Committee Act. Such committees will be
subject to the requirements of the Federal
Advisory Committee Act, OMB Circular A-63
(Revision of March 1974), ‘‘Advisory Com-
mittee Management,” Department of Com-
merce Administrative Order 205-12, ‘‘Public
Information,”” and any other applicable De-
partment of Commerce regulations or proce-
dures affecting the establishment or oper-
ation of advisory committees.

(3) Nothing in the provisions of this supple-
ment shall be construed to restrict in any
manner the right of any person or firm to
discuss any export control matter with the
Department of Commerce or to offer advice
or information on export control matters.
Similarly, nothing in these provisions shall
be construed to restrict the Department of
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Commerce in consulting any person or firm
relative to any export control matter.

[61 FR 12734, Mar. 25, 1996, as amended at 73
FR 35, Jan. 2, 2008; 73 FR 75945, Dec. 15, 2008;
78 FR 13468, Feb. 28, 2013]

SUPPLEMENT NO. 3 TO PART 730—OTHER
U.S. GOVERNMENT DEPARTMENTS
AND AGENCIES WITH EXPORT CON-
TROL RESPONSIBILITIES

NOTE: The departments and agencies iden-
tified with an asterisk control exports for
foreign policy or national security reasons
and, in certain cases, such controls may
overlap with the controls described in the
EAR (see part 734 of the EAR).

Defense Services and Defense Articles

*Department of State, Directorate of De-
fense Trade Controls, Tel. (202) 663-2700, Fax:
(202) 261-8695, Internet: http:/
www.pmddtc.state.gov/index.html.

22 CFR parts 120 through 130.

Drugs, Chemicals and Precursors

Chemicals: Drug Enforcement Administra-
tion, Office of Diversion Control, Import-
Export Unit, Tel. (202) 307-4916, Fax: 202
307-4702, Internet: http:/
www.deadiversion.usdoj.gov/imp exp/
index.html.

21 CFR Parts 1311 Through 1313

Controlled Substances: Drug Enforcement
Administration, Office of Diversion Con-
trol, Import-Export Unit, Tel. (202) 307-7182
or (202) 307-7181, Fax: (202) 307-7503, Inter-
net: hitp://www.deadiversion.usdoj.gov/
imp exp/index.html.

21 CFR Parts 1311 Through 1313

Drugs and Biologics: Food and Drug Admin-
istration, Import/Export, Tel. (301) 594-3150,
Fax: (301) 594-0165.

21 U.S.C. 301 et seq .

Investigational drugs permitted: Food and
Drug Administration, International Af-
fairs, Tel. (301) 443-4480, Fax: (301) 443-0235.
21 CFR 312.1106

Fish and Wildlife Controls; Endangered Species

Department of the Interior, Chief Office of
Management Authority, Tel. (703) 358-2093,
Fax: (703) 358-2280.

50 CFR 17.21, 17.22, 17.31, 17.32.

Foreign Assets and Transactions Controls

*Department of Treasury, Office of Foreign
Assets Control, Licensing, Tel. (202) 622—
2480, Fax: (202) 622-1657.

31 CFR parts 500 through 590.

232



Bureau of Industry and Security, Commerce

Medical Devices

Food and Drug Administration, Office of
Compliance, Tel. (301) 594-4699, Fax: (301)
594-4715.

21 U.S.C. 301 et seq.

Natural Gas and Electric Power

Department of Energy, Office of Fuels Pro-
grams, Tel. (202) 586-9482, Fax: (202) 586—
6050.

10 CFR 205.300 through 205.379 and part 590.

Nuclear Materials and Equipment

*Nuclear Regulatory Commission, Office of
International Programs, Tel. (301) 415-2344,
Fax: (301) 415-2395.

10 CFR part 110.

Nuclear Technologies and Services Which Con-
tribute to the Production of Special Nuclear
Material (Snm). Technologies Covered Include
Nuclear Reactors, Enrichment, Reprocessing,
Fuel Fabrication, and Heavy Water Produc-
tion.

Department of Energy Office of Export Con-
trol Policy & Cooperation (NA-24) Tel. (202)
586-2331, Fax (202) 586-1348.

10 CFR part 810.

Ocean Freight Forwarders

Federal Maritime Commission, Office of
Freight Forwarders, Tel. (202) 523-5843,
Fax: (202) 523-5830.

46 CFR part 510.

Patent Filing Data Sent Abroad

*Department of Commerce, Patent and
Trademark Office, Licensing and Review;
Tel. (703) 308-1722, Fax: (703) 305-3603, 3604.
37 CFR part 5.

U.S. Flagged or U.S. Manufactured Vessels
Over 1,000 Gross Tons

U.S. Maritime Administration, Division of
Vessel Transfer and Disposal, Tel. (202) 366—
5821, Fax: (202) 366-3889.

46 CFR part 221.

[61 FR 12734, Mar. 25, 1996, as amended at 65
FR 38149, June 19, 2000; 69 FR 5687, Feb. 6,
2004; 72 FR 20222, Apr. 24, 2007; 78 FR 13468,
Feb. 28, 2013]

PART 732—STEPS FOR USING THE
EAR

Sec.

732.1 Steps overview.

732.2 Steps regarding scope of the EAR.

732.3 Steps regarding the ten general prohi-
bitions.

732.4 Steps regarding License Exceptions.

732.5 Steps regarding Electronic Export In-
formation (EEI) requirements, Destina-

§732.1
tion Control Statements, and record-
keeping.
732.6 Steps for other requirements.
SUPPLEMENT NO. 1 TO PART 732—EXPORT CON-
TROL DECISION TREE
SUPPLEMENT NO. 2 TO PART 732—SUBJECT TO
THE EAR?
SUPPLEMENT NO. 3 TO PART 732—BIS’s ““KNOW
YOUR CUSTOMER’ GUIDANCE AND RED
FLAGS

AUTHORITY: 50 U.S.C. 4601 et seq.; 50 U.S.C.
1701 et seq.; E.O. 13026, 61 FR 58767, 3 CFR,
1996 Comp., p. 228; E.O. 13222, 66 FR 44025, 3
CFR, 2001 Comp., p. 783; Notice of August 15,
2017, 82 FR 39005 (August 16, 2017).

SOURCE: 61 FR 12740, Mar. 25, 1996, unless
otherwise noted.

§732.1 Steps overview.

(a)(1) Introduction. In this part, ref-
erences to the EAR are references to 15
CFR chapter VII, subchapter C. This
part is intended to help you determine
your obligations under the EAR by
listing logical steps in §§732.2 through
732.5 of this part that you can take in
reviewing these regulations. A flow
chart describing these steps is con-
tained in supplement no. 1 to part 732.
By cross-references to the relevant pro-
visions of the EAR, this part describes
the suggested steps for you to deter-
mine applicability of the following:

(i) The scope of the EAR (part 734 of
the EAR);

(ii) Each of the general prohibitions
(part 736 of the EAR);

(iii) The License Exceptions (part 740
of the EAR); and

(iv) Other requirements such as
clearing your export with the U.S. Cus-
toms Service, keeping records, and
completing and documenting license
applications.

(2) These steps describe the organiza-
tion of the EAR, the relationship
among the provisions of the EAR, and
the appropriate order for you to con-
sider the various provisions of the
EAR.

(3) The general information in this
part is intended to provide an overview
of the steps to be taken for certain re-
quirements in the EAR, though not all
of them. Nothing in this part shall be
construed as altering or affecting any
other authority, regulation, investiga-
tion or other enforcement measure pro-
vided by or established under any other
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provision of federal law, including pro-
visions of the EAR.

(b) Facts about your transaction. The
following five types of facts determine
your obligations under the EAR and
will be of help to you in reviewing
these steps:

(1) What is it? What an item is, for ex-
port control purposes, depends on its
classification, which is its place on the
Commerce Control List (see part 774 of
the EAR).

(2) Where is it going? The country of ul-
timate destination for an export or reex-
port also determines licensing require-
ments (see parts 738 and 774 of the EAR
concerning the Country Chart and the
Commerce Control List).

(3) Who will receive it? The ultimate
end-user of your item cannot be a bad
end-user. See General Prohibition Four
(Denial Orders) in §736.2(b)(4) and parts
744 and 764 of the EAR for a reference
to the list of persons you may not deal
with.

(4) What will they do with it? The ulti-
mate end-use of your item cannot be a
bad end-use. See General Prohibition
Five (End-Use End-User) in §736.2(b)(5)
and part 744 of the EAR for general
end-use and end-user restrictions.

(6) What else do they do? Conduct such
as contracting, financing, and freight
forwarding in support of a proliferation
project (as described in §744.6 of the
EAR) may prevent you from dealing
with someone.

(c) Are your items and activities subject
to the EAR? You should first determine
whether your commodity, software, or
technology is subject to the EAR (see
part 734 of the EAR concerning scope),
and Steps 1 through 6 help you do that.
For exports from the United States,
only Steps 1 and 2 are relevant. If you
already know that your item or activ-
ity is subject to the EAR, you should
g0 on to consider the ten general prohi-
bitions in part 736 of the EAR. If your
item or activity is not subject to the
EAR, you have no obligations under
the EAR and may skip the remaining
steps.

(d) Does your item or activity require a
license under one or more of the ten gen-
eral prohibitions?>—(1) Brief summary of
the ten general prohibitions. The general
prohibitions are found in part 736 of the
EAR and referred to in these steps.
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They consist, very briefly, of the fol-
lowing:

(i) General Prohibition One (Exports
and Reexports): Export and reexport of
controlled items to listed countries.

(ii) General Prohibition Two (Parts
and Components Reexports): Reexport
and export from abroad of foreign-
made items incorporating more than a
de minimis amount of controlled U.S.
content.

(iii) General Prohibition Three (For-
eign-produced Direct Product Reex-
ports): Reexport and export from
abroad of the foreign-produced direct
product of U.S. technology and soft-
ware.

(iv) General Prohibition Four (Denial
Orders): Engaging in actions prohibited
by a denial order.

(v) General Prohibition Five (End-
Use End-User): Export or reexport to
prohibited end uses or end users.

(vi) General Prohibition Six (Embar-
g0): Export or reexport to embargoed
destinations.

(vii) General Prohibition Seven (U.S.
Person Proliferation Activity): Support
of proliferation activities.

(viii) General Prohibition Eight (In-
Transit): In-transit shipments and
items to be unladen from vessels and
aircraft.

(ix) General Prohibition Nine (Or-
ders, Terms and Conditions): Violation
of any orders, terms, or conditions.

(x) General Prohibition Ten (Knowl-
edge Violation to Occur): Proceeding
with transactions with knowledge that
a violation has occurred or is about to
occur.

(2) Controls on items on the Commerce
Control List (CCL). If your item or ac-
tivity is subject to the EAR, you
should determine whether any one or
more of the ten general prohibitions re-
quire a license for your export, reex-
port, or activity. Steps 7 through 11
refer to classification of your item on
the Commerce Control List (CCL) (part
774 of the EAR) and how to use the
Country Chart (supplement no. 1 to
part 738 of the EAR) to determine
whether a license is required based
upon the classification of your item.
These steps refer to General Prohibi-
tions One (Exports and Reexports),
Two (Parts and Components Reexports)
, and Three (Foreign-Produced Direct
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Product Reexports) for all countries
except: Cuba, Iran, North Korea, and
Syria. For these countries, you may
skip Steps 7 through 11 and go directly
to Step 12.

(38) Controls on activities. Steps 12
through 18 refer to General Prohibi-
tions Four through Ten. Those general
prohibitions apply to all items subject
to the EAR, not merely those items
listed on the CCL in part 774 of the
EAR. For example, they refer to the
general prohibitions for persons denied
export privileges, prohibited end-uses
and end-users, countries subject to a
comprehensive embargo (e.g., Cuba,
Iran, North Korea and Syria), prohib-
ited activities of U.S. persons in sup-
port of proliferation of weapons of
mass destruction, prohibited unlading
of shipments, compliance with orders,
terms and conditions, and activities
when a violation has occurred or is
about to occur.

(4) General prohibitions. If none of the
ten general prohibitions applies, you
should skip the steps concerning Li-
cense Exceptions and for exports from
the United States, review Steps 27
through 29 concerning Shipper’s Export
Declarations to be filed with the U.S.
Customs Service, Destination Control
Statements for export control docu-
ments, and recordkeeping require-
ments.

(e) Is a License Exception available to
overcome the license requirement? If you
decide by reviewing the CCL in com-
bination with the Country Chart that a
license is required for your destination,
you should determine whether a Li-
cense Exception will except you from
that requirement. Steps 20 through 24
help you determine whether a License
Exception is available. Note that gen-
erally License Exceptions are not
available to overcome General Prohibi-
tions Four through Ten. However, se-
lected License Exceptions for embar-
goed destinations are specified in part
746 of the EAR and License Exceptions
for short supply controls are specified
in part 754 of the EAR. If a License Ex-
ception is available and the export is
from the United States, you should re-
view Steps 26 through 28 concerning
Shipper’s Export Declarations to be
filed with the U.S. Customs Service,
Destination Control Statements for ex-
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port control documents and record-
keeping requirements. If a License Ex-
ception is not available, go on to Steps
25 through 29.

(f) How do you apply for a license? If
you must file a license application, you
should review the requirements of part
748 of the EAR as suggested by Step 26.
Then you should review Steps 27
through 29 concerning Shipper’s Export
Declarations to be filed with the U.S.
Customs Service, Destination Control
Statements for export control docu-
ments, and recordkeeping require-
ments.

[61 FR 12740, Mar. 25, 1996, as amended at 62
FR 25453, May 9, 1997; 656 FR 38150, June 19,
2000; 69 FR 23628, Apr. 29, 2004; 69 FR 46074,
July 30, 2004; 72 FR 3724, Jan. 26, 2007; 76 FR
77116, Dec. 12, 2011; 78 FR 22705, Apr. 16, 2013;
79 FR 77865, Dec. 29, 2014]

§732.2 Steps regarding scope of the
EAR.

Steps 1 though 6 are designed to aid
you in determining the scope of the
EAR. A flow chart describing these
steps is contained in supplement no. 2
to part 732.

(a) Step 1: Items subject to the exclusive
jurisdiction of another Federal agency.
This step is relevant for both exports
and reexports. Determine whether your
item is subject to the exclusive juris-
diction of another Federal Agency as
provided in §734.3 of the EAR.

(1) If your item is subject to the ex-
clusive jurisdiction of another Federal
agency, comply with the regulations of
that agency. You need not comply with
the EAR and may skip the remaining
steps.

(2) If your item is not subject to the
exclusive jurisdiction of another fed-
eral agency, then proceed to Step 2 in
paragraph (b) of this section.

(b) Step 2: Publicly available technology
and software. This step is relevant for
both exports and reexports. Determine
if your technology or software is pub-
licly available as defined and explained
at part 734 of the EAR. Supplement no.
1 to part 734 of the EAR contains sev-
eral practical examples describing pub-
licly available technology and software
that are outside the scope of the EAR.
The examples are illustrative, not com-
prehensive. Note that encryption soft-
ware classified under ECCN 5D002 on
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the Commerce Control List (refer to
supplement no.l1 to Part 774 of the
EAR) is subject to the EAR even if pub-
licly available, except for publicly
available encryption object code soft-
ware classified under ECCN 5D002 when
the corresponding source code meets
the criteria specified in §740.13(e) of the
EAR.

(1) If your technology or software is
publicly available, and therefore out-
side the scope of the EAR, you may
proceed with the export or reexport if
you are not a U.S. person subject to
General Prohibition Seven. If you are a
U.S. person, go to Step 15 at §732.3(j) of
this part. If you are a U.S. person and
General Prohibition Seven concerning
proliferation activity of U.S. persons
does not apply, then you may proceed
with the export or reexport of your
publicly available technology or soft-
ware. Note that all U.S. persons are
subject to the provisions of General
Prohibition Seven.

(2) If your technology or software is
not publicly available and you are ex-
porting from the United States, skip to
the Step 7 in §732.3(b) of this part con-
cerning the general prohibitions.

(3) If you are exporting items from a
foreign country, you should then pro-
ceed to Step 3 in paragraph (c) of this
section and the other steps concerning
the scope of the EAR.

(c) Step 3: Reexport of U.S.-origin items.
This step is appropriate only for re-
exporters. For an item in a foreign
country, you should determine whether
the item is of U.S. origin. If it is of
U.S.-origin, skip to Step 7 in §732.3(b)
of this part. If it is not of U.S. origin,
then proceed to Step 4 in paragraph (d)
of this section.

(d) Step 4: Foreign-made items incor-
porating controlled U.S.-origin items.
This step is appropriate only for items
that are made outside the TUnited
States and not currently located in the
United States. Special requirements
and restrictions apply to foreign-made
items that incorporate U.S.-origin
encryption items (see §734.4(a)(2), (b),
and (g) of the EAR).

(1) Determining whether your foreign
made item is subject to the EAR. Using
the guidance provided in supplement
no. 2 to part 734 of the EAR, determine
whether controlled U.S.-origin items
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are incorporated into the foreign-made
item and are above the de minimis level
set forth in §734.4 of the EAR.

(2) If no U.S.-origin controlled items
are incorporated or if the percentage of
incorporated U.S.-origin controlled
items are equal to or below the de mini-
mis level described in §734.4 of the EAR,
then the foreign-made item is not sub-
ject to the EAR by reason of the de
minimis rules, and you should go on to
consider Step 6 regarding the foreign-
produced direct product rule.

(3) If the foreign-made item incor-
porates more than the de minimis level
of U.S.-origin items, then that item is
subject to the EAR and you should skip
to Step 7 at §732.3 of this part and con-
sider the steps regarding all other gen-
eral prohibitions, license exceptions,
and other requirements to determine
applicability of these provisions to the
foreign-made item.

(e) [Reserved]

(f) Step 6: Direct product rule. Foreign
items that are the direct product of
U.S. technology, software, or plant or
major component of a plant made from
U.S. technology or software may be
subject to the EAR if they meet the
conditions of General Prohibition
Three in §736.2(b)(3) of the EAR. Direct
products that are subject to the EAR
may require a license to be exported
from abroad or reexported to certain
countries.

(1) Subject to the EAR. If your foreign
item is captured by the direct product
rule (General Prohibition Three), then
the item is subject to the EAR and its
export from abroad or reexport may re-
quire a license. You should next con-
sider the steps regarding all other gen-
eral prohibitions, license exceptions,
and other requirements. If the item is
not captured by General Prohibition
Three, then you have completed the
steps necessary to determine whether
the item is subject to the EAR, and you
may skip the remaining steps. As de-
scribed in part 734 of the EAR, items
outside the U.S. are subject to the EAR
when they are:

(i) U.S.-origin commodities, software,
or technology, unless controlled for ex-
port exclusively by another U.S. Fed-
eral agency or unless publicly avail-
able;
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(ii) Foreign-origin commodities, soft-
ware, or technology that are within the
scope of General Prohibition Two (De
minimis rules), or General Prohibition
Three (Direct Product rule). However,
such foreign-origin items are also out-
side the scope of the EAR if they are
controlled for export exclusively by an-
other U.S. Federal Agency or, if tech-
nology or software, are publicly avail-
able as described in paragraph (b) of
this section.

(2) [Reserved]

[61 FR 12740, Mar. 25, 1996]

EDITORIAL NOTE: For FEDERAL REGISTER ci-
tations affecting §732.2, see the List of CFR
Sections Affected, which appears in the
Finding Aids section of the printed volume
and at www.govinfo.gov.

§732.3 Steps regarding the ten general
prohibitions.

(a) Introduction. If your item or activ-
ity is subject to the scope of the EAR,
you should then consider each of the
ten general prohibitions listed in part
736 of the EAR. General Prohibitions
One ((Exports and Reexports), Two
(Parts and Components Reexports), and
Three (Foreign-Produced Direct Prod-
uct Reexports) (§736.2(b) (1), (2), and (3)
of the EAR) are product controls that
are shaped and limited by parameters
specified on the CCL and Country
Chart. General Prohibitions Four
through Ten are prohibitions on cer-
tain activities that are not allowed
without authorization from BIS, and
these prohibitions apply to all items
subject to the EAR unless otherwise
specified (§736.2(b) (4) through (10) of
the EAR).

(b) Step 7: Classification. (1) You
should classify your items ‘‘subject to
the EAR” in the relevant entry on the
CCL, and you may do so on your own
without BIS assistance. The CCL in-
cludes a supplement no. 4 to part 774—
Commerce Control List Order of Re-
view. This supplement establishes the
steps (i.e., the order of review) that
should be followed in classifying items
that are ‘‘subject to the EAR.” The ex-
porter, reexporter, or transferor is re-
sponsible for correctly classifying the
items in a transaction, which may in-
volve submitting a classification re-
quest to BIS. Failure to classify or
have classified the item correctly does
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not relieve the person of the obligation
to obtain a license when one is required
by the EAR.

(2) You have a right to request the
applicable classification of your item
from BIS, and BIS has a duty to pro-
vide that classification to you. For fur-
ther information on how to obtain clas-
sification assistance from BIS, see part
748 of the EAR.

(3) For items subject to the EAR but
not listed on the CCL, the proper clas-
sification is EAR99. This number is a
“basket’ for items not specified under
any CCL entry and appears at the end
of each Category on the CCL.

(4) Items subject to temporary CCL
controls are classified under the ECCN
0Y521 series (i.e., 0A521, 0B521, 0C521,
0D521 and 0E521) pursuant to
§742.6(a)(7) of the EAR while a deter-
mination is being made as to whether
classification under a revised or new
ECCN or EAR99 designation is appro-
priate .

(c) Step 8: Country of ultimate destina-
tion. You should determine the country
of ultimate destination. The country of
destination determines the applica-
bility of several general prohibitions,
License Exceptions, and other require-
ments. Note that part 754 of the EAR
concerning short supply controls is
self-contained and is the only location
in the EAR that contains both the pro-
hibitions and exceptions applicable to
short supply controls.

(d) Step 9: Reason for control and the
Country Chart—(1) Reason for control
and column identifier within the Export
Control Classification Number (ECCN).
Once you have determined that your
item is controlled by a specific ECCN,
you must use information contained in
the ‘‘License Requirements’ section of
that ECCN in combination with the
Country Chart to decide whether a li-
cense is required under General Prohi-
bitions One, Two, or Three to a par-
ticular destination. The CCL and the
Country Chart are taken together to
define these license requirements. The
applicable ECCN will indicate the rea-
son or reasons for control for items
within that ECCN. For example, ECCN
6A007 is controlled for national secu-
rity, missile technology, and anti-ter-
rorism reasons.

237



§732.3

(2) Reason for control within the Coun-
try Chart. With each of the applicable
Country Chart column identifiers
noted in the correct ECCN, turn to the
Country Chart. Locate the correct
Country Chart column identifier on the
horizontal axis, and determine whether
an “X” is marked in the cell next to
the destination in question. Consult
§738.4 of the EAR for comprehensive in-
structions on using the Country Chart
and a detailed example.

(i) An “X” in the cell or cells for the
relevant country and reason(s) for con-
trol column indicates that a license is
required for General Prohibitions One
(Exports and Reexports in the Form
Received), Two (Parts and Components
Reexports), and Three (Foreign-Pro-
duced Direct Product Reexports). (See
§736.2 (b)(1), (b)(2), and (b)(3) of the
EAR).

(ii) If one or more cells have an “X”
in the relevant column, a license is re-
quired unless you qualify for a License
Exception described in part 740 of the
EAR. If a cell does not contain an “X”’
for your destination in one or more rel-
evant columns, a license is not re-
quired under the CCL and the Country
Chart.

(iii) Additional controls may apply to
your export. You must go on to steps 12
through 18 described in paragraphs (g)
to (m) of this section to determine
whether additional limits described in
General Prohibition Two (Parts and
Components Reexports) and General
Prohibition Three (Foreign-Produced
Direct Product Reexports) apply to
your proposed transaction. If you are
exporting an item from the United
States, you should skip Step 10 and
Step 11. Proceed directly to Step 12 in
paragraph (g) of this section.

(38) License requirements mnot on the
Country Chart. There are two instances
where the Country Chart cannot be
used to determine if a license is re-
quired. Items controlled for short sup-
ply reasons are not governed by the
Country Chart. Part 754 of the EAR
contains license requirements and Li-
cense Exceptions for items subject to
short supply controls. A limited num-
ber of ECCNs contained on the CCL do
not identify a Country Chart column
identifier. In these instances, the ECCN
states whether a license is required and

15 CFR Ch. VII (1-1-20 Edition)

for which destinations. See §738.3(a) of
the EAR for a list of the ECCNs for
which you do not need to consult the
Country Chart to determine licensing
requirements.

(4) Destinations subject to embargo and
other special controls provisions. The
Country Chart does not apply to Cuba,
Iran, North Korea, and Syria. For those
countries you should review the provi-
sions at part 746 of the EAR and may
skip this step concerning the Country
Chart. For Iraq and Russia, the Coun-
try Chart provides for certain license
requirements, and part 746 of the EAR
provides additional requirements.

(5) Items subject to the EAR but not on
the CCL. Items subject to the EAR that
are not on the CCL are properly classi-
fied EAR99. For such items, you may
skip this step and proceed directly with
Step 12 in paragraph (g) of this section.

(e) Step 10: Foreign-made items incor-
porating controlled U.S.-origin items and
the de minimis rules—(1) De minimis rules.
If your foreign-made item abroad is a
foreign-made commodity that incor-
porates controlled U.S.-origin commod-
ities, a foreign-made commodity that
is ‘bundled’ with controlled U.S.-origin
software, foreign-made software that is
commingled with controlled U.S.-ori-
gin software, or foreign-made tech-
nology that is commingled with con-
trolled U.S.-origin technology, then it
is subject to the EAR if the U.S.-origin
controlled content exceeds the de mini-
mis levels described in Sec. 734.4 of the
EAR.

(2) Guidance for calculations. For guid-
ance on how to calculate the U.S.-con-
trolled content, refer to supplement no.
2 to part 734 of the EAR. Note, U.S.-ori-
gin technology controlled by ECCN
9E003.a.1 through a.ll, and .h, and re-
lated controls, and encryption software
controlled for “EI’” reasons under
ECCN 5D002 (not eligible for de minimis
treatment pursuant to §734.4(b) of the
EAR) or encryption technology con-
trolled for “EI” reasons under ECCN
5E002 (not eligible for de minimis treat-
ment pursuant to §734.4(a)(2) of the
EAR) do not lose their U.S.-origin
when redrawn, used, consulted, or oth-
erwise commingled abroad in any re-
spect with other software or tech-
nology of any other origin. Therefore,
any subsequent or similar software or
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technology prepared or engineered
abroad for the design, construction, op-
eration, or maintenance of any plant or
equipment, or part thereof, which is
based on or uses any such U.S.-origin
software or technology is subject to
the EAR.

(f) Step 11: Direct product rule—General
Prohibition Three. Items located outside
the U.S. that are also produced outside
the U.S. from U.S. technology or soft-
ware or a plant or major component of
a plant made from U.S. technology or
software may be subject to the EAR if
they meet the conditions of General
Prohibition Three in §736.2(b)(3) of the
EAR. Direct products that are subject
to the EAR may require a license to be
exported from abroad or reexported to
specified countries. If your foreign
item is captured by the direct product
rule (General Prohibition Three), then
your export from abroad or reexport is
subject to the EAR. You should next
consider the steps regarding all other
general prohibitions, license excep-
tions, and other requirements. If your
item is not captured by General Prohi-
bition Three, then your export from
abroad or reexport is not subject to the
EAR. You have completed the steps
necessary to determine whether your
transaction is subject to the EAR, and
you may skip the remaining steps.

(g) Step 12: Persons denied export privi-
leges. (1) Determine whether your
transferee, ultimate end-user, any in-
termediate consignee, or any other
party to a transaction is a person de-
nied export privileges (see part 764 of
the EAR). It is a violation of the EAR
to engage in any activity that violates
the terms or conditions of a denial
order. General Prohibition Four (De-
nial Orders) applies to all items subject
to the EAR, i.e., both items on the CCL
and within EAR99.

(2) There are no License Exceptions
to General Prohibition Four (Denial
Orders). The prohibition concerning
persons denied export privileges may
be overcome only by a specific author-
ization from BIS, something that is
rarely granted.

(h) STEP 13: Prohibited end-uses and
end-users. (1) Review the end-uses and
end-users prohibited under General
Prohibition Five (End-Use and End-
User) (§736.2(b)(5) of the EAR) described
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in part 744 of the EAR. Part 744 of the
EAR contains all the end-use and end-
user license requirements, and those
are in addition to the license require-
ments under General Prohibitions One
(Exports and Reexports), Two (Parts
and Components Reexports), and Three
(Foreign-produced Direct Product Re-
exports). Unless otherwise indicated,
the license requirements of General
Prohibition Five (End-Use and End-
User) described in part 744 of the EAR
apply to all items subject to the EAR,
i.e. both items on the CCL and within
EAR99. Moreover, the requirements of
General Prohibition Five (End-Use and
End-User) are in addition to various
end-use and end-user limitations
placed on certain License Exceptions.

(2) Under License Exception TSU
(§740.13 of the EAR), operation tech-
nology and software, sales technology,
and software updates overcome General
Prohibition Five (End-Use and End-
User) (§736.2(b)(56) of the EAR) if all
terms and conditions of these provi-
sions are met by the exporter or re-
exporter.

(i) Step 14: Embargoed countries and
special destinations. If your destination
for any item is Cuba, Iran, Iraq, North
Korea, or Syria, you must consider the
requirements of parts 742 and 746 of the
EAR. Unless otherwise indicated, Gen-
eral Prohibition Six (Embargo) applies
to all items subject to the EAR, i.e.
both items on the CCL and within
EAR99. See §746.1(b) for destinations
subject to limited sanctions under
United Nations Security Council arms
embargoes. See §746.5 for Russian In-
dustry Sector Sanctions. You may not
make an export or reexport contrary to
the provisions of part 746 of the EAR
without a license unless:

(1) You are exporting or reexporting
only publicly available technology or
software or other items outside the
scope of the EAR, or

(2) You qualify for a License Excep-
tion referenced in part 746 of the EAR
concerning embargoed destinations.
You may not use a License Exception
described in part 740 of the EAR to
overcome General Prohibition Six (Em-
bargo) (§736.2(b)(6) of the EAR) unless
it is specifically authorized in part 746
of the EAR. Note that part 754 of the
EAR concerning short supply controls
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is self-contained and is the only loca-
tion in the EAR for both the prohibi-
tions and exceptions applicable to
short supply controls.

(j) Step 15: Proliferation activity of U.S.
persons unrelated to exports and reex-
ports. (1) Review the scope of activity
prohibited by General Prohibition
Seven (U.S. Person Proliferation Activ-
ity) (§736.2(b)(7) of the EAR) as that ac-
tivity is described in §744.6 of the EAR.
Keep in mind that such activity is not
limited to exports and reexports and is
not limited to items subject to General
Prohibition One (Exports and Reex-
ports), Two (Parts and Components Re-
exports), and Three (Foreign-Produced
Direct Product Reexports). Moreover,
such activity extends to services and
dealing in wholly foreign-origin items
in support of the specified proliferation
activity and is not limited to items
listed on the CCL or included in EAR99.

(2) Review the definition of U.S. Per-
son in part 744 of the EAR.

(k) Step 16: In-transit. Shippers and
operators of vessels or aircraft should
review General Prohibition Eight (In-
Transit) to determine the countries in
which you may not unladen or ship cer-
tain items in-transit. General Prohibi-
tion Eight applies to all items subject
to the EAR, i.e. both items on the CCL
and within EAR99.

(1) Step 17: Review orders, terms, and
conditions. Review the orders, terms,
and conditions applicable to your
transaction. General Prohibition Nine
(Orders, Terms, and Conditions) pro-
hibits the violation of any orders,
terms, and conditions imposed under
the EAR. Terms and conditions are fre-
quently contained in licenses. In addi-
tion, the ten general prohibitions (part
736 of the EAR) and the License Excep-
tions (part 740 of the EAR) impose
terms and conditions or limitations on
your proposed transactions and use of
License Exceptions. A given license or
License Exception may not be used un-
less each relevant term or condition is
met.

(m) Step 18: Review the ‘“‘Know Your
Customer’ Guidance and General Prohi-
bition Ten (Knowledge Violation to
Occur). License requirements under the
EAR are determined solely by the clas-
sification, end-use, end-user, ultimate
destination, and conduct of U.S. per-

15 CFR Ch. VII (1-1-20 Edition)

sons. Supplement no. 1 to part 732 of
the EAR is intended to provide helpful
guidance regarding the process for the
evaluation of information about cus-
tomers, end-uses, and end-users. Gen-
eral Prohibition Ten (Knowledge Viola-
tion to Occur) prohibits anyone from
proceeding with a transaction with
knowledge that a violation of the EAR
has occurred or is about to occur. It
also prohibits related shipping, financ-
ing, and other services. General Prohi-
bition Ten applies to all items subject
to the EAR, i.e. both items on the CCL
and within EAR99.

(n) Step 19: Complete the review of the
general prohibitions. After completion of
Steps described in this section and re-
view of all ten general prohibitions in
part 736 of the EAR, including cross-
referenced regulations in the EAR, you
will know which, if any, of the ten gen-
eral prohibitions of the EAR apply to
you and your contemplated transaction
or activity.

(1) If none of the ten general prohibi-
tions is applicable to your export from
the United States, no license from BIS
is required, you do not need to qualify
for a License Exception under part 740
of the EAR. You should skip the Steps
in §732.4 of this part regarding License
Exceptions and proceed directly to the
Steps in §732.5 of this part regarding
recordkeeping, clearing the Bureau of
Customs and Border Protection with
the appropriate Shipper’s Export Dec-
laration or Automated Export System
record, and using the required Destina-
tion Control Statement.

(2) If none of the ten general prohibi-
tions is applicable to your reexport or
export from abroad, no license is re-
quired and you should skip all remain-
ing Steps.

(3) If one or more of the ten general
prohibitions are applicable, continue
with the remaining steps.

[61 FR 12740, Mar. 25, 1996]

EDITORIAL NOTE: For FEDERAL REGISTER ci-
tations affecting §732.3, see the List of CFR
Sections Affected, which appears in the
Finding Aids section of the printed volume
and at www.govinfo.gov.

§732.4 Steps regarding License Excep-
tions.

(a) Introduction to Steps for License Ex-
ceptions. If your export or reexport is
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subject to the EAR and is subject to
General Prohibitions One (Exports and
Reexports), Two (Parts and Compo-
nents Reexports), or Three (Foreign-
Produced Direct Product Reexports),
consider the steps listed in paragraph
(b) of this section. If your export or re-
export is subject to General Prohibi-
tions Four (Denial Orders), Seven (U.S.
Person Proliferation Activity), Eight
(In-Transit), Nine (Orders, Terms, and
Conditions), or Ten (Knowledge Viola-
tion to Occur), there are no License Ex-
ceptions available for your export or
reexport. If your export is subject to
General Prohibition Five (End-Use
End-User), consult part 744 of the EAR.
If your export or reexport is subject to
General Prohibition Six (Embargo),
consult part 746 of the EAR for applica-
ble License Exceptions.

(b) Steps for License Exceptions—(1)
Step 20: Applicability of General Prohibi-
tions. Determine whether any one or
more of the general prohibitions de-
scribed in §736.2(b) of the EAR apply to
your export or reexport. If no general
prohibition applies to your export or
reexport, then you may proceed with
your export or reexport and need not
review part 740 of the EAR regarding
License Exceptions. You are reminded
of your recordkeeping obligations re-
lated to the clearance of the U.S. Cus-
toms Service provided in parts 762 and
758 of the EAR.

(2) Step 21: Applicability of restrictions
on all License Exceptions. Determine
whether any one or more of the restric-
tions in §740.2 of the EAR applies to
your export or reexport. If any one or
more of these restrictions apply, there
are no License Exceptions available to
you, and you must either obtain a li-
cense or refrain from the export or re-
export.

(3) Step 22: Terms and conditions of the
License Ezxceptions. (i) If none of the re-
strictions in §740.2 of the EAR applies,
then review each of the License Excep-
tions to determine whether any one of
them authorizes your export or reex-
port. Eligibility for License Exceptions
is based on the item, the country of ul-
timate destination, the end-use, and
the end-user, along with any special
conditions imposed within a specific
License Exception.
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(ii) You may meet the conditions for
more than one License Exception.
Moreover, although you may not qual-
ify for some License Exceptions you
may qualify for others. Review the
broadest License Exceptions first, and
use any License Exception available to
you. You are not required to use the
most restrictive applicable License Ex-
ception. If you fail to qualify for the
License Exception that you first con-
sider, you may consider any other Li-
cense Exception until you have deter-
mined that no License Exception is
available.

(iii) License Exceptions TMP, RPL,
BAG, AVS, GOV, and TSU authorize
exports notwithstanding the provisions
of the CCL. List-based License Excep-
tions (LVS, GBS, CIV, TSR, and APP)
are available only to the extent speci-
fied on the CCL. Part 740 of the EAR
provides authorization for reexports
only to the extent each License Excep-
tion expressly authorizes reexports.
Some ECCNs contain License Excep-
tion STA exclusion paragraphs. Those
paragraphs delineate items excluded
from the License Exception STA provi-
sions in §740.20(c)(2) of the EAR. Li-
cense Exception APR authorizes reex-
ports only.

(iv) If you are exporting under Li-
cense Exceptions GBS, CIV, LLVS, STA,
APP, TSR or GOV, you should review
§743.1 of the EAR to determine the ap-
plicability of certain reporting require-
ments. If you are exporting under Li-
cense Exceptions LVS, TMP, RPL,
STA, or GOV and your item is classi-
fied in the ‘600 series,” you should re-
view §743.4 of the EAR to determine
the applicability of certain reporting
requirements for conventional arms ex-
ports.

(4) Step 23: Scope of License Exceptions.
Some License Exceptions are limited
by country or by type of item.

(i) Countries are arranged in country
groups for ease of reference. For a list-
ing of country groups, please refer to
supplement no. 1 to part 740 of the
EAR. Unless otherwise indicated in a
License Exception, License Exceptions
do not apply to any exports or reex-
ports to embargoed destinations. If
your export or reexport is subject to
General Prohibition Six (Embargo) for
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embargoed destinations, License Ex-
ceptions are only available to the ex-
tent specifically provided in part 746 of
the EAR concerning embargoed des-
tinations.

(ii) Special commodity controls
apply to short supply items. No Li-
cense Exceptions described in part 740
of the EAR may be used for items list-
ed on the CCL as controlled for Short
Supply reasons. License Exceptions for
short supply items are found in part 754
of the EAR.

(b) Step 24: Compliance with all terms
and conditions. If a License Exception is
available, you may proceed with your
export or reexport. However, you must
meet all the terms and conditions re-
quired by the License Exception that
you determined authorized your export
or reexport. You must also consult part
758 and 762 of the EAR to determine
your recordkeeping and documentation
requirements.

(6) Step 25: License requirements. If no
License Exception is available, then
you must either obtain a license before
proceeding with your export or reex-
port or you must refrain from the pro-
posed export or reexport.

(7) Step 26: License applications. (i) If
you are going to file a license applica-
tion with BIS, you should first review
the requirements in part 748 of the
EAR. Exporters, reexporters, and
transferors should review the instruc-
tions concerning applications and re-
quired support documents prior to sub-
mitting an application for a license.

(ii) If you are going to file a license
application with BIS for the export, re-
export, or in-country transfer for air-
craft or military vessels controlled
under ECCNs 0A606.a, 8A609.a, 8A620.a,
8A620.b, certain ‘‘spacecraft’” con-
trolled wunder ECCN subparagraphs
9Ab515.a.1, a.2, a.3, a.4 or 9A515.g, ECCN
9A610.a, or technology under ECCNs
9E515.b, .d, .e, or .f, §740.20(g) permits
you to request in the application that
subsequent exports of the type of air-
craft, spacecraft, military vessels, or
technology at issue be eligible for ex-
port under License Exception STA. The
types of ‘items’ controlled under
ECCNs 0A606.a, 8A609.a, 8A620.a,
8A620.b, certain spacecraft controlled
under ECCN subparagraphs 9A515.a.1,
a.2, a.3, a.4 or 9Ab515.g, ECCN 9A610.a,
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and technology ECCNs 9E515.b, .d, .e, or
.f, that have been determined to be eli-
gible for License Exception STA pursu-
ant to §740.20(g) are identified in the
License Exceptions paragraphs of
ECCNs 0A606, 8A609, 8A620, 9A610,
9A515, and 9E515. Supplement No. 2 to
part 748, paragraph (w) (License Excep-
tion STA eligibility requests), contains
the instructions for such applications.

NOTE 1 TO PARAGRAPH (b)(7)(ii): If you in-
tend to use License Exception STA, return
to paragraphs (a) and then (b) of this section
to review the Steps regarding the use of li-
cense exceptions.

[61 FR 12740, Mar. 25, 1996, as amended at 61
FR 64274, Dec. 4, 1996; 63 FR 2456, Jan. 15,
1998; 71 FR 20883, Apr. 24, 2006; 76 FR 35286,
June 16, 2011; 78 FR 22706, Apr. 16, 2013; 82 FR
61155, Dec. 27, 2017]

§732.5 Steps regarding Electronic Ex-
port Information (EEI) require-
ments, Destination Control State-
ments, and recordkeeping.

(a) Step 27: Electronic Export Informa-
tion (EEI) filing requirements. Exporters
or agents authorized to file EEI to the
Automated Export System (AES),
should review §758.1 of the EAR to de-
termine when the EAR requires EEI to
be filed and what EEI data elements
the EAR requires to be included. More
detailed information about EEI filing
procedures and requirements may be
found in the Bureau of Census Foreign
Trade Regulations (FTR) at 15 CFR
Part 30. Reexporters and firms export-
ing from abroad may skip Steps 27
through 29 and proceed directly to
§732.6 of the EAR.

(1) License code/license exception code
(license code). You must report the cor-
rect license code that corresponds with
your license authority (license or 1li-
cense exception) or designation (No Li-
cense Required (NLR)) for your export
on the EEI filing, as appropriate. See
§758.1(g) of the EAR and 15 CFR
30.6(a)(23) and Part III of Appendix B to
15 CFR Part 30 of the FTR. Generally,
conflicts of data elements with license
exception criteria, e.g., ECCN or des-
tination, will result in a fatal error in
the AES system. By reporting a license
code for a license exception on an EEI
filing you are certifying that your
transaction meets the criteria of that
license exception. By reporting a li-
cense code of NLR you are certifying
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that no license is required for your ex-
port.

(2) License number. If you are export-
ing under the authority of a license,
you must report the license number on
the EEI filing. See 15 CFR 30.6(b)(5) of
the FTR.

(38) Item description. You must report
an item description identical to the
item description on the license when a
license is required, or report an item
description sufficient in detail to per-
mit review by the U.S. Government
and verification of the Schedule B
Number or the Harmonized Tariff
Schedule of the United States (HTS)
for license exception exports or exports
for which No License is Required
(NLR). See §758.1(g) of the EAR; and 15
CFR 30.6(a)(13) of the FTR.

(4) Entering the ECCN. You must re-
port the correct Export Control Classi-
fication Number (ECCN) or ‘“EAR99”
for items that are not classified under
an ECCN on the EEI filing for all li-
censed and license exception exports,
and ‘“No License Required” (NLR) ex-
ports of items having a reason for con-
trol other than or in addition to anti-
terrorism (AT). The only exception to
this requirement would be the return
of unwanted foreign origin items,
meeting the provisions of License Ex-
ception TMP, under §740.9(b)(3) of the
EAR. See §758.1(g) of the EAR and 15
CFR 30.6(b)(6) of the FTR.

(b) Step 28: Destination Control State-
ment. The Destination Control State-
ment (DCS) must be entered on the in-
voice and on the bill of lading, air way-
bill, or other export control document
that accompanies the shipment from
its point of origin in the United States
to the ultimate consignee or end-user
abroad. The person responsible for
preparation of those documents is re-
sponsible for entry of the DCS. The
DCS is required for all exports from the
United States of items on the Com-
merce Control List and is not required
for items classified as EAR99, unless
the export may be made under License
Exception BAG or GFT (see part 740 of
the EAR). DCS requirements do not

§732.6

apply to reexports. See §758.6 of the
EAR.

(c) Step 29: Recordkeeping. Records of
transactions subject to the EAR must
be maintained for five years in accord-
ance with the recordkeeping provisions
of part 762 of the EAR.

[66 FR 42568, July 10, 2000, as amended at 79
FR 4615, Jan. 29, 2014; 80 FR 51730, Aug. 26,
2015]

§732.6 Steps for other requirements.

Sections 732.1 through 732.4 of this
part are useful in determining the 1li-
cense requirements that apply to you.
Other portions of the EAR impose
other obligations and requirements.
Some of them are:

(a) Requirements relating to the use
of a license in §758.4 of the EAR.

(b) Obligations of carriers, for-
warders, exporters and others to take
specific steps and prepare and deliver
certain documents to assure that items
subject to the EAR are delivered to the
destination to which they are licensed
or authorized by a License Exception
or some other provision of the regula-
tions in §758.1 through §758.6 of the
EAR.

(c) Duty of carriers to return or un-
load shipments at the direction of U.S.
Government officials (see §758.8 of the
EAR).

(d) [Reserved]

(e) Recordkeeping requirements im-
posed in part 762 of the EAR.

(f) Requirements of part 764 of the
EAR to disclose facts that may come
to your attention after you file a li-
cense application or make other state-
ments to the government concerning a
transaction or proposed transaction
that is subject to the EAR.

(g) Certain obligations imposed by
part 760 of the EAR on parties who re-
ceive requests to take actions related
to foreign boycotts and prohibits cer-
tain actions relating to those boycotts.

[61 FR 12740, Mar. 25, 1996, as amended at 65

FR 42568, July 10, 2000; 80 FR 51730, Aug. 26,
2015]
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SUPPLEMENT NO. 1 TO PART 732—EXPORT CONTROL DECISION TREE

SUPPLEMENT NO. 1 TO PART 732 — EXPORT CONTROL DECISION TREE

Export Control

Decision Tree

Subject to the EAR?
(See § 7342 - 5)

Yes

N

0 Exit the EAR

ECCN —Yes:

Is your item classified under an

ECCN on the CCL?
[See § 736.2 (b)(1-3)]
(See Supp No. 1 to Part 774)

A 4

Do General Prohibitions 4-
10 apply?
[See § 736.2(b)(4-10)]

No

2

Is there an “X” in the box?
[(Using the Commerce Country Chart (Supp.
No. 1 to Part 738) and the CCL (Supp. No. 1

to Part 774)]

Yes

Is a License Exception

Available?
(See Part 740, including § 740.2
“Restrictions on all License Exceptions™)

I

No

¥

—No:

—Yes

No% EAR99

Do General
Prohibitions 4-10
apply?

[See § 736.2(b)(4-10)]

<

No License Required” (N
[See §§ 732.5(a) & 758.1(d, f, g)]

/*\

LR) No

Use License Exception

(See Part 740)

/\Y\

Submit an application for lic

[82 FR 61155, Dec, 27, 2017]

>
B

(See Part 748)

"
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SUPPLEMENT NO. 2 TO PART 732—SUBJECT TO THE EAR?

SUPPLEMENT NO. 2 TO PART 732 - AM I SUBJECT TO THE EAR

Subject to the EAR?
Am [ involved in an activity described in 734.5, e.g., related to the
0 proliferation of chemical or biological weapons, nuclear explosive devices or S
"missiles"; technical assistance with respect to encryption; or activities
prohibited by any order issued under the EAR T
U
T See Section 734.5(a), (b), and (c)
)
$ B
S Is the item I am planning to export or reexport subject to the exclusive J
Jjurisdiction of another U.S. Government Federal Department or Agency?
YES
U E
See Section 734.3(b)(1)
B % C
J ) T
Does my export or reexport consist of prerecorded phonograph records,
printed books, pamphlets & miscellaneous publications as described in the
E €—YES EAR?
See Section 734.3(b)(2)
C T
T
T : o
Is the technology or software I am planning to export or reexport publicly
% YES available (excluding encryption items)?
See Section 734.3(b)(3)
' §
(0] Is my item in the United States? H
YES
See Section 734.3(a)(1)
T
T Is my item outside of the U.S., but of U.S. origin?
——YES—p
H See Section 734.3(a)(2) E
I
E g A
Does my foreign-made item incorporate controlled U.S. origin items that
exceed the de minimis limits defined in section 734.4 or Supp. No . 2 to part R
734 of the EAR, or is it ineligible for de minimis? YES:
E See Section 734.3(a)(3)
T
A V
Is the foreign-made item a direct product of U.S.-origin technology or
R software, as described in section 736.2(b)(3) of the EAR, and the destination
4€——NO— is Cuba, Libya, or a destination in Country Group D:1? YES:
See Section 734.3(a)(4) and (5)

[69 FR 5687, Feb. 6, 2004]
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SUPPLEMENT NO. 3 TO PART 732—BIS’S
“KNOW YOUR CUSTOMER’’ GUIDANCE
AND RED FLAGS

“Know Your Customer” Guidance

Various requirements of the EAR are de-
pendent upon a person’s knowledge of the
end-use, end-user, ultimate destination, or
other facts relating to a transaction or ac-
tivity. These provisions include the non-
proliferation-related ‘‘catch-all’”” sections
and the prohibition against proceeding with
a transaction with knowledge that a viola-
tion of the EAR has occurred or is about to
occur.

(a) BIS provides the following guidance on
how individuals and firms should act under
this knowledge standard. This guidance does
not change or interpret the EAR.

(1) Decide whether there are ‘‘red flags’.
Take into account any abnormal -cir-
cumstances in a transaction that indicate
that the export may be destined for an inap-
propriate end-use, end-user, or destination.
Such circumstances are referred to as ‘‘red
flags’’. Included among examples of red flags
are orders for items that are inconsistent
with the needs of the purchaser, a customer
declining installation and testing when in-
cluded in the sales price or when normally
requested, or requests for equipment configu-
rations that are incompatible with the stat-
ed destination (e.g., 120 volts in a country
with 220 volts). Commerce has developed
lists of such red flags that are not all-inclu-
sive but are intended to illustrate the types
of circumstances that should cause reason-
able suspicion that a transaction will violate
the EAR.

(2) If there are ‘“‘red flags’’, inquire. If there
are no ‘‘red flags’” in the information that
comes to your firm, you should be able to
proceed with a transaction in reliance on in-
formation you have received. That is, absent
“‘red flags’ (or an express requirement in the
EAR), there is no affirmative duty upon ex-
porters to inquire, verify, or otherwise ‘‘go
behind” the customer’s representations.
However, when ‘‘red flags’ are raised in in-
formation that comes to your firm, you have
a duty to check out the suspicious cir-
cumstances and inquire about the end-use,
end-user, or ultimate country of destination.
The duty to check out ‘“‘red flags’ is not con-
fined to the use of License Exceptions af-
fected by the ‘“‘know’ or ‘‘reason to know”
language in the EAR. Applicants for licenses
are required by part 748 of the EAR to obtain
documentary evidence concerning the trans-
action, and misrepresentation or conceal-
ment of material facts is prohibited, both in
the licensing process and in all export con-
trol documents. You can rely upon represen-
tations from your customer and repeat them
in the documents you file unless red flags
oblige you to take verification steps.

15 CFR Ch. VII (1-1-20 Edition)

(3) Do not self-blind. Do not cut off the flow
of information that comes to your firm in
the normal course of business. For example,
do not instruct the sales force to tell poten-
tial customers to refrain from discussing the
actual end-use, end-user, and ultimate coun-
try of destination for the product your firm
is seeking to sell. Do not put on blinders that
prevent the learning of relevant information.
An affirmative policy of steps to avoid ‘‘bad”’
information would not insulate a company
from liability, and it would usually be con-
sidered an aggravating factor in an enforce-
ment proceeding.

(4) Employees need to know how to handle
“red flags’. Knowledge possessed by an em-
ployee of a company can be imputed to a
firm so as to make it liable for a violation.
This makes it important for firms to estab-
lish clear policies and effective compliance
procedures to ensure that such knowledge
about transactions can be evaluated by re-
sponsible senior officials. Failure to do so
could be regarded as a form of self-blinding.

(5) Reevaluate all the information after the
inquiry. The purpose of this inquiry and re-
evaluation is to determine whether the ‘“‘red
flags’ can be explained or justified. If they
can, you may proceed with the transaction.
If the ‘‘red flags’ cannot be explained or jus-
tified and you proceed, you run the risk of
having had ‘‘knowledge’ that would make
your action a violation of the EAR.

(6) Refrain from the transaction or advise BIS
and wait. If you continue to have reasons for
concern after your inquiry, then you should
either refrain from the transaction or submit
all the relevant information to BIS in the
form of an application for a license or in
such other form as BIS may specify.

(b) Industry has an important role to play
in preventing exports and reexports contrary
to the national security and foreign policy
interests of the United States. BIS will con-
tinue to work in partnership with industry
to make this front line of defense effective,
while minimizing the regulatory burden on
exporters. If you have any question about
whether you have encountered a ‘‘red flag’’,
you may contact the Office of Export En-
forcement at 1-800-424-2980 or the Office of
Exporter Services at (202) 482-4532.

RED FLAGS

Possible indicators that an unlawful diver-
sion might be planned by your customer in-
clude the following:

1. The customer or purchasing agent is re-
luctant to offer information about the end-
use of a product.

2. The product’s capabilities do not fit the
buyer’s line of business; for example, a small
bakery places an order for several sophisti-
cated lasers.

3. The product ordered is incompatible
with the technical level of the country to
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which the product is being shipped. For ex-
ample, semiconductor manufacturing equip-
ment would be of little use in a country
without an electronics industry.

4. The customer has little or no business
background.

5. The customer is willing to pay cash for
a very expensive item when the terms of the
sale call for financing.

6. The customer is unfamiliar with the
product’s performance characteristics but
still wants the product.

7. Routine installation, training or mainte-
nance services are declined by the customer.

8. Delivery dates are vague, or deliveries
are planned for out-of-the-way destinations.

9. A freight forwarding firm is listed as the
product’s final destination.

10. The shipping route is abnormal for the
product and destination.

11. Packaging is inconsistent with the stat-
ed method of shipment or destination.

12. When questioned, the buyer is evasive
or unclear about whether the purchased
product is for domestic use, export or reex-
port.

13. You receive an order for ‘‘parts’ or
‘‘components’ for an end item in 9x515 or the
‘600 series.”” The requested ‘‘parts’” or
‘‘components’” may be eligible for License
Exception STA, another authorization, or
may not require a destination-based license
requirement for the country in question.
However, the requested ‘‘parts’ or ‘‘compo-
nents” would be sufficient to service one
hundred of the 9x515 or ‘600 series” end
items, but you ‘‘know’’ the country does not
have those types of end items or only has
two of those end items.

14. The customer indicates or the facts per-
taining to the proposed export suggest that a
9x515 or ‘600 series’ item may be reexported
to a destination listed in Country Group D:5
(see supplement no. 1 to part 740 of the EAR).

[61 FR 12740, Mar. 25, 1996. Redesignated and
amended at 62 FR 25453, 25456, May 9, 1997; 78
FR 22706, Apr. 16, 2013; 79 FR 27434, May 13,
2014]

PART 734—SCOPE OF THE EXPORT
ADMINISTRATION REGULATIONS

Sec.
734.1
734.2
734.3

Introduction.

Subject to the EAR.

Items subject to the EAR.

734.4 De minimis U.S. content.

734.5 Activities of U.S. and foreign persons
subject to the EAR.

734.6 Assistance available from BIS for de-
termining licensing and other require-
ments.

734.7 Published.

§734.1

734.8 ‘‘Technology’” or ‘‘software’” that
arises during, or results from, funda-
mental research.

734.9 [Reserved]

734.10 Patents.

734.11 [Reserved]

734.12 Effect on foreign laws and regula-
tions.

734.13 Export.

734.14 Reexport.

734.15 Release.

734.16 Transfer (in-country).

734.17 Export of encryption source code and
object code software.

734.18 Activities that are not exports, reex-
ports, or transfers.

734.19 Transfer of access information.

734.20 Activities that are not deemed reex-
ports.

SUPPLEMENT NO. 1 TO PART 734 [RESERVED]

SUPPLEMENT NO. 2 TO PART 734—GUIDELINES
FOR De Minimis RULES

AUTHORITY: 50 U.S.C. 4801-4852; 50 U.S.C.
4601 et seq.; 50 U.S.C. 1701 et seq.; E.O. 12938, 59
FR 59099, 3 CFR, 1994 Comp., p. 950; E.O.
13020, 61 FR 54079, 3 CFR, 1996 Comp., p. 219;
E.O. 13026, 61 FR 58767, 3 CFR, 1996 Comp., p.
228; E.O. 13222, 66 FR 44025, 3 CFR, 2001
Comp., p. 783; E.O. 13637, 78 FR 16129, 3 CFR,
2014 Comp., p. 223; Notice of November 8, 2018,
83 FR 562563 (November 9, 2018).

§734.1 Introduction.

(a) In this part, references to the Ex-
port Administration Regulations
(EAR) are references to 15 CFR chapter
VII, subchapter C. This part describes
the scope of the Export Administration
Regulations (EAR) and explains certain
key terms and principles used in the
EAR. This part provides the rules you
need to use to determine whether items
and activities are subject to the EAR.
This part is the first step in deter-
mining your obligations under the
EAR. If neither your item nor your ac-
tivity is subject to the EAR, then you
do not have any obligations under the
EAR and you do not need to review
other parts of the EAR. If you already
know that your item or activity is sub-
ject to the EAR, you do not need to re-
view this part and you can go on to re-
view other parts of the EAR to deter-
mine your obligations. This part also
describes certain key terms and prin-
ciples used in the EAR. Specifically, it
includes the following terms: ‘‘subject
to the EAR,” ‘‘items subject to the
EAR,” “export,” and ‘‘reexport.” These
and other terms are also included in
part 772 of the EAR, Definitions of
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Terms, and you should consult part 772
of the EAR for the meaning of terms
used in the EAR. Finally, this part
makes clear that compliance with the
EAR does not relieve any obligations
imposed under foreign laws.

(b) This part does not address any of
the provisions set forth in part 760 of
the EAR, Restrictive Trade Practices
or Boycotts.

(c) This part does not define the
scope of legal authority to regulate ex-
ports, including reexports, or activities
found in the Export Administration
Act and other statutes. What this part
does do is set forth the extent to which
such legal authority has been exercised
through the EAR.

[61 FR 12746, Mar. 25, 1996, as amended at 69
FR 5690, Feb. 6, 2004]

§734.2 Subject to the EAR.

(a) Subject to the EAR—Definition. (1)
“Subject to the EAR” is a term used in
the EAR to describe those items and
activities over which BIS exercises reg-
ulatory jurisdiction under the EAR.
Conversely, items and activities that
are not subject to the EAR are outside
the regulatory jurisdiction of the EAR
and are not affected by these regula-
tions. The items and activities subject
to the EAR are described in §§734.2
through 734.5 of this part. You should
review the Commerce Control List
(CCL) and any applicable parts of the
EAR to determine whether an item or
activity is subject to the EAR. How-
ever, if you need help in determining
whether an item or activity is subject
to the EAR, see §734.6 of this part. Pub-
licly available technology and software
not subject to the EAR are described in
§§734.7 through 734.11 and supplement
no. 1 to this part.

(2) Items and activities subject to the
EAR may also be controlled under ex-
port-related programs administered by
other agencies. Items and activities
subject to the EAR are not necessarily
exempted from the control programs of
other agencies. Although BIS and other
agencies that maintain controls for na-
tional security and foreign policy rea-
sons try to minimize overlapping juris-
diction, you should be aware that in
some instances you may have to com-
ply with more than one regulatory pro-
gram.

15 CFR Ch. VII (1-1-20 Edition)

(3) The term ‘‘subject to the EAR”
should not be confused with licensing
or other requirements imposed in other
parts of the EAR. Just because an item
or activity is subject to the EAR does
not mean that a license or other re-
quirement automatically applies. A li-
cense or other requirement applies
only in those cases where other parts
of the EAR impose a licensing or other
requirement on such items or activi-
ties.

(b) [Reserved]

[61 FR 12746, Mar. 25, 1996, as amended at 61
FR 68578, Dec. 30, 1996; 63 FR 50520, Sept. 22,
1998; 64 FR 13339, Mar. 18, 1999; 66 FR 2496,
Jan. 14, 2000; 67 FR 38860, June 6, 2002; 72 FR
3945, Jan. 29, 2007; 76 FR 1062, Jan. 7, 2011; 81
FR 35602, June 3, 2016]

§734.3 Items subject to the EAR.

(a) Except for items excluded in para-
graph (b) of this section, the following
items are subject to the EAR:

(1) All items in the United States, in-
cluding in a U.S. Foreign Trade Zone
or moving intransit through the United
States from one foreign country to an-
other;

(2) All U.S. origin items wherever lo-
cated;

(3) Foreign-made commodities that
incorporate controlled U.S.-origin com-
modities, foreign-made commodities
that are ‘bundled’ with controlled U.S.-
origin software, foreign-made software
that is commingled with controlled
U.S.-origin software, and foreign-made
technology that is commingled with
controlled U.S.-origin technology:

(i) In any quantity, as described in
§734.4(a) of this part; or

(ii) In quantities exceeding the de
minimis levels, as described in §734.4(c)
or §734.4(d) of this part;

(4) Certain foreign-made direct prod-
ucts of U.S. origin technology or soft-
ware, as described in §736.2(b)(3) of the
EAR. The term ‘‘direct product’” means
the immediate product (including proc-
esses and services) produced directly by
the use of technology or software; and

NOTE TO PARAGRAPH (a)(4): Certain foreign-
manufactured items developed or produced
from U.S.-origin encryption items exported
pursuant to License Exception ENC are sub-
ject to the EAR. See §740.17(a) of the EAR.

(6) Certain commodities produced by
any plant or major component of a
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plant located outside the United States
that is a direct product of U.S.-origin
technology or software, as described in
§736.2(b)(3) of the EAR.

(b) The following are not subject to
the EAR:

(1) Items that are exclusively con-
trolled for export or reexport by the
following departments and agencies of
the U.S. Government which regulate
exports or reexports for national secu-
rity or foreign policy purposes:

(i) Department of State. The Inter-
national Traffic in Arms Regulations
(22 CFR parts 120-130) administered by
the Directorate of Defense Trade Con-
trols relate to defense articles and de-
fense services on the U.S. Munitions
List (22 CFR part 121). Section 38 of the
Arms Export Control Act (22 U.S.C.
2778). (Also see paragraph (b)(1)(vi) of
this section).

NOTE TO PARAGRAPH (b)(1)(i): If a defense
article or service is controlled by the U.S.
Munitions List set forth in the International
Traffic in Arms Regulations, its export and
temporary import is regulated by the De-
partment of State. The President has dele-
gated the authority to control defense arti-
cles and services for purposes of permanent
import to the Attorney General. The defense
articles and services controlled by the Sec-
retary of State and the Attorney General
collectively comprise the U.S. Munitions
List under the Arms Export Control Act
(AECA). As the Attorney General exercises
independent delegated authority to des-
ignate defense articles and services for pur-
poses of permanent import controls, the per-
manent import control list administered by
the Department of Justice has been sepa-
rately labeled the U.S. Munitions Import
List (27 CFR Part 447) to distinguish it from
the list set out in the International Traffic
in Arms Regulations. In carrying out the
functions delegated to the Attorney General
pursuant to the AECA, the Attorney General
shall be guided by the views of the Secretary
of State on matters affecting world peace,
and the external security and foreign policy
of the United States.

(i1) Treasury Department, Office of For-
eign Assets Control (OFAC). Regulations
administered by OFAC implement
broad controls and embargo trans-
actions with certain foreign countries.
These regulations include controls on
exports and reexports to certain coun-
tries (31 CFR chapter V). Trading with
the Enemy Act (60 U.S.C. app. section 1
et seq.), and International Emergency

§734.3

Economic Powers Act (50 U.S.C. 1701, et
seq.)

(iii) U.S. Nuclear Regulatory Commis-
sion (NRC). Regulations administered
by NRC control the export and reex-
port of commodities related to nuclear
reactor vessels (10 CFR part 110).
Atomic Energy Act of 1954, as amended
(42 U.S.C. part 2011 et seq.).

(iv) Department of Energy (DOE). Reg-
ulations administered by DOE control
the export and reexport of technology
related to the production of special nu-
clear materials (10 CFR part 810).
Atomic Energy Act of 1954, as amended
(42 U.S.C. section 2011 et seq.).

(v) Patent and Trademark Office
(PTO). Regulations administered by
PTO provide for the export to a foreign
country of unclassified technology in
the form of a patent application or an
amendment, modification, or supple-
ment thereto or division thereof (37
CFR part 5). BIS has delegated author-
ity under the Export Administration
Act to the PTO to approve exports and
reexports of such technology which is
subject to the EAR. Exports and reex-
ports of such technology not approved
under PTO regulations must comply
with the EAR.

(vi) Department of Defense (DoD) and
Department of State Foreign Military
Sales (FMS) Program. Items that are
subject to the EAR that are sold,
leased or loaned by the Department of
Defense to a foreign country or inter-
national organization under the FMS
Program of the Arms Export Control
Act pursuant to a Letter of Offer and
Acceptance (LOA) authorizing such
transfers are not ‘‘subject to the EAR,”
but rather, are subject to the authority
of the Arms Export Control Act.

(2) Prerecorded phonograph records
reproducing in whole or in part, the
content of printed books, pamphlets,
and miscellaneous publications, includ-
ing newspapers and periodicals; printed
books, pamphlets, and miscellaneous
publications including bound news-
papers and periodicals; children’s pic-
ture and painting books; newspaper
and periodicals, unbound, excluding
waste; music books; sheet music; cal-
endars and calendar blocks, paper;
maps, hydrographical charts, atlases,
gazetteers, globe covers, and globes
(terrestrial and celestial); exposed and

249



§734.4

developed microfilm reproducing, in
whole or in part, the content of any of
the above; exposed and developed mo-
tion picture film and soundtrack; and
advertising printed matter exclusively
related thereto.

(3) Information and ‘‘software’ that:

(i) Are published, as described in
§734.7;

(ii) Arise during, or result from, fun-
damental research, as described in
§734.8;

(iii) Are released by instruction in a
catalog course or associated teaching
laboratory of an academic institution;

(iv) Appear in patents or open (pub-
lished) patent applications available
from or at any patent office, unless
covered by an invention secrecy order,
or are otherwise patent information as
described in §734.10;

(v) Are non-proprietary system de-
scriptions; or

(vi) Are telemetry data as defined in
Note 2 to Category 9, Product Group E
(see supplement no. 1 to part 774 of the
EAR).

NOTE TO PARAGRAPHS (b)(2) AND (b)(3): A
printed book or other printed material set-
ting forth encryption source code is not
itself subject to the EAR (see §734.3(b)(2)).
However, notwithstanding §734.3(b)(2),
encryption source code in electronic form or
media (e.g., computer diskette or CD ROM)
remains subject to the EAR (see §734.17)).
Publicly available encryption object code
“‘software’ classified under ECCN 5D002 is
not subject to the EAR when the cor-
responding source code meets the criteria
specified in §742.15(b) of the EAR.

NOTE TO PARAGRAPH (b)(3): Except as set
forth in part 760 of this title, information
that is not within the scope of the definition
of ‘“‘technology’’ (see §772.1 of the EAR) is
not subject to the EAR.

(c) “Items subject to the EAR’’ con-
sist of the items listed on the Com-
merce Control List (CCL) in part 774 of
the EAR and all other items which
meet the definition of that term. For
ease of reference and classification pur-
poses, items subject to the EAR which
are not listed on the CCL are des-
ignated as ‘“EAR99.” Items subject to
temporary CCL controls are classified
under the ECCN 0Y521 series (i.e.,
0A521, 0B521, 0C521, 0D521, and O0Eb521)
pursuant to §742.6(a)(7) of the EAR,
while a determination is made as to
whether classification under a revised
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or new ECCN, or an EAR99 designation,
is appropriate.

(d) Commodity classification deter-
minations and advisory opinions issued
by BIS are not, and may not be relied
upon as, determinations that the items
in question are ‘‘subject to the EAR,”
as described in §748.3 of the EAR.

(e) Items subject to the EAR may be
exported, reexported, or transferred in
country under licenses, agreements, or
other approvals from the Department
of State’s Directorate of Defense Trade
Controls pursuant to §§120.5(b) and
126.6(c) of the International Traffic in
Arms Regulations (ITAR) (22 CFR
120.5(b) and 126.6(c)). Exports, reex-
ports, or in-country transfers not in ac-
cordance with the terms and conditions
of a license, agreement, or other ap-
proval under §120.5(b) of the ITAR re-
quires separate authorization from
BIS. Exports, reexports, or in-country
transfers of items subject to the EAR
under a Foreign Military Sales case
that exceed the scope of §126.6(c) of the
ITAR or the scope of actions made by
the Department of State’s Office of Re-
gional Security and Arms Transfers re-
quire separate authorization from BIS.

[61 FR 12746, Mar. 25, 1996]

EDITORIAL NOTE: For FEDERAL REGISTER ci-
tations affecting §734.3, see the List of CFR
Sections Affected, which appears in the
Finding Aids section of the printed volume
and at www.govinfo.gov.

§734.4 De minimis U.S. content.

(a) Items for which there is no de mini-
mis level. (1) There is no de minimis level
for the export from a foreign country
of a foreign-made computer with an
Adjusted Peak Performance (APP) ex-
ceeding that listed in ECCN 4A003.b
and containing U.S.-origin controlled
semiconductors (other than memory
circuits) classified under ECCN 3A001
to Computer Tier 3 destinations; or ex-
ceeding an APP listed in ECCN 4A99%4.b
and containing U.S.-origin controlled
semiconductors (other than memory
circuits) classified under ECCN 3A001
or high speed interconnect devices
(ECCN 4A994.j) to Cuba, Iran, North
Korea, Sudan, and Syria.

(2) Foreign produced encryption tech-
nology that incorporates U.S. origin
encryption technology controlled by
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ECCN 5E002 is subject to the EAR re-
gardless of the amount of U.S. origin
content.

(3) [Reserved]

(4) There is no de minimis level for
U.S.-origin technology controlled by
ECCN 9E003.a.1 through a.8,.h, .i., and
.Jj., when redrawn, used, consulted, or
otherwise commingled abroad.

(6) There is no de minimis level for
foreign-made ‘‘military commodities”
incorporating one or more of the com-
modities described in ECCN 0A919.a.1
when destined for a country listed in
Country Group D:5 of supplement no. 1
to part 740 of the EAR.

(6) 9x515 and ‘600 series.”

(i) There is no de minimis level for
foreign-made items that incorporate
U.S.-origin 9x515 or ‘‘600 series’ items
enumerated or otherwise described in
paragraphs .a through .x of a 9x515 or
600 series’” ECCN when destined for a
country listed in Country Group D:5 of
supplement no. 1 to part 740 of the
EAR.

(ii) There is no de minimis level for
foreign-made items that incorporate
U.S.-origin 9x515 or ‘600 series” .y
items when destined for a country list-
ed in Country Group E:1 or E:2 of sup-
plement no. 1 to part 740 of the EAR or
for the People’s Republic of China
(PRC).

(7) Under certain rules issued by the
Office of Foreign Assets Control, cer-
tain exports from abroad by U.S.-
owned or controlled entities may be
prohibited notwithstanding the de mini-
mis provisions of the EAR. In addition,
the de minimis rules do not relieve U.S.
persons of the obligation to refrain
from supporting the proliferation of
weapons of mass-destruction and mis-
siles as provided in §744.6 of the EAR.

(b) Special requirements for certain
encryption items. Non-U.S.-made items
that incorporate U.S.-origin items that
are listed in this paragraph are subject
to the EAR unless they meet the de
minimis level and destination require-
ments of paragraph (c¢) or (d) of this
section and the requirements of this
paragraph.

(1) The U.S.-origin commodities or
software, if controlled under ECCN
5A002, ECCN 5B002, equivalent or re-
lated software therefor classified under
ECCN 5D002, and ‘“‘cryptanalytic

§734.4

items” classified under ECCN 5A004 or
5D002, must have been:

(i) Publicly available encryption
source code classified under ECCN
5D002 that has met the notification re-
quirement of §742.15(b), see §734.3(b)(3)
of the EAR. Such source code does not
have to be counted as controlled U.S.-
origin content in a de minimis calcula-
tion;

(ii) Authorized for License Exception
ENC by BIS after classification pursu-
ant to §740.17(b)(3) of the EAR;

(iii) Authorized for License Excep-
tion ENC by BIS after classification
pursuant to §740.17(b)(2) of the EAR,
and the non-U.S.-made product will not
be sent to any destination in Country
Groups E:1 and E:2 in Supplement No. 1
to part 740 of the EAR; or

(iv) Authorized for License Exception
ENC pursuant to §740.17(b)(1) of the
EAR.

(2) U.S.-origin encryption items clas-
sified under ECCNs 5A992.c, 56D992.c, or
5E992.b.

NOTE TO PARAGRAPH (b): See Supplement
No. 2 to this part for de minimis calculation
procedures and reporting requirements.

(¢) 10% De Minimis Rule. Except as
provided in paragraphs (a) and
(b)(1)(iii) of this section and subject to
the provisions of paragraphs (b)(1)@),
(b)(1)(i) and (b)(2) of this section, the
following reexports are not subject to
the EAR when made to any country in
the world. See supplement no. 2 of this
part for guidance on calculating val-
ues.

(1) Reexports of a foreign-made com-
modity incorporating controlled U.S.-
origin commodities or ‘‘bundled’” with
U.S.-origin software valued at 10% or
less of the total value of the foreign-
made commodity;

NOTES TO PARAGRAPH (c)(1): (1) U.S.-origin
software is not eligible for the de minimis ex-
clusion and is subject to the EAR when ex-
ported or reexported separately from (i.e.,
not bundled or incorporated with) the for-
eign-made item.

(2) For the purposes of this section, ‘bun-
dled’ means software that is reexported to-
gether with the item and is configured for
the item, but is not necessarily physically
integrated into the item.

(3) The de minimis exclusion under para-
graph (c)(1) only applies to software that is
listed on the Commerce Control List (CCL)
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and has a reason for control of anti-ter-
rorism (AT) only or software that is des-
ignated as EAR99 (subject to the EAR, but
not listed on the CCL). For all other soft-
ware, an independent assessment of whether
the software by itself is subject to the EAR
must be performed.

(2) Reexports of foreign-made soft-
ware incorporating controlled U.S.-ori-
gin software valued at 10% or less of
the total value of the foreign-made
software; or

(3) Reexports of foreign technology
commingled with or drawn from con-
trolled U.S.-origin technology valued
at 10% or less of the total value of the
foreign technology. Before you may
rely upon the de minimis exclusion for
foreign-made technology commingled
with controlled U.S.-origin technology,
you must file a one-time report. See
supplement no. 2 to part 734 for submis-
sion requirements.

(@) 25% De Minimis Rule. Except as
provided in paragraph (a) of this sec-
tion and subject to the provisions of
paragraph (b) of this section, the fol-
lowing reexports are not subject to the
EAR when made to countries other
than those listed in Country Group E:1
or E:2 of supplement no. 1 to part 740 of
the EAR. See supplement no. 2 to this
part for guidance on calculating val-
ues.

(1) Reexports of a foreign-made com-
modity incorporating controlled U.S.-
origin commodities or ‘‘bundled’ with
U.S.-origin software valued at 25% or
less of the total value of the foreign-
made commodity;

NOTES TO PARAGRAPH (d)(1): (1) U.S.-origin
software is not eligible for the de minimis ex-
clusion and is subject to the EAR when ex-
ported or reexported separately from (i.e.,
not bundled or incorporated with) the for-
eign-made item.

(2) For the purposes of this section, ‘‘bun-
dled” means software that is reexported to-
gether with the item and is configured for
the item, but is not necessarily physically
integrated into the item.

(3) The de minimis exclusion under para-
graph (d)(1) only applies to software that is
listed on the Commerce Control List (CCL)
and has a reason for control of anti-ter-
rorism (AT) only or software that is classi-
fied as EAR99 (subject to the EAR, but not
listed on the CCL). For all other software, an
independent assessment of whether the soft-
ware by itself is subject to the EAR must be
performed.

15 CFR Ch. VII (1-1-20 Edition)

(2) Reexports of foreign-made soft-
ware incorporating controlled U.S.-ori-
gin software valued at 256% or less of
the total value of the foreign-made
software; or

(3) Reexports of foreign technology
commingled with or drawn from con-
trolled U.S.-origin technology valued
at 256% or less of the total value of the
foreign technology. Before you may
rely upon the de minimis exclusion for
foreign-made technology commingled
with controlled U.S.-origin technology,
you must file a one-time report. See
supplement no. 2 to part 734 for submis-
sion requirements.

(e) You are responsible for making
the necessary calculations to deter-
mine whether the de minimis provisions
apply to your situation. See supple-
ment no. 2 to part 734 for guidance re-
garding calculation of U.S. controlled
content.

(f) See §770.3 of the EAR for prin-
ciples that apply to commingled U.S.-
origin technology and software.

(g) Recordkeeping requirement. The
method by which you determined the
percentage of U.S. content in foreign
software or technology must be docu-
mented and retained in your records in
accordance with the recordkeeping re-
quirements in part 762 of the EAR.
Your records should indicate whether
the values you used in your calcula-
tions are actual arms-length market
prices or prices derived from com-
parable transactions or costs of produc-
tion, overhead, and profit.

[61 FR 12746, Mar. 25, 1996]

EDITORIAL NOTE: For FEDERAL REGISTER ci-
tations affecting §734.4, see the List of CFR
Sections Affected, which appears in the
Finding Aids section of the printed volume
and at www.govinfo.gov.

§734.5 Activities of U.S. and foreign
persons subject to the EAR.

The following kinds of activities are
subject to the EAR:

(a) Certain activities of U.S. persons
related to the proliferation of nuclear
explosive devices, chemical or biologi-
cal weapons, missile technology as de-
scribed in §744.6 of the EAR, and the
proliferation of chemical weapons as
described in part 745 of the EAR.

(b) Activities of U.S. or foreign per-
sons prohibited by any order issued
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under the EAR, including a Denial
Order issued pursuant to part 766 of the
EAR.

[61 FR 12746, Mar. 25, 1996, as amended at 61
FR 68578, Dec. 30, 1996; 64 FR 27141, May 18,
1999; 64 FR 47105, Aug. 30, 1999; 74 FR 52883,
Oct. 15, 2009]

§734.6 Assistance available from BIS
for determining licensing and other
requirements.

(a) If you are not sure whether a
commodity, software, technology, or
activity ‘‘subject to the EAR” is sub-
ject to licensing or other requirements
under the EAR, you may ask BIS for an
advisory opinion or a commodity clas-
sification determination. In order to
determine whether an item is ‘‘subject
to the ITAR,” you should review the
ITAR’s United States Munitions List
(see 22 CFR 120.3, 120.6 and 121.1). You
may also submit a request to the De-
partment of State, Directorate of De-
fense Trade Controls, for a formal ju-
risdictional determination regarding
the commodity, software, technology,
or activity at issue; or in ITAR terms,
the defense article, technical data or
defense service at issue (see 22 CFR
120.4).

(b) As the agency responsible for ad-
ministering the EAR, BIS is the only
agency that has the responsibility for
determining whether an item or activ-
ity is subject to the EAR and, if so,
what licensing or other requirements
apply under the EAR. Such a deter-
mination only affects EAR require-
ments, and does not affect the applica-
bility of any other regulatory pro-
grams.

(c) If you need help in determining
BIS licensing or other requirements
you may ask BIS for help by following
the procedures described in §748.3 of
the EAR.

[61 FR 12746, Mar. 25, 1996, as amended at 78
FR 61900, Oct. 4, 2013]

§734.7 Published.

(a) Except as set forth in paragraph
(b) of this section, unclassified ‘‘tech-
nology” or ‘‘software” is ‘‘published,”
and is thus not ‘‘technology’’ or ‘‘soft-
ware’’ subject to the EAR, when it has
been made available to the public with-
out restrictions upon its further dis-

§734.8

semination such as through any of the
following:

(1) Subscriptions available without
restriction to any individual who de-
sires to obtain or purchase the pub-
lished information;

(2) Libraries or other public collec-
tions that are open and available to the
public, and from which the public can
obtain tangible or intangible docu-
ments;

(3) Unlimited distribution at a con-
ference, meeting, seminar, trade show,
or exhibition, generally accessible to
the interested public;

(4) Public dissemination (i.e., unlim-
ited distribution) in any form (e.g., not
necessarily in published form), includ-
ing posting on the Internet on sites
available to the public; or

(5) Submission of a written composi-
tion, manuscript, presentation, com-
puter-readable dataset, formula, im-
agery, algorithms, or some other rep-
resentation of knowledge with the in-
tention that such information will be
made publicly available if accepted for
publication or presentation:

(i) To domestic or foreign co-authors,
editors, or reviewers of journals, maga-
zines, newspapers or trade publica-
tions;

(ii) To researchers conducting funda-
mental research; or

(iii) To organizers of open con-
ferences or other open gatherings.

(b) Published encryption software
classified under ECCN 5D002 remains
subject to the EAR unless it is publicly
available encryption object code soft-
ware classified under ECCN 5D002 and
the corresponding source code meets
the criteria specified in §742.15(b) of
the EAR.

[81 FR 35602, June 3, 2016, as amended at 81
FR 64668, Sept. 20, 2016]

§734.8 “Technology” or “software” that
arises during, or results from, fun-
damental research.

(a) Fundamental research. ‘‘Tech-
nology’’ or ‘‘software’ that arises dur-
ing, or results from, fundamental re-
search and is intended to be published
is not subject to the EAR.

NOTE 1 TO PARAGRAPH (a): This paragraph
does not apply to ‘‘technology’ or ‘‘soft-
ware’’ subject to the EAR that is released to
conduct fundamental research. (See
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§734.7(a)(b)(ii1) for information released to re-
searchers that is ‘“‘published.”’)

NOTE 2 TO PARAGRAPH (a): There are in-
stances in the conduct of research where a
researcher, institution or company may de-
cide to restrict or protect the release or pub-
lication of ‘‘technology’ or ‘‘software’’ con-
tained in research results. Once a decision is
made to maintain such ‘‘technology’” or
“‘software’ as restricted or proprietary, the
‘“‘technology’” or ‘‘software,” if within the
scope of §734.3(a), becomes subject to the
EAR.

(b) Prepublication review. ‘‘Tech-
nology’’ or ‘‘software’ that arises dur-
ing, or results, from fundamental re-
search is intended to be published to
the extent that the researchers are free
to publish the ‘‘technology’ or ‘‘soft-
ware’’ contained in the research with-
out restriction. ‘‘Technology’ or
“software’ that arises during or re-
sults from fundamental research sub-
ject to prepublication review is still in-
tended to be published when:

(1) Prepublication review is con-
ducted solely to ensure that publica-
tion would not compromise patent
rights, so long as the review causes no
more than a temporary delay in publi-
cation of the research results;

(2) Prepublication review is con-
ducted by a sponsor of research solely
to insure that the publication would
not inadvertently divulge proprietary
information that the sponsor has fur-
nished to the researchers; or

(3) With respect to research con-
ducted by scientists or engineers work-
ing for a Federal agency or a Federally
Funded Research and Development
Center (FFRDC), the review is con-
ducted within any appropriate system
devised by the agency or the FFRDC to
control the release of information by
such scientists and engineers.

NOTE 1 TO PARAGRAPH (b): Although ‘‘tech-
nology” or ‘‘software’” arising during or re-
sulting from fundamental research is not
considered intended to be published if re-
searchers accept restrictions on its publica-
tion, such ‘‘technology’ or ‘‘software’” will
nonetheless qualify as ‘‘technology’ or
“‘software’ arising during or resulting from
fundamental research once all such restric-
tions have expired or have been removed.

NOTE 2 TO PARAGRAPH (b): Research that is
voluntarily subjected to U.S. government
prepublication review is considered ‘‘in-
tended to be published” when the research is

15 CFR Ch. VII (1-1-20 Edition)

released consistent with the prepublication
review and any resulting controls.

NOTE 3 TO PARAGRAPH (b): ‘“Technology’’ or
‘“‘software’ resulting from U.S. government
funded research that is subject to govern-
ment-imposed access and dissemination or
other specific national security controls
qualifies as ‘‘technology’ or ‘‘software’ re-
sulting from fundamental research, provided
that all government-imposed national secu-
rity controls have been satisfied and the re-
searchers are free to publish the ‘‘tech-
nology” or ‘‘software’” contained in the re-
search without restriction. Examples of spe-
cific national security controls include re-
quirements for prepublication review by the
Government, with right to withhold permis-
sion for publication; restrictions on pre-
publication dissemination of information to
non-U.S. citizens or other categories of per-
sons; or restrictions on participation of non-
U.S. citizens or other categories of persons
in the research. A general reference to one or
more export control laws or regulations or a
general reminder that the Government re-
tains the right to classify is not a specific
national security control.

(¢c) Fundamental research definition.
Fundamental research means research in
science, engineering, or mathematics,
the results of which ordinarily are pub-
lished and shared broadly within the
research community, and for which the
researchers have not accepted restric-
tions for proprietary or national secu-
rity reasons.

[81 FR 35603, June 3, 2016]
§734.9 [Reserved]

§734.10 Patents.

“Technology’” is not subject to the
EAR if it is contained in any of the fol-
lowing:

(a) A patent or an open (published)
patent application available from or at
any patent office;

(b) A published patent or patent ap-
plication prepared wholly from foreign-
origin ‘‘technology’ where the applica-
tion is being sent to the foreign inven-
tor to be executed and returned to the
United States for subsequent filing in
the U.S. Patent and Trademark Office;

(c) A patent application, or an
amendment, modification, supplement
or division of an application, and au-
thorized for filing in a foreign country
in accordance with the regulations of
the Patent and Trademark Office, 37
CFR part 5; or
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(d) A patent application when sent to
a foreign country before or within six
months after the filing of a United
States patent application for the pur-
pose of obtaining the signature of an
inventor who was in the United States
when the invention was made or who is
a co-inventor with a person residing in
the United States.

[81 FR 35603, June 3, 2016]

§734.11 [Reserved]

§734.12 Effect on foreign laws and reg-
ulations.

Any person who complies with any of
the license or other requirements of
the EAR is not relieved of the responsi-
bility of complying with applicable for-
eign laws and regulations. Conversely,
any person who complies with the li-
cense or other requirements of a for-
eign law or regulation is not relieved of
the responsibility of complying with
U.S. laws and regulations, including
the EAR.

§734.13 Export.

(a) Except as set forth in §734.17 or
§734.18, Export means:

(1) An actual shipment or trans-
mission out of the United States, in-
cluding the sending or taking of an
item out of the United States, in any
manner;

(2) Releasing or otherwise transfer-
ring ‘‘technology’ or source code (but
not object code) to a foreign person in
the United States (a ‘‘deemed export’’);

(3) Transferring by a person in the
United States of registration, control,
or ownership of:

(i) A spacecraft subject to the EAR
that is not eligible for export under Li-
cense Exception STA (i.e., spacecraft
that provide space-based logistics, as-
sembly or servicing of any spacecraft)
to a person in or a national of any
other country; or

(ii) Any other spacecraft subject to
the EAR to a person in or a national of
a Country Group D:5 country.

(b) Any release in the United States
of ‘“‘technology’ or source code to a
foreign person is a deemed export to
the foreign person’s most recent coun-
try of citizenship or permanent resi-
dency.

§734.15

(c) The export of an item that will
transit through a country or countries
to a destination identified in the EAR
is deemed to be an export to that des-
tination.

[81 FR 35603, June 3, 2016]

§734.14 Reexport.

(a) Except as set forth in §§734.18 and
734.20, Reexport means:

(1) An actual shipment or trans-
mission of an item subject to the EAR
from one foreign country to another
foreign country, including the sending
or taking of an item to or from such
countries in any manner;

(2) Releasing or otherwise transfer-
ring ‘‘technology’ or source code sub-
ject to the EAR to a foreign person of
a country other than the foreign coun-
try where the release or transfer takes
place (a deemed reexport);

(3) Transferring by a person outside
the United States of registration, con-
trol, or ownership of:

(i) A spacecraft subject to the EAR
that is not eligible for reexport under
License Exception STA (i.e., spacecraft
that provide space-based logistics, as-
sembly or servicing of any spacecraft)
to a person in or a national of any
other country; or

(i1) Any other spacecraft subject to
the EAR to a person in or a national of
a Country Group D:5 country.

(b) Any release outside of the United
States of ‘‘technology’ or source code
subject to the EAR to a foreign person
of another country is a deemed reex-
port to the foreign person’s most re-
cent country of citizenship or perma-
nent residency, except as described in
§734.20.

(c) The reexport of an item subject to
the EAR that will transit through a
country or countries to a destination
identified in the EAR is deemed to be a
reexport to that destination.

[81 FR 35604, June 3, 2016]

§734.15 Release.

(a) Except as set forth in §734.18,
‘“technology” and ‘‘software’ are ‘‘re-
leased’ through:

(1) Visual or other inspection by a
foreign person of items that reveals
‘“technology” or source code subject to
the EAR to a foreign person; or
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(2) Oral or written exchanges with a
foreign person of ‘‘technology’ or
source code in the United States or
abroad.

(b) Any act causing the ‘‘release’ of
“‘technology’” or ‘‘software,” through
use of ‘“‘access information” or other-
wise, to yourself or another person re-
quires an authorization to the same ex-
tent an authorization would be re-
quired to export or reexport such
“technology” or ‘‘software’” to that
person.

[81 FR 35604, June 3, 2016]

§734.16 Transfer (in-country).

Except as set forth in §734.18(a)(3), a
Transfer (in-country) is a change in end
use or end user of an item within the
same foreign country. Transfer (in-
country) is synonymous with In-country
transfer.

[81 FR 35604, June 3, 2016]

§734.17 Export of encryption source
code and object code software.

(a) For purposes of the EAR, the Ex-
port of encryption source code and object
code ‘“‘software’” means:

(1) An actual shipment, transfer, or
transmission out of the United States
(see also paragraph (b) of this section);
or

(2) A transfer of such ‘‘software’ in
the United States to an embassy or af-
filiate of a foreign country.

(b) The export of encryption source
code and object code ‘‘software’’ con-
trolled for “EI” reasons under ECCN
5D002 on the Commerce Control List
(see supplement no. 1 to part 774 of the
EAR) includes:

(1) Downloading, or causing the
downloading of, such ‘‘software’ to lo-
cations (including electronic bulletin
boards, Internet file transfer protocol,
and World Wide Web sites) outside the
U.S., or

(2) Making such ‘‘software’ available
for transfer outside the United States,
over wire, cable, radio, electro-
magnetic, photo optical, photoelectric
or other comparable communications
facilities accessible to persons outside
the United States, including transfers
from electronic bulletin boards, Inter-
net file transfer protocol and World
Wide Web sites, unless the person mak-

15 CFR Ch. VII (1-1-20 Edition)

ing the ‘‘software’ available takes pre-
cautions adequate to prevent unau-
thorized transfer of such code. See
§742.15(b) of the EAR for notification
requirements for export or reexports of
encryption source code ‘‘software’ con-
sidered to be publicly available or pub-
lished consistent with the provisions of
§734.3(b)(3). Publicly available
encryption source code ‘‘software’ and
corresponding object code are not sub-
ject to the EAR, when the encryption
source code ‘‘software’ meets the noti-
fication requirements in §742.15(b) of
the EAR.

(c) Subject to the General Prohibi-
tions described in part 736 of the EAR,
such precautions for Internet transfers
of products eligible for export under
§740.17(b)(2) of the EAR (encryption
‘“‘software”’ products, certain
encryption source code and general
purpose encryption toolkits) shall in-
clude such measures as:

(1) The access control system, either
through automated means or human
intervention, checks the address of
every system outside of the U.S. or
Canada requesting or receiving a trans-
fer and verifies such systems do not
have a domain name or Internet ad-
dress of a foreign government end-user
(e.g., ‘“.gov,” ‘“‘.gouv,” ‘“.mil” or similar
addresses);

(2) The access control system pro-
vides every requesting or receiving
party with notice that the transfer in-
cludes or would include cryptographic
“‘software’ subject to export controls
under the Export Administration Regu-
lations, and anyone receiving such a
transfer cannot export the ‘‘software”
without a license or other authoriza-
tion; and

(3) Every party requesting or receiv-
ing a transfer of such ‘‘software’ must
acknowledge affirmatively that the
“‘software’’ is not intended for use by a
government end user, as defined in part
772 of the EAR, and he or she under-
stands the cryptographic ‘‘software’’ is
subject to export controls under the
Export Administration Regulations
and anyone receiving the transfer can-
not export the ‘“‘software’ without a li-
cense or other authorization. BIS will
consider acknowledgments in elec-
tronic form provided they are adequate
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to assure legal undertakings similar to
written acknowledgments.

[81 FR 35604, June 3, 2016, as amended at 81
FR 64668, Sept. 20, 2016]

§734.18 Activities that are not exports,
reexports, or transfers.

(a) Activities that are not exports, reex-
ports, or transfers. The following activi-
ties are not exports, reexports, or
transfers:

(1) Launching a spacecraft, launch
vehicle, payload, or other item into
space.

(2) Transmitting or otherwise trans-
ferring ‘‘technology’ or ‘‘software’ to
a person in the United States who is
not a foreign person from another per-
son in the United States.

(3) Transmitting or otherwise mak-
ing a transfer (in-country) within the
same foreign country of ‘‘technology”’
or ‘‘software’” between or among only
persons who are not ‘‘foreign persons,”
so long as the transmission or transfer
does not result in a release to a foreign
person or to a person prohibited from
receiving the ‘‘technology’ or ‘‘soft-
ware.”

(4) Shipping, moving, or transferring
items between or among the United
States, the District of Columbia, the
Commonwealth of Puerto Rico, or the
Commonwealth of the Northern Mar-
iana Islands or any territory, depend-
ency, or possession of the United
States as listed in Schedule C, Classi-
fication Codes and Descriptions for
U.S. Export Statistics, issued by the
Bureau of the Census.

(5) Sending, taking, or storing ‘‘tech-
nology’’ or ‘‘software’ that is:

(i) Unclassified;

(ii) Secured using ’end-to-end
encryption;’
(iii) Secured using cryptographic

modules (hardware or ‘‘software’’) com-
pliant with Federal Information Proc-
essing Standards Publication 140-2
(FIPS 140-2) or its successors, supple-
mented by ‘‘software’ implementation,
cryptographic key management and
other procedures and controls that are
in accordance with guidance provided
in current U.S. National Institute for
Standards and Technology publica-
tions, or other equally or more effec-
tive cryptographic means; and

§734.20

(iv) Not intentionally stored in a
country listed in Country Group D:5
(see supplement no. 1 to part 740 of the
EAR) or in the Russian Federation.

NOTE 1 TO PARAGRAPH (a)(5)(iv): Data in-
transit via the Internet is not deemed to be
stored.

(b) Definitions. For purposes of this
section, End-to-end encryption means (i)
the provision of cryptographic protec-
tion of data such that the data is not in
unencrypted form between an origi-
nator (or the originator’s in-country
security boundary) and an intended re-
cipient (or the recipient’s in-country
security boundary), and (ii) the means
of decryption are not provided to any
third party. The originator and the re-
cipient may be the same person.

(c) Ability to access ‘‘technology’ or
“‘software’’ in encrypted form. The abil-
ity to access ‘‘technology’ or ‘‘soft-
ware’’ in encrypted form that satisfies
the criteria set forth in paragraph
(a)(b) of this section does not con-
stitute the release or export of such
‘““technology’ or ‘‘software.”

[81 FR 35604, June 3, 2016, as amended at 82
FR 61156, Dec. 27, 2017]

§734.19 Transfer of access informa-

tion.

To the extent an authorization would
be required to transfer ‘‘technology’’ or
“‘software,” a comparable authoriza-
tion is required to transfer access in-
formation if done with ‘‘knowledge”
that such transfer would result in the
release of such ‘‘technology’ or ‘‘soft-
ware’”’ without a required authoriza-
tion.

[81 FR 35605, June 3, 2016]

§734.20 Activities that are not deemed
reexports.

The following activities are not
deemed reexports (see ‘‘deemed reex-
port’’ definition in §734.14(b)):

(a) Authorized Release of ‘‘technology’
or source code. Release of ‘‘technology”’
or source code by an entity outside the
United States to a foreign person of a
country other than the foreign country
where the release takes place if:

(1) The entity is authorized to receive
the ‘‘technology’” or source code at
issue, whether by a license, license ex-
ception, or situation where no license
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is required under the EAR for such
‘“‘technology” or source code; and

(2) The entity has ‘‘knowledge’ that
the foreign national’s most recent
country of citizenship or permanent
residency is that of a country to which
export from the United States of the
‘“‘technology” or source code at issue
would be authorized by the EAR either
under a license exception or in situa-
tions where no license under the EAR
would be required.

(b) Release to Country Group A:5 na-
tionals. Without limiting the scope of
paragraph (a), release of ‘‘technology”
or source code by an entity outside the
United States to a foreign person of a
country other than the foreign country
where the release takes place if:

(1) The entity is authorized to receive
the ‘‘technology’” or source code at
issue, whether by a license, license ex-
ception, or through situations where
no license is required under the EAR;

(2) The foreign person is a bona fide
’permanent and regular employee’ of
the entity and is not a proscribed per-
son (see §772.1 for definition of pro-
scribed person);

(3) Such employee is a national ex-
clusively of a country in Country
Group A:5; and

(4) The release of ‘‘technology’ or
source code takes place entirely within
the physical territory of any such
country, or within the United States.

(c) Release to other than Country
Group A:5 nationals. Without limiting
the scope of paragraph (a), release of
“technology” or source code by an en-
tity outside the United States to a for-
eign person of a country other than the
foreign country where the release
takes place if:

(1) The entity is authorized to receive
the ‘‘technology’ or source code at
issue, whether by a license, license ex-
ception, or situations where no license
is required under the EAR;

(2) The foreign person is a bona fide
’vermanent and regular employee’ of
the entity and is not a proscribed per-
son (see §772.1 for definition of pro-
scribed person);

(3) The release takes place entirely
within the physical territory of the
country where the entity is located,
conducts official business, or operates,
or within the United States;

15 CFR Ch. VII (1-1-20 Edition)

(4) The entity has effective proce-
dures to prevent diversion to destina-
tions, entities, end users, and end uses
contrary to the EAR; and

(5) Any one of the following six (i.e.,
paragraphs (c)(5)(1), (ii), (iii), (iv), (v),
or (vi) of this section) situations is ap-
plicable:

(i) The foreign person has a security
clearance approved by the host nation
government of the entity outside the
United States;

(ii) The entity outside the United
States:

(A) Has in place a process to screen
the foreign person employee and to
have the employee execute a non-dis-
closure agreement that provides assur-
ances that the employee will not dis-
close, transfer, or reexport controlled
‘““technology’ contrary to the EAR;

(B) Screens the employee for sub-
stantive contacts with countries listed
in Country Group D:5 (see supplement
no. 1 to part 740 of the EAR). Although
nationality does not, in and of itself,
prohibit access to ‘‘technology” or
source code subject to the EAR, an em-
ployee who has substantive contacts
with foreign persons from countries
listed in Country Group D:5 shall be
presumed to raise a risk of diversion,
unless BIS determines otherwise;

(C) Maintains a technology security
or clearance plan that includes proce-
dures for screening employees for such
substantive contacts;

(D) Maintains records of such
screenings for the longer of five years
or the duration of the individual’s em-
ployment with the entity; and

(E) Will make such plans and records
available to BIS or its agents for civil
and criminal law enforcement purposes
upon request;

(iii) The entity is a U.K. entity im-
plementing §126.18 of the ITAR (22 CFR
126.18) pursuant to the U.S.-U.K. Ex-
change of Notes regarding §126.18 of the
ITAR for which the U.K. has provided
appropriate implementation guidance;

(iv) The entity is a Canadian entity
implementing §126.18 of the ITAR pur-
suant to the U.S.-Canadian Exchange
of Letters regarding §126.18 of the
ITAR for which Canada has provided
appropriate implementation guidance;

258



Bureau of Industry and Security, Commerce

(v) The entity is an Australian entity
implementing the exemption at para-
graph 3.7b of the ITAR Agreements
Guidelines; or

(vi) The entity is a Dutch entity im-
plementing the exemption at para-
graph 3.7c of the ITAR Agreements
Guidelines.

(d) Definitions. (1) Substantive contacts
include regular travel to countries in
Country Group D:5; recent or con-
tinuing contact with agents, brokers,
and nationals of such countries; con-
tinued demonstrated allegiance to such
countries; maintenance of business re-
lationships with persons from such
countries; maintenance of a residence
in such countries; receiving salary or
other continuing monetary compensa-
tion from such countries; or acts other-
wise indicating a risk of diversion.

(2) Permanent and regular employee is
an individual who:

(i) Is permanently (i.e., for not less
than a year) employed by an entity, or

(ii) Is a contract employee who:

(A) Is in a long-term contractual re-
lationship with the company where the
individual works at the entity’s facili-
ties or at locations assigned by the en-
tity (such as a remote site or on trav-
el);

(B) Works under the entity’s direc-
tion and control such that the com-
pany must determine the individual’s
work schedule and duties;

(C) Works full time and exclusively
for the entity; and

(D) Executes a nondisclosure certifi-
cation for the company that he or she
will not disclose confidential informa-
tion received as part of his or her work
for the entity.

NOTE TO PARAGRAPH (d)(2): If the contract
employee has been seconded to the entity by
a staffing agency, then the staffing agency
must not have any role in the work the indi-
vidual performs other than to provide the in-
dividual for that work. The staffing agency
also must not have access to any controlled
‘“‘technology’ or source code other than that
authorized by the applicable regulations or a
license.

[81 FR 35605, June 3, 2016]
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SUPPLEMENT NO. 1 TO PART 734
[RESERVED]

SUPPLEMENT NO. 2 TO PART 734—
GUIDELINES FOR De Minimis RULES

(a) Calculation of the value of controlled
U.S.-origin content in foreign-made items is
to be performed for the purposes of §734.4 of
this part, to determine whether the percent-
age of U.S.-origin content is de minimis.
(Note that you do not need to make these
calculations if the foreign made item does
not require a license to the destination in
question.) Use the following guidelines to
perform such calculations:

(1) U.S.-origin controlled content. To identify
U.S.-origin controlled content for purposes
of the de minimis rules, you must determine
the Export Control Classification Number
(ECCN) of each U.S.-origin item incorporated
into a foreign-made product. Then, you must
identify which, if any, of those U.S.-origin
items would require a license from BIS if
they were to be exported or reexported (in
the form in which you received them) to the
foreign-made product’s country of destina-
tion. For purposes of identifying U.S.-origin
controlled content, you should consult the
Commerce Country Chart in supplement no.
1 to part 738 of the EAR and controls de-
scribed in part 746 of the EAR. Part 744 of the
EAR should not be used to identify con-
trolled U.S. content for purposes of deter-
mining the applicability of the de minimis
rules. In identifying U.S.-origin controlled
content, do not take account of commod-
ities, software, or technology that could be
exported or reexported to the country of des-
tination without a license (designated as
“NLR”) or under License Exception GBS (see
part 740 of the EAR). Commodities subject
only to short supply controls are not in-
cluded in calculating U.S. content.

NOTE TO PARAGRAPH (a)(1): U.S.-origin con-
trolled content is considered ‘incorporated’
for de minimis purposes if the U.S.-origin con-
trolled item is: Essential to the functioning
of the foreign equipment; customarily in-
cluded in sales of the foreign equipment; and
reexported with the foreign produced item.
U.S.-origin software may be ‘bundled’ with
foreign produced commodities; see §734.4 of
this part. For purposes of determining de
minimis levels, technology and source code
used to design or produce foreign-made com-
modities or software are not considered to be
incorporated into such foreign-made com-
modities or software.

(2) Value of U.S.-origin controlled content.
The value of the U.S.-origin controlled con-
tent shall reflect the fair market price of
such content in the market where the for-
eign product is being produced. In most
cases, this value will be the same as the ac-
tual cost to the foreign manufacturer of the
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U.S.-origin commodity, technology, or soft-
ware. When the foreign manufacturer and
the U.S. supplier are affiliated and have spe-
cial arrangements that result in below-mar-
ket pricing, the value of the U.S.-origin con-
trolled content should reflect fair market
prices that would normally be charged to un-
affiliated customers in the same foreign
market. If fair market value cannot be de-
termined based upon actual arms-length
transaction data for the U.S.-origin con-
trolled content in question, then you must
determine another reliable valuation method
to calculate or derive the fair market value.
Such methods may include the use of com-
parable market prices or costs of production
and distribution. The EAR do not require
calculations based upon any one accounting
system or U.S. accounting standards. How-
ever, the method you use must be consistent
with your business practice.

(3) Foreign-made product value—(i) General.
The value of the foreign-made product shall
reflect the fair market price of such product
in the market where the foreign product is
sold. In most cases, this value will be the
same as the actual cost to a buyer of the for-
eign-made product. When the foreign manu-
facturer and the buyer of their product are
affiliated and have special arrangements
that result in below-market pricing, the
value of the foreign-made product should re-
flect fair market prices that would normally
be charged to unaffiliated customers in the
same foreign market. If fair market value
cannot be determined based upon actual
arms-length transaction data for the foreign-
made product in question, then you must de-
termine another reliable valuation method
to calculate or derive the fair market value.
Such methods may include the use of com-
parable market prices or costs of production
and distribution. The EAR do not require
calculations based upon any one accounting
system or U.S. accounting standards. How-
ever, the method you use must be consistent
with your business practice.

(ii) Foreign-Made Software. In calculating
the value of foreign-made software for pur-
poses of the de minimis rules, you may make
an estimate of future sales of that foreign
software. The total value of foreign-made
software will be the sum of: The value of ac-
tual sales of that software based on orders
received at the time the foreign software in-
corporates U.S.-origin content and, if appli-
cable; and an estimate of all future sales of
that software.

NOTE TO PARAGRAPH (a)(3): Regardless of
the accounting systems, standard, or conven-
tions you use in the operation of your busi-
ness, you may not depreciate reported fair
market values or otherwise reduce fair mar-
ket values through related accounting con-
ventions. Values may be historic or pro-
jected. However, you may rely on projected
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values only to the extent that they remain
consistent with your documentation.

(4) Calculating percentage value of U.S.-ori-
gin items. To determine the percentage value
of TU.S-origin controlled content incor-
porated in, commingled with, or ‘‘bundled”
with the foreign produced item, divide the
total value of the U.S.-origin controlled con-
tent by the foreign-made item value, then
multiply the resulting number times 100. If
the percentage value of incorporated U.S.-or-
igin items is equal to or less than the de
minimis level described in §734.4 of the EAR,
then the foreign-made item is not subject to
the EAR.

(b) One-time report. As stated in paragraphs
(c) and (d) of §734.4, a one-time report is re-
quired before reliance on the de minimis rules
for technology. The purpose of the report is
solely to permit the U.S. Government to
evaluate whether U.S. content calculations
were performed correctly.

(1) Contents of report. You must include in
your report a description of the scope and
nature of the foreign technology that is the
subject of the report and a description of its
fair market value, along with the rationale
and basis for the valuation of such foreign
technology. Your report must indicate the
country of destination for the foreign tech-
nology reexports when the U.S.-origin con-
trolled content exceeds 10%, so that BIS can
evaluate whether the U.S.-origin controlled
content was correctly identified based on
paragraph (a)(1) of this Supplement. The re-
port does not require information regarding
the end-use or end-users of the reexported
foreign technology. You must include in
your report the name, title, address, tele-
phone number, E-mail address, and facsimile
number of the person BIS may contact con-
cerning your report.

(2) Submission of report. You must submit
your report to BIS using one of the following
methods:

(1) E-mail: rpd2@bis.doc.gov;

(ii) Fax: (202) 482-3355; or

(iii) Mail or Hand Delivery/Courier: U.S.
Department of Commerce, Bureau of Indus-
try and Security, Regulatory Policy Divi-
sion, 14th and Pennsylvania Avenue NW.,
Room 2099B, Washington, DC 20230.

(3) Report and wait. If you have not been
contacted by BIS concerning your report
within thirty days after filing the report
with BIS, you may rely upon the calcula-
tions described in the report unless and until
BIS contacts you and instructs you other-
wise. BIS may contact you with questions
concerning your report or to indicate that
BIS does not accept the assumptions or ra-
tionale for your calculations. If you receive
such a contact or communication from BIS
within thirty days after filing the report
with BIS, you may not rely upon the calcula-
tions described in the report, and may not
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use the de minimis rules for technology that
are described in §734.4 of this part, until BIS
has indicated that such calculations were
performed correctly.

[73 FR 56969, Oct. 1, 2008, as amended at 78 FR
13468, Feb. 28, 2013]

PART 736—GENERAL PROHIBITIONS

Sec.

736.1 Introduction.

736.2 General prohibitions and determina-
tion of applicability.

SUPPLEMENT NO. 1 TO PART 736—GENERAL OR-
DERS

SUPPLEMENT NO. 2 TO PART 736—ADMINISTRA-
TIVE ORDERS

AUTHORITY: 50 U.S.C. 4601 et seq.; 50 U.S.C.
1701 et seq.; 22 U.S.C. 2151 note; E.O. 12938, 59
FR 59099, 3 CFR, 1994 Comp., p. 950; E.O.
13020, 61 FR 54079, 3 CFR, 1996 Comp., p. 219;
E.O. 13026, 61 FR 58767, 3 CFR, 1996 Comp., p.
228; E.O. 13222, 66 FR 44025, 3 CFR, 2001
Comp., p. 783; E.O. 13338, 69 FR 26751, 3 CFR,
2004 Comp., p. 168; Notice of November 8, 2016,
81 FR 79379 (November 10, 2016); Notice of
May 9, 2017, 82 FR 21909 (May 10, 2017); Notice
of August 15, 2017, 82 FR 39005 (August 16,
2017).

SOURCE: 61 FR 12754, Mar. 25, 1996, unless
otherwise noted.

§736.1 Introduction.

In this part, references to the EAR
are references to 15 CFR chapter VII,
subchapter C. A person may undertake
transactions subject to the EAR with-
out a license or other authorization,
unless the regulations affirmatively
state such a requirement. As such, if
an export, reexport, or activity is sub-
ject to the EAR, the general prohibi-
tions contained in this part and the Li-
cense Exceptions specified in part 740
of the EAR must be reviewed to deter-
mine if a license is necessary. In the
case of all exports from the United
States, you must document your ex-
port as described in part 762 of the EAR
regarding recordkeeping and clear your
export through the U.S. Customs Serv-
ice as described in part 758 of the EAR
regarding export clearance require-
ments. Also note that for short supply
controls all prohibitions and License
Exceptions are in part 754 of the EAR.

(a) In this part we tell you:

(1) The facts that make your pro-
posed export, reexport, or conduct sub-
ject to these general prohibitions, and

§736.2

(2) The ten general prohibitions.

(b) Your obligations under the ten
general prohibitions and under the
EAR depend in large part upon the five
types of information described in
§736.2(a) of this part and upon the gen-
eral prohibitions described in §736.2(b)
of this part. The ten general prohibi-
tions contain cross-references to other
parts of the EAR that further define
the breadth of the general prohibitions.
For that reason, this part is not free-
standing. In part 732, we provide cer-
tain steps you may follow in proper
order to help you understand the gen-
eral prohibitions and their relationship
to other parts of the EAR.

(c) If you violate any of these ten
general prohibitions, or engage in
other conduct contrary to the Export
Administration Act, the EAR, or any
order, license, License Exception, or
authorization issued thereunder, as de-
scribed in part 764 of the EAR regard-
ing enforcement, you will be subject to
the sanctions described in that part.

§736.2 General prohibitions and deter-
mination of applicability.

(a) Information or facts that determine
the applicability of the general prohibi-
tions. The following five types of facts
determine your obligations under the
ten general prohibitions and the EAR
generally:

(1) Classification of the item. The clas-
sification of the item on the Commerce
Control List (see part 774 of the EAR);

(2) Destination. The country of ulti-
mate destination for an export or reex-
port (see parts 738 and 774 of the EAR
concerning the Country Chart and the
Commerce Control List);

(3) End-user. The ultimate end user
(see General Prohibition Four (para-
graph (b)(4) of this section) and supple-
ment no. 1 to part 764 of the EAR for
references to persons with whom your
transaction may not be permitted; see
General Prohibition Five (Paragraph
(b)(6) of this section) and part 744 for
references to end-users for whom you
may need an export or reexport Ili-
cense).

(4) End-use. The ultimate end-use (see
General Prohibition Five (paragraph
(b)(b) of this section) and part 744 of the
EAR for general end-use restrictions);
and
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(5) Conduct. Conduct such as con-
tracting, financing, and freight for-
warding in support of a proliferation
project as described in part 744 of the
EAR.

(b) General prohibitions. The following
ten general prohibitions describe cer-
tain exports, reexports, and other con-
duct, subject to the scope of the EAR,
in which you may not engage unless
you either have a license from the Bu-
reau of Industry and Security (BIS) or
qualify under part 740 of the EAR for a
License Exception from each applicable
general prohibition in this paragraph.
The License Exceptions at part 740 of
the EAR apply only to General Prohi-
bitions One (Exports and Reexports in
the Form Received), Two (Parts and
Components Reexports), and Three
(Foreign-Produced Direct Product Re-
exports); however, selected License Ex-
ceptions are specifically referenced and
authorized in part 746 of the EAR con-
cerning embargo destinations and in
§744.2(c) of the EAR regarding nuclear
end-uses.

(1) General Prohibition One—Ezxport
and reexport of controlled items to listed
countries (Exports and Reexports). You
may not, without a license or License
Exception, export any item subject to
the EAR to another country or reex-
port any item of U.S.-origin if each of
the following is true:

(i) The item is controlled for a reason
indicated in the applicable Export Con-
trol Classification Number (ECCN), and

(ii) Export to the country of destina-
tion requires a license for the control
reason as indicated on the Country
Chart at part 738 of the EAR. (The
scope of this prohibition is determined
by the correct classification of your
item and the ultimate destination as
that combination is reflected on the
Country Chart.)! Note that each Li-
cense Exception described at part 740 of
the EAR supersedes General Prohibi-
tion One if all terms and conditions of
a given License Exception are met by
the exporter or reexporter.

(2) General Prohibition Two—Reexport
and export from abroad of foreign-made
items incorporating more than a de mini-

1See part 738 of the EAR for selected con-
trols that are not specified on the Country
Chart.
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mis amount of controlled U.S. content
(U.S. Content Reexports). (i) You may
not, without a license or license excep-
tion, reexport or export from abroad
foreign-made commodities that incor-
porate controlled U.S.-origin commod-
ities, foreign-made commodities that
are ‘“‘bundled” with controlled U.S.-ori-
gin software, foreign-made software
that is commingled with controlled
U.S.-origin software, or foreign-made
technology that is commingled with
controlled TU.S.-origin technology if
such items require a license according
to any of the provisions in the EAR and
incorporate or are commingled with
more than a de minimis amount of con-
trolled U.S. content, as defined in
§734.4 of the EAR concerning the scope
of the EAR.

(A) It incorporates more than the de
minimis amount of controlled U.S. con-
tent, as defined in §734.4 of the EAR
concerning the scope of the EAR;

(B) It is controlled for a reason indi-
cated in the applicable ECCN; and

(C) Its export to the country of des-
tination requires a license for that con-
trol reason as indicated on the Country
Chart. (The scope of this prohibition is
determined by the correct classifica-
tion of your foreign-made item and the
ultimate destination, as that combina-
tion is reflected on the Country Chart.)

(ii) Bach License Exception described
in part 740 of the EAR supersedes Gen-
eral Prohibition Two if all terms and
conditions of a given License Excep-
tion are met by the exporter or re-
exporter.

(3) General Prohibition Three—Reexport
and export from abroad of the foreign-
produced direct product of U.S. tech-
nology and software (Foreign-Produced
Direct Product Reexports)—(i) Country
scope of prohibition. You may not, with-
out a license or license exception, reex-
port any item subject to the scope of
this General Prohibition Three to a
destination in Country Group D:1, E:1,
or E:2 (See supplement no.1 to part 740
of the EAR). Additionally, you may
not, without a license or license excep-
tion, reexport or export from abroad
any ECCN 0A919 commodities subject
to the scope of this General Prohibi-
tion Three to a destination in Country
Group D:1, D:3, D:4, D:5, E:1, or E:2.
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(ii) Product scope of foreign-made items
subject to prohibition. This General Pro-
hibition 3 applies if an item meets ei-
ther the Conditions defining the direct
product of technology or the Condi-
tions defining the direct product of a
plant in paragraph (b)(3)(ii)(A) of this
section:

(A) Conditions defining direct product
of technology. Foreign-made items are
subject to this General Prohibition 3 if
they meet both of the following condi-
tions:

(I) They are the direct product of
technology or software that requires a
written assurance as a supporting doc-
ument for a license, as defined in para-
graph (0)(3)(i) of supplement no. 2 to
part 748 of the EAR, or as a pre-
condition for the use of License Excep-
tion TSR at §740.6 of the EAR, and

(2) They are subject to national secu-
rity controls as designated on the ap-
plicable ECCN of the Commerce Con-
trol List at part 774 of the EAR.

(B) Conditions defining direct product
of a plant. Foreign-made items are also
subject to this General Prohibition 3 if
they are the direct product of a com-
plete plant or any major component of
a plant if both of the following condi-
tions are met:

(I) Such plant or component is the di-
rect product of technology that re-
quires a written assurance as a sup-
porting document for a license or as a
precondition for the use of License Ex-
ception TSR in §740.6 of the EAR, and

(2) Such foreign-made direct products
of the plant or component are subject
to national security controls as des-
ignated on the applicable ECCN of the
Commerce Control List at part 774 of
the EAR.

(iii) Country scope of prohibition for
9x515 or ‘600 series’’ items. You may not,
except as provided in paragraphs
(b)(3)(v) or (vi) of this section, reexport
or export from abroad without a li-
cense any ‘‘600 series’ item subject to
the scope of this General Prohibition
Three to a destination in Country
Groups D:1, D:3, D:4, D:5, E:1, or E:2
(see supplement no. 1 to part 740 of the
EAR). You may not, except as provided
in paragraphs (b)(3)(v) or (vi) of this
section, reexport or export from abroad
without a license any 9x515 item sub-
ject to the scope of this General Prohi-
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bition Three to a destination in Coun-
try Groups D:5, E:1, or E:2 (see supple-
ment no. 1 to part 740 of the EAR).

(iv) Product scope of 9x515 and ‘600 se-
ries’’ items subject to this prohibition.
This General Prohibition Three applies
if a 9x515 or ‘600 series’ item meets ei-
ther of the following conditions:

(A) Conditions defining direct product
of ‘‘technology’ or ‘‘software’’ for 9x515
and ‘600 series’ items. Foreign-made
9x515 and ‘600 series’ items are subject
to this General Prohibition Three if
the foreign-made items meet both of
the following conditions:

(I) They are the direct product of
‘““technology’” or ‘“‘software’ that is in
the 9x515 or ‘600 series” as designated
on the applicable ECCN of the Com-
merce Control List in supplement no. 1
to part 774 of the EAR; and

(2) They are in the 9x515 or ‘600 se-
ries’” as designated on the applicable
ECCN of the Commerce Control List in
part 774 of the EAR.

(B) Conditions defining direct product
of a plant for 9x515 and ‘600 series’
items. Foreign-made 9x515 and ‘600 se-
ries” items are also subject to this
General Prohibition Three if they are
the direct product of a complete plant
or any major component of a plant if
both of the following conditions are
met:

(I) Such plant or major component is
the direct product of 9x515 or ‘600 se-
ries” ‘‘technology’ as designated on
the applicable ECCN of the Commerce
Control List in part 774 of the EAR,
and

(2) Such foreign-made direct products
of the plant or major component are in
the 9x515 or ‘600 series” as designated
on the applicable ECCN of the Com-
merce Control List in part 774 of the
EAR.

(v) 9x515 and ‘600 series’ foreign-pro-
duced direct products of U.S. ‘“‘tech-
nology” or ‘‘software’ subject to this
General Prohibition Three do not re-
quire a license for reexport or export
from abroad to the new destination un-
less the same item, if exported from
the U.S. to the new destination would
have been prohibited or made subject
to a license requirement by part 742,
744, 746, or 764 of the EAR.

(vi) License Exceptions. Each license
exception described in part 740 of the
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EAR supersedes this General Prohibi-
tion Three if all terms and conditions
of a given exception are met and the
restrictions in §740.2 do not apply.

(4) General Prohibition Four (Denial
Orders)—Engaging in actions prohibited
by a denial order. (i) You may not take
any action that is prohibited by a de-
nial order issued under part 766 of the
EAR, Administrative Enforcement Pro-
ceedings. These orders prohibit many
actions in addition to direct exports by
the person denied export privileges, in-
cluding some transfers within a single
country, either in the United States or
abroad, by other persons. You are re-
sponsible for ensuring that any of your
transactions in which a person who is
denied export privileges is involved do
not violate the terms of the order. Or-
ders denying export privileges are pub-
lished in the FEDERAL REGISTER when
they are issued and are the legally con-
trolling documents in accordance with
their terms. BIS also maintains com-
pilations of persons denied export
privileges on its Web site at htip:/
www.bis.doc.gov. BIS may, on an excep-
tional basis, authorize activity other-
wise prohibited by a denial order. See
§764.3(a)(2) of the EAR.

(ii) There are no License Exceptions
described in part 740 of the EAR that
authorize conduct prohibited by this
General Prohibition Four.

(6) General Prohibition Five—Ezxport or
reexport to prohibited end-uses or end-
users (End-Use End-User). You may not,
without a license, knowingly export or
reexport any item subject to the EAR
to an end-user or end-use that is pro-
hibited by part 744 of the EAR.

(6) General Prohibition Six—Export or
reexport to embargoed destinations (Em-
bargo). (i) You may not, without a li-
cense or License Exception authorized
under part 746, export or reexport any
item subject to the EAR to a country
that is embargoed by the United States
or otherwise made subject to controls
as both are described at part 746 of the
EAR.

(ii) License Exceptions to General
Prohibition Six are described in part
746 of the EAR, on Embargoes and
Other Special Controls. Unless a Li-
cense Exception or other authorization
is authorized in part 746 of the EAR,
the License Exceptions described in
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part 740 of the EAR are not available to
overcome this general prohibition.

(7) General Prohibition Seven—Support
of proliferation activities (U.S. person
proliferation activity)—(@{) Support of pro-
liferation activities (U.S. person prolifera-
tion activity). (A) If you are a U.S. per-
son as that term is defined in §744.6(c)
of the EAR, you may not engage in any
activities prohibited by §744.6(a) or (b)
of the EAR, which prohibits the per-
formance, without a license from BIS,
of certain financing, contracting, serv-
ice, support, transportation, freight
forwarding, or employment that you
know will assist in certain prolifera-
tion activities described further in part
744 of the EAR. There are no License
Exceptions to this General Prohibition
Seven in part 740 of the EAR unless
specifically authorized in that part.

(B) If you are a U.S. person as that
term is defined in §744.6(c) of the EAR,
you may not export a Schedule 1 chem-
ical listed in supplement no. 1 to Part
745 without first complying with the
provisions of §§742.18 and 745.1 of the
EAR.

(C) If you are a U.S. person as that
term is defined in §744.6(c) of the EAR,
you may not export a Schedule 3 chem-
ical listed in supplement no. 1 to part
745 to a destination not listed in sup-
plement no. 2 to Part 745 without com-
plying with the End-Use Certificate re-
quirements in §745.2 of the EAR that
apply to Schedule 3 chemicals con-
trolled for CW reasons in ECCN 1C350,
ECCN 1C355, or ECCN 1C395.

(8) General Prohibition Eight—In tran-
sit shipments and items to be unladen
from wvessels or aircraft (Intransit)—(@)
Unlading and shipping in transit. You
may not export or reexport an item
through, or transit through a country
listed in paragraph (b)(8)(ii) of this sec-
tion, unless a license exception or li-
cense authorizes such an export or re-
export directly to or transit through
such a country of transit, or unless
such an export or reexport is eligible to
such a country of transit without a li-
cense.

(ii) Country scope. This General Pro-
hibition Eight applies to Armenia,
Azerbaijan, Belarus, Cambodia, Cuba,
Georgia, Kazakhstan, Kyrgyzstan,
Laos, Mongolia, North Korea, Russia,
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Tajikistan, Turkmenistan, UKraine,
Uzbekistan, Vietnam.

(9) General Prohibition Nine—Violation
of any order, terms, and conditions (Or-
ders, Terms, and Conditions). You may
not violate terms or conditions of a 1li-
cense or of a License Exception issued
under or made a part of the EAR, and
you may not violate any order issued
under or made a part of the EAR.
There are no License Exceptions to
this General Prohibition Nine in part
740 of the EAR. Supplements Nos. 1 and
2 to this part provide for certain Gen-
eral Orders and Administrative Orders.

(10) General Prohibition Ten—Pro-
ceeding with transactions with knowledge
that a violation has occurred or is about
to occur (Knowledge Violation to Occur).
You may not sell, transfer, export, re-
export, finance, order, buy, remove,
conceal, store, use, loan, dispose of,
transport, forward, or otherwise serv-
ice, in whole or in part, any item sub-
ject to the EAR and exported or to be
exported with knowledge that a viola-
tion of the Export Administration Reg-
ulations, the Export Administration
Act or any order, license, License Ex-
ception, or other authorization issued
thereunder has occurred, is about to
occur, or is intended to occur in con-
nection with the item. Nor may you
rely upon any license or License Excep-
tion after notice to you of the suspen-
sion or revocation of that license or ex-
ception. There are no License Excep-
tions to this General Prohibition Ten
in part 740 of the EAR.

[61 FR 12754, Mar. 25, 1996]

EDITORIAL NOTE: For FEDERAL REGISTER ci-
tations affecting §736.2, see the List of CFR
Sections Affected, which appears in the
Finding Aids section of the printed volume
and at www.govinfo.gov.

SUPPLEMENT NO. 1 TO PART 736—
GENERAL ORDERS

(a) General Order No. 1:

General Order No. 1 of September 16, 1998;
Establishing a 24-month validity period on
reexport authorizations issued without a va-
lidity period and revoking those exceeding
that period.

(1) Reexport authorizations issued within
24-months of the General Order. All reexport
authorizations issued with no validity period
within the 24-months preceding September
16, 1998 shall be deemed to have an expiration
date which shall be the date 24-months from
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the date of issuance of the reexport author-
ization or November 16, 1998, whichever is
longer.

(2) Reexport authorizations issued before
the 24-month period preceding the General
Order. For reexport authorizations issued
with no validity period before the 24-month
period preceding September 16, 1998:

(i) Effective September 16, 1998, all such
outstanding reexport authorizations for ter-
rorist-supporting countries (see parts 742 and
746 of the EAR) are revoked.

(ii) Effective November 16, 1998, all other
such outstanding reexport authorizations are
revoked.

(3) Extensions. If necessary, you may re-
quest extensions of such authorizations ac-
cording to procedures set forth in §750.7(g) of
the EAR.

(4) Specific Notice from BIS. If you have
received, or should you receive, specific no-
tice from BIS with regard to a reexport au-
thorization covered by this General Order,
informing you of a revocation, suspension, or
revision (including validity period) of any
such reexport authorization, then the terms
of that specific notice will be controlling.

(5) Definition of ‘‘authorization’. The term
“‘authorization’” as used in this General
Order encompasses the range of reexport au-
thorizations granted by BIS, which includes
licenses, individual letters, and other types
of notifications.

(b) General Order No. 2:

General Order No. 2; section 5(b) of the
Syria Accountability and Lebanese Sov-
ereignty Restoration Act of 2003 (SAA) gives
the President authority to waive the applica-
tion of certain prohibitions set forth in the
SAA if the President determines that it is in
the national security interest of the United
States to do so. The President made such a
determination in Executive Order 13338, find-
ing that it was ‘‘in the national security in-
terest of the United States to waive applica-
tion of subsection 5(a)(1) and 5(a)(2)(A) of the
SAA so as to permit the exportation or re-
exportation of certain items as specified in
the Department of Commerce’s General
Order No. 2.” The President’s reference to
General Order No. 2 addresses applications to
export and reexport the following items,
which are considered on a case-by-case basis
as opposed to the general policy of denial set
forth in section 746.9 of the Regulations:
Items in support of activities, diplomatic or
otherwise, of the United States Government
(to the extent that regulation of such expor-
tation or reexportation would not fall within
the President’s constitutional authority to
conduct the nation’s foreign affairs); medi-
cine (on the CCL) and medical devices (both
as defined in part 772 of the EAR); parts and
components intended to ensure the safety of
civil aviation and the safe operation of com-
mercial passenger aircraft; aircraft char-
tered by the Syrian Government for the
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transport of Syrian Government officials on
official Syrian Government business; tele-
communications equipment and associated
computers, software and technology; items
in support of United Nations operations in
Syria; and items necessary for the support of
the Syrian people, including, but not limited
to, items related to water supply and sanita-
tion, agricultural production and food proc-
essing, power generation, oil and gas produc-
tion, construction and engineering, transpor-
tation, and educational infrastructure. The
total dollar value of each approved license
for aircraft parts for flight safety normally
will be limited to no more than $2 million
over the 24-month standard license term, ex-
cept in the case of complete overhauls.

NOTE TO GENERAL ORDER NO. 2: The con-
trols for exports and reexports to Syria are
set forth in §746.9 of the EAR.

(c) General Order No. 3:

General Order No. 3 of July 22, 2015. Cer-
tain licenses issued by BIS prior to July 22,
2015 contain conditions that restrict the ex-
port, reexport, or transfer (in-country) to or
within Country Group E:1 as specified in sup-
plement no. 1 to part 740 of the EAR. At the
time those license were issued, Cuba was in
Country Group E:1. Many of those restric-
tions were intended to apply to Cuba, not
only as a State Sponsor of Terrorism but
also as a country subject to unilateral em-
bargo. However, BIS did not always list both
Country Groups E:1 and E:2 in license condi-
tions because, at the time, doing so would
have been redundant. However, with the re-
scission of Cuba’s designation as a State
Sponsor of Terrorism and resultant removal
from Country Group E:1, continuing those
conditions with respect to Cuba is consistent
with the embargo. Accordingly, all condi-
tions that apply to Country Group E:1 on li-
censes issued prior to July 22, 2015 that are
in effect on that date, are revised to apply to
Country Groups E:1 and E:2 as specified in
supplement no. 1 to part 740 of the EAR. Li-
censees who seek authorization for trans-
actions that are affected by this General
Order No. 3 may submit license applications
that refer to General Order No. 3 and explain
the reason for the request in Block 24 of the
application. All license applications involv-
ing Cuba are reviewed pursuant to the licens-
ing policy in §746.2(b) of the EAR. The re-
quest should provide any available informa-
tion in support of the argument that the
transaction would be consistent with the li-
censing policy in §746.2(b) of the EAR.

(d) General Order No. 4 [Reserved]

(e) General Order No. 5:

General Order No. 5 of April 16, 2013; Au-
thorization for Items the President Deter-
mines No Longer Warrant Control under the
United States Munitions List (USML).

(1) Continued use of DDTC approvals from
the Department of State’s Directorate of Defense
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Trade Controls (DDTC) for items that become
subject to the EAR. Items the President has
determined no longer warrant control under
the USML will become subject to the EAR as
published final rules that transfer the items
to the CCL become effective. DDTC licenses,
agreements, or other approvals that contain
items transitioning from the USML to the
CCL and that are issued prior to the effective
date of the final rule transferring such items
to the CCL may continue to be used in ac-
cordance with the Department of State’s
final rule, Amendments to the International
Traffic in Arms Regulations: Initial Implemen-
tation of Export Control Reform, published on
April 16, 2013 in the FEDERAL REGISTER.

(2) BIS authorization.

(i) Where continued use of DDTC author-
ization is not or is no longer an available op-
tion, or a holder of an existing DDTC author-
ization returns or terminates that authoriza-
tion, any required authorization to export,
reexport, or transfer (in-country) a
transitioned item on or after the effective
date of the applicable final rule must be ob-
tained under the EAR. Following the publi-
cation date and prior to the effective date of
a final rule moving an item from the USML
to the CCL, applicants may submit license
applications to BIS for authorization to ex-
port, reexport, or transfer (in-country) the
transitioning item. BIS will process the li-
cense applications in accordance with §750.4
of the EAR, hold the license application
without action (HWA) if necessary, and issue
a license, if approved, to the applicant no
sooner than the effective date of the final
rule transitioning the items to the CCL.

(ii) Following the effective date of a final
rule moving items from the USML to the
CCL, exporters, reexporters, and transferors
of such items may return DDTC licenses in
accordance with §123.22 of the ITAR or ter-
minate Technical Assistance Agreements,
Manufacturing License Agreements, or
Warehouse and Distribution Agreements in
accordance with §124.6 of the ITAR and
thereafter export, reexport, or transfer (in-
country) such items under applicable provi-
sions of the EAR, including any applicable li-
cense requirements. No transfer (in-country)
may be made of an item exported under a
DDTC authorization containing provisos or
other limitations without a license issued by
BIS unless (i) the transfer (in-country) is au-
thorized by an EAR license exception and
the terms and conditions of the License Ex-
ception have been satisfied, or (ii) no license
would otherwise be required under the EAR
to export or reexport the item to the new
end user.

(3) Prior commodity jurisdiction determina-
tions. If the U.S. State Department has pre-
viously determined that an item is not sub-
ject to the jurisdiction of the ITAR and the
item was not listed in a then existing ‘018"’
series ECCN (for purposes of the ‘600 series’’
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ECCNSs) or in a then existing ECCN 9A004.b or
related software or technology ECCN (for
purposes of the 9x515 ECCNs), then the item
is per se not within the scope of a ‘600 se-
ries’” ECCN or a 9x515 ECCN. If the item was
not listed elsewhere on the CCL at the time
of such determination (i.e., the item was des-
ignated EAR99), the item shall remain des-
ignated as EAR99 unless specifically enumer-
ated by BIS or DDTC in an amendment to
the CCL or to the USML, respectively.

(4) Voluntary Self-Disclosure. Parties to
transactions involving transitioning items
are cautioned to monitor closely their com-
pliance with the EAR and the ITAR. Should
a possible or actual violation of the EAR, or
of any license or authorization issued there-
under, be discovered, the person or persons
involved are strongly encouraged to submit a
Voluntary Self-Disclosure to the Office of
Export Enforcement, in accordance with
§764.5 of the EAR. Permission from the Of-
fice of Exporter Services, in accordance with
§764.5(f) of the EAR, to engage in further ac-
tivities in connection with that item may
also be necessary. Should a possible or ac-
tual violation of the ITAR, or of any license
or authorization issued thereunder, be dis-
covered, the person or persons involved are
strongly encouraged to submit a Voluntary
Disclosure to DDTC, in accordance with
§127.12 of the ITAR. For possible or actual
violations of both the EAR and ITAR, the
person or persons involved are strongly en-
couraged to submit disclosures to both BIS
and DDTC, indicating to each agency that
they also have made a disclosure to the
other agency.

[78 FR 13468, Feb. 28, 2013, as amended at 78
FR 22707, Apr. 16, 2013; 78 FR 43973, July 23,
2013; 78 FR 61745, Oct. 3, 2013; 79 FR 32623,
June 5, 2014; 79 FR 77865, Dec. 29, 2014; 80 FR
2289, Jan. 16, 2015; 80 FR 43318, July 22, 2015]

SUPPLEMENT NO. 2 TO PART 736—
ADMINISTRATIVE ORDERS

Administrative Order One: Disclosure of Li-
cense Issuance and Other Information. Con-
sistent with section 12(c) of the Export
Administrati on Act of 1979, as amended, in-
formation obtained by the U.S. Department
of Commerce for the purpose of consider-
ation of or concerning license applications,
as well as related information, will not be
publicly disclosed without the approval of
the Secretary of Commerce. Electronic Ex-
port Information (EEI) filings via the Auto-
mated Export System (AES) are also exempt
from public disclosure, except with the ap-
proval of the Secretary of Commerce, in ac-
cordance with §301(g) of Title 13, United
States Code.

Administrative Order Two: Conduct of Busi-
ness and Practice in Connection with Export
Control Matters.
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(a) Exclusion of persons guilty of unethical
conduct or not possessing required integrity
and ethical standards.

(1) Who may be excluded. Any person,
whether acting on his own behalf or on be-
half of another, who shall be found guilty of
engaging in any unethical activity or who
shall be demonstrated not to possess the re-
quired integrity and ethical standards, may
be excluded from (denied) export privileges
on his own behalf, or may be excluded from
practice before BIS on behalf of another, in
connection with any export control matter,
or both, as provided in part 764 of the EAR.

(2) Grounds for exclusion. Among the
grounds for exclusion are the following:

(i) Inducing or attempting to induce by
gifts, promises, bribes, or otherwise, any offi-
cer or employee of BIS or any customs or
post office official, to take any action with
respect to the issuance of licenses or any
other aspects of the administration of the
Export Administration Act, whether or not
in violation of any regulation;

(ii) Offering or making gifts or promises
thereof to any such officer or employee for
any other reason;

(iii) Soliciting by advertisement or other-
wise the handling of business before BIS on
the representation, express or implied, that
such person, through personal acquaintance
or otherwise, possesses special influence over
any officer or employee of BIS;

(iv) Charging, or proposing to charge, for
any service performed in connection with the
issuance of any license, any fee wholly con-
tingent upon the granting of such license
and the amount or value thereof. This provi-
sion will not be construed to prohibit the
charge of any fee agreed to by the parties;
provided that the out-of-pocket expenditures
and the reasonable value of the services per-
formed, whether or not the license is issued
and regardless of the amount thereof, are
fairly compensated; and

(v) Knowingly violating or participating in
the violation of, or an attempt to violate,
any regulation with respect to the export of
commodities or technical data, including the
making of or inducing another to make any
false representations to facilitate any export
in violation of the Export Administration
Act or any order or regulation issued there-
under.

(3) Definition. As used in this Administra-
tive Order, the terms ‘‘practice before BIS”
and ‘‘appear before BIS” include:

(i) The submission on behalf of another of
applications for export licenses or other doc-
uments required to be filed with BIS, or the
execution of the same;

(ii) Conferences or other communications
on behalf of another with officers or employ-
ees of BIS for the purpose of soliciting or ex-
pediting approval by BIS of applications for
export licenses or other documents, or with
respect to quotas, allocations, requirements
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or other export control actions, pertaining
to matters within the jurisdiction of BIS;

(iii) Participating on behalf of another in
any proceeding pending before BIS;

(iv) Submission on behalf of another of a 1i-
cense or other export control document to
U.S. Customs and Border Protection (CBP);
and

(v) Reporting on behalf of another Elec-
tronic Export Information via the Auto-
mated Export System (AES) to CBP.

(4) Proceedings. All proceedings under this
Administrative Order shall be conducted in
the same manner as provided in part 766 of
the EAR.

(b) Employees and former employees. Persons
who are or at any time have been employed
on a full-time or part-time, compensated or
uncompensated, basis by the U.S. Govern-
ment are subject to the provisions of 18
U.S.C. 203, 205, and 207 (Pub. L. 87-849, 87th
Congress) in connection with representing a
private party or interest before the U.S. De-
partment of Commerce in connection with
any export control matter.

[61 FR 12754, Mar. 25, 1996, as amended at 70
FR 54628, Sept. 16, 2005; 70 FR 62238, Oct. 31,
2005; 79 FR 4615, Jan. 29, 2014; 79 FR 32623,
June 5, 2014]

PART 738—COMMERCE CONTROL
LIST OVERVIEW AND THE COUN-
TRY CHART

Sec.

738.1 Introduction.

738.2 Commerce Control List (CCL) struc-
ture.

738.3 Commerce Country Chart structure.

738.4 Determining whether a license is re-
quired.

SUPPLEMENT NO. 1 TO PART 738—COMMERCE
COUNTRY CHART

AUTHORITY: Pub. L. 115-232, 132 Stat. 2208
(50 U.S.C. 4801 et seq.); 50 U.S.C. 4601 et seq.; 50
U.S.C. 1701 et seq.; 10 U.S.C. 7420; 10 U.S.C.
7430(e); 22 U.S.C. 287c; 22 U.S.C. 3201 et seq.; 22
U.S.C. 6004; 42 U.S.C. 2139a; 15 U.S.C. 1824a; 50
U.S.C. 4305; 22 U.S.C. 7201 et seq.; 22 U.S.C.
7210; E.O. 13026, 61 FR 58767, 3 CFR, 1996
Comp., p. 228; E.O. 13222, 66 FR 44025, 3 CFR,
2001 Comp., p. 783; Notice of August 8, 2018, 83
FR 39871 (August 13, 2018).

§738.1 Introduction.

(a) Commerce Control List scope. (1) In
this part, references to the EAR are
references to 15 CFR chapter VII, sub-
chapter C. The Bureau of Industry and
Security (BIS) maintains the Com-
merce Control List (CCL) within the
Export Administration Regulations
(EAR), which includes items (i.e., com-
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modities, software, and technology)
subject to the export licensing author-
ity of BIS. The CCL does not include
those items exclusively controlled for
export or reexport by another depart-
ment or agency of the U.S. Govern-
ment. In instances where agencies
other than the Department of Com-
merce administer controls over related
items, entries in the CCL contain a ref-
erence to these controls.

(2) The CCL is contained in supple-
ment no. 1 to part 774 of the EAR. Sup-
plement no. 2 to part 774 of the EAR
contains the General Technology and
Software Notes relevant to entries con-
tained in the CCL.

(3) Items that warrant control for export
or reexport but currently are not perma-
nently classified on the CCL. Items sub-
ject to temporary CCL controls are
classified under the ECCN 0Y521 series
(i.e., 0A521, 0B521, 0C521, 0D521, and
0E521) pursuant to §742.6(a)(7) of the
EAR while a determination is made as
to whether classification under a re-
vised or new ECCN, or an EAR99 des-
ignation, is appropriate.

(b) Commerce Country Chart scope. BIS
also maintains the Commerce Country
Chart. The Commerce Country Chart,
located in supplement no. 1 to part 738,
contains licensing requirements based
on destination and Reason for Control.
In combination with the CCL, the Com-
merce Country Chart allows you to de-
termine whether a license is required
for items on the CCL to any country in
the world.

[61 FR 12756, Mar. 25, 1996, as amended at 77
FR 22198, Apr. 13, 2012]

§738.2 Commerce Control List (CCL)
structure.

(a) Categories. The CCL is divided into
10 categories, numbered as follows:

0—Nuclear Materials, Facilities and Equip-
ment and Miscellaneous

1—Materials, Chemicals, ‘‘Microorganisms,”’
and Toxins

2—Materials Processing

3—Electronics

4—Computers

5—Telecommunications and Information Se-
curity

6—Lasers and Sensors

T—Navigation and Avionics

8—Marine

9—Aerospace and Propulsion
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(b) Groups. Within each -category,
items are arranged by group. Each cat-
egory contains the same five groups.
Each Group is identified by the letters
A through E, as follows:

A—Equipment, Assemblies and Components

B—Test, Inspection and Production Equip-
ment

C—Materials

D—Software

E—Technology

(c) Order of review. The CCL includes
a supplement no. 4 to part 774—Com-
merce Control List Order of Review.
This supplement establishes the steps
(i.e., the order of review) that should be
followed in classifying items that are
‘“‘subject to the EAR.”

(d) Entries—(1) Composition of an
entry. Within each group, individual
items are identified by an Export Con-
trol Classification Number (ECCN).
Each number consists of a set of digits
and a letter. The first digit identifies
the general category within which the
entry falls (e.g., 34001). The letter im-
mediately following this first digit
identifies under which of the five
groups the item is listed (e.g., 3 A001).
The second digit differentiates indi-
vidual entries by identifying the type
of controls associated with the items
contained in the entry (e.g., 3A001).
Listed below are the Reasons for Con-
trol associated with this second digit.

0: National Security reasons (including Dual

Use and Wassenaar Arrangement Muni-

tions List) and Items on the NSG Dual Use

Annex and Trigger List

Missile Technology reasons

Nuclear Nonproliferation reasons

Chemical & Biological Weapons reasons

Items warranting national security or for-

eign policy controls at the determination

of the Department of Commerce.

6: ‘600 series’ controls items because they
are items on the Wassenaar Arrangement
Munitions List (WAML) or formerly on the
U.S. Munitions List (USML).

9: Anti-terrorism, Crime Control, Regional
Stability, Short Supply, UN Sanctions,
etc.

(i) Since Reasons for Control are not
mutually exclusive, numbers are as-
signed in order of precedence. As an ex-
ample, if an item is controlled for both
National Security and Missile Tech-
nology reasons, the entry’s third alpha-
numeric character will be a 0. If the
item is controlled only for Missile
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Technology the third alphanumeric
character will be ““1”.

(ii) The numbers in either the second
or third digit (e.g., 3A001) serve to dif-
ferentiate between multilateral and
unilateral entries. An entry with the
number ‘9" as the second digit, identi-
fies the entire entry as controlled for a
unilateral concern (e.g., 2B991 for anti-
terrorism reasons). If the number 97
appears as the third digit, the item is
controlled for wunilateral purposes
based on a proliferation concern (e.g.,
2A290 is controlled for unilateral pur-
poses based on nuclear nonproliferation
concerns).

(iii) The last digit within each entry
(e.g., 3A001) is used for the sequential
numbering of ECCNs to differentiate
between entries on the CCL.

(iv) Last two characters in a ‘600 se-
ries’” ECCN. The last two characters of
each ‘600 series’” ECCN generally track
the Wassenaar Arrangement Munitions
List (WAML) categories for the types
of items at issue. The WAML ML21
(‘“‘software’’) and ML22 (‘‘technology’’)
are, however, included in D (‘‘soft-
ware’’) and E (‘‘technology’’) CCL prod-
uct groups to remain consistent with
the structure of the CCL.

(2) Reading an ECCN. An ECCN is
made up of four sections, the ‘‘Head-
ing,” ‘“License Requirements,” ‘Li-
cense Exceptions,” and ‘‘List of Items
Controlled” sections. A brief descrip-
tion of each section and its use follows:

(i) Heading. A description of the
items controlled is provided next to
each ECCN. In certain ECCNs, the de-
scription is a summary and will direct
you to ‘‘see List of Items Controlled”
for a complete list of items classified
under those respective HECCNs. The
“Items” paragraph in the List of Items
Controlled section will describe all of
the items that the ECCN controls for
the portions of the heading that pre-
cede the ‘‘see List of Items Controlled”
phrase. Portions of the heading that
follow the phrase are complete descrip-
tions of the items controlled by that
portion of the heading. If ‘‘see List of
Items Controlled’” appears at the end of
the heading, the ‘“‘Items’ paragraph in
the List of Items Controlled section is
the exclusive, complete list of the
items the ECCN controls.
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(ii) License Requirements. This section
contains a separate line identifying all
possible Reasons for Control in order of
precedence, and two columns entitled
“Control(s)” and ‘“‘Country Chart’.

(A) The ‘““Controls’ header identifies
all applicable Reasons for Control, in
order of restrictiveness, and to what
extent each applies (e.g., to the entire
entry or only to certain subpara-
graphs). Those requiring licenses for a
larger number of countries and/or
items are listed first. As you read down
the list the number of countries and/or
items requiring a license declines.
Since Reasons for Control are not mu-
tually exclusive, items controlled with-
in a particular ECCN may be controlled
for more than one reason. The fol-
lowing is a list of all possible Reasons
for Control:

AT Anti-Terrorism

CB Chemical & Biological Weapons
CC Crime Control

CW Chemical Weapons Convention
EI Encryption Items

FC Firearms Convention

MT Missile Technology

NS National Security

NP Nuclear Nonproliferation

RS Regional Stability

SS Short Supply

UN United Nations Embargo

SI Significant Items

SL Surreptitious Listening

(B) The ‘“Country Chart’” header
identifies, for each applicable Reason
for Control, a column name and num-
ber (e.g., CB Column 1). These column
identifiers are used to direct you from
the CCL to the appropriate column
identifying the countries requiring a li-
cense. Consult part 742 of the EAR for
an indepth discussion of the licensing
requirements and policies applicable to
each Country Chart column.

(iii) License Ezxceptions. This section
provides a brief eligibility statement
for each ECCN-driven License Excep-
tion that may be applicable to your
transaction, and should be consulted
only AFTER you have determined a li-
cense is required based on an analysis
of the entry and the Country Chart.
The brief eligibility statement in this
section is provided to assist you in de-
ciding which ECCN-driven License Ex-
ception related to your particular item
and destination you should explore
prior to submitting an application. The

15 CFR Ch. VII (1-1-20 Edition)

term ‘“Yes” (followed in some instances
by the scope of Yes) appears next to
each available ECCN-driven License
Exception. Some ECCNs have License
Exception STA exclusion paragraphs.
These paragraphs identify items for
which the License Exception STA pro-
visions in §740.20(c)(2) of the EAR may
not be used, but do not otherwise affect
License Exception STA availability.
The term ‘““N/A” will be noted for Li-
cense Exceptions that are not available
within a particular entry. In some ‘600
series’” ECCNs, the STA license excep-
tion paragraph or a note to the License
Exceptions section contains additional
information on the availability of Li-
cense Exception STA for that ECCN. If
one or more License Exceptions appear
to apply to your transaction, you must
consult part 740 of the EAR to review
the conditions and restrictions applica-
ble to each available License Excep-
tion. The list of License Exceptions
contained within each ECCN is not an
all-exclusive list. Other License Excep-
tions, not based on particular ECCNs,
may be available. Consult part 740 of
the EAR to determine eligibility for
non-ECCN-driven License Exceptions.

(iv) List of Items Controlled—(A) Re-
lated definitions. This header identifies,
where appropriate, definitions or pa-
rameters that apply to all items con-
trolled by the entry. The information
provided in this section is unique to
the entry, and hence not listed in the
definitions contained in part 772 of the
EAR.

(B) Related controls. If another U.S.
government agency or department has
export licensing authority over items
related to those controlled by an entry,
a statement is included identifying the
agency or department along with the
applicable regulatory cite. An addi-
tional cross-reference may be included
in instances where the scope of con-
trols differs between a CCL entry and
its corresponding entry on list main-
tained by the European Union. This in-
formation is provided to assist readers
who use both lists.

(C) Items. This paragraph describes
the relationship between the ‘‘items”
paragraph and ECCN headings and will
assist your understanding as you clas-
sify items on the CCL. When the head-
ing contains the phrase ‘‘see List of
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Items Controlled,” the portion of the
heading preceding that phrase is only a
summary of the items controlled by
the ECCN and the ‘‘items’ paragraph
contains an exclusive list of items de-
scribed in the heading. Paragraphs
(@)(2)AV)(C)(), (2) and (3) of this section
provide examples of the three different
uses of the phrase ‘‘(see List of Items
Controlled)” in ECCN headings. Each
heading on the CCL uses one of these
three structures. Understanding the re-
lationship between the heading and the
“items’ paragraph is important when
classifying items that are ‘‘subject to
the EAR” on the CCL.

(1) ““(See List of Items Controlled)” is
at the end of the ECCN heading. An ex-
ample of an ECCN where all of the
heading text precedes the phrase ‘‘(see

List of Items Controlled)” is ECCN
8A002 Marine systems, equipment,
“parts’” and ‘‘components,”’ as follows

(see List of Items Controlled). ECCNs
1A001, 3A001, 6A001, 7TA004 and 9A012 are
other examples where all of the head-
ing text precedes the phrase ‘‘(see List
of Items Controlled).” In these types of
headings, the items paragraphs must
be reviewed to determine whether your
item is contained within the heading
and classified under that ECCN.

(2) ““(See List of Items Controlled)” is
in the middle of the ECCN heading. If
the phrase ‘‘(see List of Items Con-
trolled)” appears in the middle of the
ECCN heading, then all portions of the
heading that follow the phrase ‘‘(see
List of Items Controlled)” will list
items controlled in addition to the list
in the ‘“‘items” paragraph. An example
of such a heading is ECCN 2B992 Non-
“numerically controlled” machine
tools for generating optical quality
surfaces, (see List of Items Controlled)
and ‘‘specially designed” ‘‘parts’” and
‘“‘components’ therefor. Under the
ECCN 2B992 example, the ‘“‘items’’ para-
graph must be reviewed to determine
whether your item is contained within
the first part of the heading (‘‘non-'nu-
merically controlled’ machine tools for
generating optical quality surfaces’)
and classified under 2B992. The second
part of the ECCN 2B992 heading (‘‘and
’specially designed’ ’parts’ and ’compo-
nents’ therefor’) contains the exclu-
sive list described in the heading.
ECCNs 1A006, 3B992, 4A001, 6A006 and
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TA001 are other examples where the
phrase ‘‘(see List of Items Controlled)”’
appears in the middle of the ECCN
heading.

(3) ECCNs that do not use the phrase
“‘(see List of Items controlled).”” When
all items classified in the ECCN are
listed in the heading, a sentence is gen-
erally included in the ‘‘items’ para-
graph to direct you to the heading. An
example of such a heading is ECCN
4E980 ‘‘Technology’ for the ‘‘develop-
ment,” ‘“‘production” or ‘‘use’ of com-
modities controlled by 4A980. ECCNs
0A982, 5D101, 8D001 and 9A002 are other
examples where the heading is the ex-
clusive description of the items classi-
fied under those respective ECCNs.

[61 FR 112756, Mar. 25, 1996, as amended at 61
FR 68579, Dec. 30, 1996; 62 FR 25456, May 9,
1997; 64 FR 17970, Apr. 13, 1999; 27141, May 18,
1999; 70 FR 54628, Sept. 16, 2005; 71 FR 20883,
Apr. 24, 2006; 71 FR 67035, Nov. 20, 2006; 72 FR
43531, Aug. 6, 2007; 76 FR 35286, June 16, 2011;
78 FR 22708, Apr. 16, 2013; 78 FR 61900, Oct. 4,
2013; 79 FR 77866, Dec. 29, 2014; 81 FR 85144,
Nov. 25, 2016; 82 FR 61156, Dec. 27, 2017]

§738.3 Commerce Country Chart
structure.
(a) Scope. The Commerce Country

Chart allows you to determine the
Commerce Control List (CCL) export
and reexport license requirements for
most items listed on the CCL. Such li-
cense requirements are based on the
Reasons for Control listed in the Ex-
port Control Classification Number
(ECCN) that applies to the item. Some
ECCNs, however, impose license re-
quirements either without reference to
a reason for control code that is listed
on the Commerce Country Chart, or in
addition to such a reference. Those
ECCNs may state their license require-
ments in full in their ‘‘Reasons for
Control” sections or they may refer
the reader to another provision of the
EAR for license requirement informa-
tion. In addition, some ECCNs do not
impose license requirements, but refer
the reader to the regulations of an-
other government agency that may im-
pose license requirements on the items
described in that ECCN.

(1) ECCNs 0A983, 5A001.f.1, 5A980,
5D001 (for 5A001.f.1, or for 5E001.a (for
5A001.f.1 or for 5D001.a (for 5A001.f.1))),
5D980, 5E001.a (for bAO001.f.1, or for
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5D001.a (for 5A001.f.1)) and 5E980. A li-
cense is required for all destinations
for items controlled under these en-
tries. For items controlled by 0A983,
5E001.a (for 5A001.f.1, or for 5D001.a (for
5A001.f.1)) and 5E980, no license excep-
tions apply. For items controlled by
5A001.f.1, 5A980, 5D001 (for 5A001.f.1 or
for 5E001.a (for 5A001.f.1, or for 5D001.a
(for 5A001.f.1))) and 5D980, License Ex-
ception GOV may apply if your item is
consigned to and for the official use of
an agency of the U.S. Government (see
§740.2(a)(3)). If your item is controlled
by 0A983, 5A001.f.1, 5A980, 5D001 (for
5A001.f.1 or for 5KE001.a (for 5A001.f.1, or
for 5D00l.a (for 5A001.f.1))), 5D980,
5E001.a (for 5A001.f.1, or for 5D001.a (for
5A001.£.1)) or 5E980 you should proceed
directly to part 748 of the EAR for li-
cense application instructions and
§742.11 or §742.13 of the EAR for infor-
mation on the licensing policy relevant
to these types of applications.

(2) [Reserved]

(b) Countries. The first column of the
Country Chart lists countries in alpha-
betical order. There are a number of
destinations that are not listed in the
Country Chart contained in supple-
ment no. 1 to part 738. If your destina-
tion is not listed on the Country Chart
and such destination is a territory,
possession, dependency or department
of a country included on the Country
Chart, the EAR accords your destina-
tion the same licensing treatment as
the country of which it is a territory,
possession, dependency or department.
For example, if your destination is the
Cayman Islands, a dependent territory
of the United Kingdom, refer to the
United Kingdom on the Country Chart
for licensing requirements. In addition,
if your destination is Liechtenstein,
which serves as one territory with
Switzerland for purposes of the EAR,
refer to Switzerland on the Country
Chart for licensing requirements.

(c) Columns. Stretching out to the
right are horizontal headers identi-
fying the various Reasons for Control.
Under each Reason for Control header
are diagonal column identifiers cap-
ping individual columns. Each column
identifier consists of the two letter
Reason for Control and a column num-
ber. (e.g., CB Column 1). The column
identifiers correspond to those listed in

15 CFR Ch. VII (1-1-20 Edition)

the ‘““‘Country Chart’ header within the
“License Requirements’” section of
each ECCN.

(d) Cells. The symbol “X’’ is used to
denote licensing requirements on the
Country Chart. If an “X” appears in a
particular cell, transactions subject to
that particular Reason for Control/Des-
tination combination require a license.
There is a direct correlation between
the number of “X’’s applicable to your
transaction and the number of licens-
ing reviews your application will un-
dergo.

[61 FR 12756, Mar. 25, 1996, as amended at 63
FR 42228, Aug. 7, 1998; 656 FR 55178, Sept. 13,
2000; 70 FR 8249, Feb. 18, 2005; 71 FR 67035,
Nov. 20, 2006; 76 FR 54930, Sept. 6, 2011; 76 FR
70339, Nov. 14, 2011; 77 FR 39367, July 2, 2012;
78 FR 37382, June 20, 2013]

§738.4 Determining whether a license
is required.

(a) Using the CCL and the Country
Chart—(1) Overview. Once you have de-
termined that your item is classified
under a specific ECCN, you must use
information contained in the ‘‘License
Requirements’ section of that ECCN in
combination with the Country Chart to
decide whether a license is required.
Note that not all license requirements
set forth under the ‘‘License Require-
ments’’ section of an ECCN refer you to
the Commerce Country Chart, but in
some cases this section will contain
references to a specific section in the
EAR for license requirements. In such
cases, this section would not apply.

(2) License decision making process.
The following decision making process
must be followed in order to determine
whether a license is required to export
or reexport a particular item to a spe-
cific destination:

(i) Examine the appropriate ECCN in
the CCL. Is the item you intend to ex-
port or reexport controlled for a single
Reason for Control?

(A) If yes, identify the single Reason
for Control and the relevant Country
Chart column identifier (e.g., CB Col-
umn 1).

(B) If no, identify the Country Chart
column identifier for each applicable
Reason for Control (e.g., NS Column 1,
NP Column 1, etc.).

(i1) Review the Country Chart. With
each of the applicable Country Chart
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Column identifiers noted, turn to the
Country Chart (supplement no. 1 to
part 738). Locate the correct Country
Chart column identifier on the diago-
nal headings, and determine whether
an “X” is marked in the cell next to
the country in question for each Coun-
try Chart column identified in the ap-
plicable ECCN. If your item is subject
to more than one reason for control,
repeat this step using each unique
Country Chart column identifier.

(A) If yes, a license application must
be submitted based on the particular
reason for control and destination, un-
less a License Exception applies. If
“Yes’ is noted next to any of the listed
License Exceptions, you should consult
part 740 of the EAR to determine
whether you can use any of the avail-
able ECCN-drvien License Exceptions
to effect your shipment, rather than
applying for a license. Each affirmative
license requirement must be overcome
by a License Exception. If you are un-
able to qualify for a License Exception
based on each license requirement
noted on the Country Chart, you must
apply for a license. Note that other Li-
cense Exceptions, not related to the
CCL, may also apply to your trans-
action (See part 740 of the EAR).

(B) If no, a license is not required
based on the particular Reason for Con-
trol and destination. Provided that
General Prohibitions Four through Ten
do not apply to your proposed trans-
action and the License Requirement
section does not refer you to any other
part of the EAR to determine license
requirements. For example, any appli-
cable encryption classification require-
ments described in §740.17(b) of the
EAR must be met for certain mass
market encryption items to affect your
shipment using the symbol “NLR.”
Proceed to parts 7568 and 762 of the EAR
for information on export clearance
procedures and recordkeeping require-
ments. Note that although you may
stop after determining a license is re-
quired based on the first Reason for
Control, it is best to work through
each applicable Reason for Control. A
full analysis of every possible licensing
requirement based on each applicable
Reason for Control is required to deter-
mine the most advantageous License
Exception available for your particular

§738.4

transaction and, if a license is re-
quired, ascertain the scope of review
conducted by BIS on your license appli-
cation.

(b) Sample analysis using the CCL and
Country Chart—(1) Scope. The following
sample entry and related analysis is
provided to illustrate the type of
thought process you must complete in
order to determine whether a license is
required to export or reexport a par-
ticular item to a specific destination
using the CCL in combination with the
Country Chart.

(2) Sample CCL entry.

2A000: Entry heading.
LICENSE REQUIREMENTS

REASON FOR CONTROL: NS, NP, AT

Country chart (see supp. No.
Control(s) 1 to part 738).
NS applies to entire entry ...... NS Column 2.
NP applies to 2A000.b .......... NP Column 1.
AT applies to entire entry ...... AT Column 1.

LIST BASED LICENSE EXCEPTIONS (SEE PART
740 FOR A DESCRIPTION OF ALL LICENSE EXCEP-
TIONS)
LVS: $5,000.
GBS: Yes.
CIV: N/A.
LIST OF ITEMS CONTROLLED
Related Controls: N/A.
Related Definitions: N/A.
Items: a. Having x.
b. Having z.

(3) Sample analysis. After consulting
the CCL, I determine my item, valued
at $10,000, is classified under ECCN
2A000.a. I read that the entire entry is
controlled for national security, and
anti-terrorism reasons. Because my
item is classified under paragraph .a,
and not .b, I understand that though
nuclear nonproliferation controls apply
to a portion of the entry, they do not
apply to my item. I note that the ap-
propriate Country Chart column iden-
tifiers are NS Column 2 and AT Column
1. Turning to the Country Chart, I lo-
cate my specific destination, Chad, and
see that an ‘X’ appears in the NS Col-
umn 2 cell for Chad, but not in the AT
Column 1 cell. I understand that a li-
cense is required, unless my trans-
action qualifies for a License Excep-
tion. From the License Exception LLVS
value listed in the entry, I know imme-
diately that my proposed transaction
exceeds the value limitation associated
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with LVS. Noting that License Excep- to part 740 of the EAR to review the
tion GBS is ““Yes” for this entry, I turn provisions related to use of GBS.

[61 FR 12756, Mar. 25, 1996, as amended at 67
FR 38861, June 6, 2002; 70 FR 54628, Sept. 16,
2005; 73 FR 57503, Oct. 3, 2008; 74 FR 52883,
Oct. 15, 2009; 75 FR 36490, June 25, 2010; 78 FR
61901, Oct. 4, 2013; 79 FR 32623, June 5, 2014; 81
FR 64668, Sept. 20, 2016; 83 FR 38020, Aug. 3,
2018]
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Pt. 740
PART 740—LICENSE EXCEPTIONS

Sec.

740.1 Introduction.

740.2 Restrictions on all License Excep-
tions.

740.3 Shipments of limited value (LVS).

740.4 Shipments to Country Group B coun-
tries (GBS).

740.5 Civil end-users (CIV).

740.6 Technology and software under re-
striction (TSR).

740.7 Computers (APP).

740.8 [Reserved]

740.9 Temporary imports, exports, reex-
ports, and transfers (in-country) (TMP).

740.10 Servicing and replacement of parts
and equipment (RPL).

740.11 Governments, international organiza-
tions, international inspections under
the Chemical Weapons Convention, and
the International Space Station (GOV).

740.12 Gift parcels and humanitarian dona-
tions (GFT).

740.13 Technology and software—unre-
stricted (TSU).

740.14 Baggage (BAG).

740.15 Aircraft, vessels and spacecraft
(AVS).

740.16 Additional permissive reexports
(APR).

740.17 Encryption commodities, software,

and technology (ENC).

740.18 Agricultural commodities (AGR).

740.19 Consumer Communications Devices
(CCD).

740.20 License Exception Strategic Trade
Authorization (STA).

740.21 Support for the Cuban People (SCP).

SUPPLEMENT NO. 1 TO PART 740—COUNTRY
GROUPS

SUPPLEMENT NO. 2 TO PART 740—ITEMS THAT
MAY BE DONATED TO MEET BASIC HUMAN
NEEDS UNDER THE HUMANITARIAN LICENSE
EXCEPTION

SUPPLEMENT NO. 3 TO PART 740—LICENSE EX-
CEPTION ENC FAVORABLE TREATMENT
COUNTRIES

AUTHORITY: 50 U.S.C. 4801-4852; 50 U.S.C.
4601 et seq.; 50 U.S.C. 1701 et seq.,; 22 U.S.C. 7201
et seq.; E.O. 13026, 61 FR 58767, 3 CFR, 1996
Comp., p. 228; E.O. 13222, 66 FR 44025, 3 CFR,
2001 Comp., p. 783.

§740.1 Introduction.

In this part, references to the EAR
are references to 15 CFR chapter VII,
subchapter C.

(a) Scope. A ‘“‘License Exception” is
an authorization contained in this part
that allows you to export or reexport
under stated conditions, items subject
to the Export Administration Regula-
tions (EAR) that would otherwise re-

15 CFR Ch. VII (1-1-20 Edition)

quire a license under General Prohibi-
tion One, Two, Three, or Eight, as indi-
cated under one or more of the Export
Control Classification Numbers
(ECCNs) in the Commerce Control List
(CCL) in supplement no. 1 to part 774 of
the EAR and items subject to the EAR
that would require a license based on
the embargo policies described in part
746 of the EAR. If your export or reex-
port is subject to General Prohibition
Six for embargoed destinations, refer
to part 746 of the EAR to determine the
availability of any License Exceptions.
Special commodity controls apply to
short supply items. License Exceptions
for items listed on the CCL as con-
trolled for Short Supply reasons are
found in part 754 of the EAR. If your
export or reexport is subject to General
Prohibition Five, consult part 744 of
the EAR. If your export or reexport is
subject to General Prohibitions Four,
Seven, Nine, or Ten, then no License
Exceptions apply. Any license excep-
tion authorizing reexports also author-
izes in-country transfers, provided the
terms and conditions for reexports
under that license exception are met.

(b) Certification. By using any of the
License Exceptions you are certifying
that the terms, provisions, and condi-
tions for the use of the License Excep-
tion described in the EAR have been
met. Please refer to part 758 of the
EAR for clearance of shipments and
documenting the use of License Excep-
tions.

(c) License Exception symbols. Each Li-
cense Exception bears a three letter
symbol that will be used for export
clearance purposes (see paragraph (d)
of this section).

(d) Electronic Export Information (EEI)
filing. You must enter on any required
EEI filing the correct License Code
that corresponds to the appropriate li-
cense exception symbol (e.g., LVS,
GBS, CIV) and the correct Export Con-
trol Classification Number (ECCN)
(e.g., 4A003, 5A002) for all exports of
items under a license exception. Items
temporarily in the United States meet-
ing the provisions of License Exception
TMP, under §740.9(b)(3), are excepted
from this requirement. See §758.1 of the
EAR and 15 CFR part 30 of the FTR for
EEI requirements.
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(e) Destination Control Statement. You
may be required to enter an appro-
priate Destination Control Statement
on commercial documents in accord-
ance with Destination Control State-
ment requirements of §758.6 of the
EAR.

(f) Recordkeeping. Records of trans-
actions involving exports under any of
the License Exceptions must be main-
tained in accordance with the record-
keeping requirements of part 762 of the
EAR.

[61 FR 12768, Mar. 25, 1996, as amended at 61
FR 64274, Dec. 4, 1996; 62 FR 25457, May 9,
1997; 65 FR 42568, July 10, 2000; 66 FR 36680,
July 12, 2001; 66 FR 42109, Aug. 10, 2001; 68 FR
50472, Aug. 21, 2003; 78 FR 22708, Apr. 16, 2013;
79 FR 4615, Jan. 29, 2014]

§740.2 Restrictions on all License Ex-
ceptions.

(a) You may not use any License Ex-
ception if any one or more of the fol-
lowing apply:

(1) Your authorization to use a Li-
cense Exception has been suspended or
revoked, or your intended export does
not qualify for a License Exception.

(2) The export or reexport is subject
to one of the ten General Prohibitions,
is not eligible for a License Exception,
and has not been authorized by BIS.

(3) The item is primarily useful for
surreptitious interception of wire, oral,
or electronic communications, or re-
lated software, controlled under ECCNs
5A001.f.1, 5A980, 5D001 (for 5A001.f.1 or
for 5E001.a (for 5A001.f.1, or for 5D001.a
(for 5A001.f.1))), or 5D980, unless the
item is consigned to and for the official
use of an agency of the U.S. Govern-
ment (see §740.11(b)(2)(ii) of this part,
Governments (GOV)). No license excep-
tions apply for 5E001.a (for 5A001.f.1, or
for 5D001.a (for 5A001.f.1)) or for 5E980.

(4) The item being exported or reex-
ported is subject to the license require-
ments described in §742.7 of the EAR
and the export or reexport is not:

(i) Being made to Australia, India,
Japan, New Zealand, or a NATO (North
Atlantic Treaty Organization) member
state (see NATO membership listing in
§772.1 of the EAR):

(i1) Authorized by §740.11(b)(2)(ii) (of-
ficial use by personnel and agencies of
the U.S. government);

§740.2

(iii) Authorized by §740.14(e) of the
EAR (certain shotguns and shotgun
shells for personal use); or

(iv) Authorized by §740.20 of the EAR
(License Exception STA).

(5)(1) The item is controlled for mis-
sile technology (MT) reasons, except
that the items described in ECCNs
6A008, 7TA001, 7TA002, TA004, 7TA101, TA102,
7TA103, 7TA104, TA105, 7B001, 7D001, 7D002,
7D003, 7D101, 7D102, 7E003, 7E101 or
9Ab15, may be exported as part of a
spacecraft, manned aircraft, land vehi-
cle or marine vehicle or in quantities
appropriate for replacement parts for
such applications under §740.9(a)(4) (Li-
cense Exception TMP for kits con-
sisting of replacement parts), §740.10
(License Exception RPL), §740.13 (Li-
cense Exception TSU), or §740.15(b) (Li-
cense Exception AVS for equipment
and spare parts for permanent use on a
vessel, aircraft or spacecraft).

(ii) MT controlled commodities de-
scribed in ECCNs 2A001 or 2A101 may be
exported or reexported under
§740.9(a)(4) (License Exception TMP) or
§740.10 (License Exception RPL) as one-
for-one replacement for equipment pre-
viously legally exported or reexported.

(6) The export or reexport is to a
sanctioned destination (Cuba, Iran,
North Korea, Syria, and Crimea region
of Ukraine) or a license is required
based on a limited sanction (Russia)
unless a license exception or portion
thereof is specifically listed in the li-
cense exceptions paragraph pertaining
to a particular sanctioned country in
part 746 of the EAR.

(7) With the exception of License Ex-
ception GOV (§740.11(b)(2)), license ex-
ceptions are not available for the fol-
lowing 6E001 or 6E002 technology:

(i) Technology required for the ‘‘de-
velopment” or ‘‘production” of photon
detector, microbolometer detector,
pyroelectric, or multispectral detector,
infrared focal plane arrays (IRFPAS),
described in ECCN 6A002, having a peak
response within the wavelength range
exceeding 900 nm but not exceeding
30,000 nm, excluding lead sulfide or lead
selenide IRFPAs having a peak re-
sponse within the wavelength range ex-
ceeding 1,000 nm but not exceeding
5,000 nm and not exceeding 16 detector
elements; or
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(ii) Technology required for the ‘‘de-
velopment’ or ‘‘production” of third
generation or greater (e.g., Electron
Bombarded Active Pixel Sensor
(EBAPS)) image intensifier tubes de-
scribed in ECCN 6A002.

(8) The item is controlled under
ECCNs 2A983, 2A984, 2D983, 2D984, 2E983
or 2E984 and the License Exception is
other than:

(i) RPL, under the provisions of
§740.10, including §740.10(a)(3)(v), which
prohibits exports and reexports of re-
placement parts to countries in Coun-
try Group E:1 (see Supplement 1 to
part 740));

(ii) GOV, restricted to eligibility
under the provisions of §740.11(b)(2)(ii);
or

(iii) TSU, under the provisions of
§740.13(a) and (c).

(9) [Reserved]

(10) The commodity being exported or
reexported is subject to the license re-
quirements of §742.11 of the EAR.

(11) The item is a ‘“‘military com-
modity”’ subject to ECCN 0A919, except
that such military commodities may
be reexported in accordance with
§740.11(b)(2)(ii) (official use by per-
sonnel and agencies of the U.S. Govern-
ment).

(12) The item is described in a 9x515
or ‘600 series’” ECCN and is destined to,
shipped from, or was manufactured in a
destination listed in Country Group D:5
(see supplement no. 1 to part 740 of the
EAR), except that:

(i) 9x515 or ‘600 series” items des-
tined to, or in, Country Group D:5 are
eligible for License Exception GOV
(§740.11(b)(2) of the EAR); and

(ii) 1A613.c or .d items destined to, or
in, Country Group D:5 are eligible for
License Exception TMP (§740.9(a)(11) of
the EAR) or License Exception BAG
(§740.14(h)(2) of the EAR).

(13) ‘600 series” items that are con-
trolled for missile technology (MT)
reasons may not be exported, reex-
ported, or transferred (in-country)
under License Exception STA (§740.20
of the EAR). Items controlled under
ECCNs 9D610.b, 9D619.b, 9E610.b, or
9E619.b or .c are not eligible for license
exceptions except for License Excep-
tion GOV (§740.11(b)(2) of the EAR).
Only the following license exceptions
may be used to export 600 series”

15 CFR Ch. VII (1-1-20 Edition)

items to destinations other than those
identified in Country Group D:5 (see
supplement no. 1 to part 740 of the
EAR):

(i) License Exception LVS (§740.3 of
the EAR);

(ii) License Exception TMP (§740.9 of
the EAR);

(iii) License Exception RPL (§740.10
of the EAR);

(iv) License Exception TSU
(§740.13(a), (b), (f) and (g) of the EAR);

(v) License Exception GOV (§740.11(b)
or (c¢) of the EAR);

(vi) License Exception BAG (§740.14);
and

(vii) License Exception STA under
§740.20(c)(1) of the EAR, provided all of
the applicable terms and conditions,
including those specific to the ‘600 se-
ries’’ are met.

(14) Items classified under ECCNs
0A521, 0B521, 0C521, 0D521 and OE521
may only be authorized by License Ex-
ception GOV (§740.11(b)(2)(ii)) or an
item-specific license exception identi-
fied in supplement no. 5 to part 774 for
a particular ECCN 0Y521 item.

NOTE TO PARAGRAPH (a)(14): Item-specific
license exception availability is specific to
each ECCN 0Y521 entry in supplement no. 5
to part 774 and may not be used for any other
ECCN 0Y521 entries in the supplement. The
U.S. Government makes a determination at
the time items are classified under ECCNs
0A521, 0B521, 0C521, 0D521 and 0E521 regarding
whether any license exceptions will be avail-
able, in addition to License Exception GOV
(§740.11(b)(2)(ii)).

(15) If they are sold under a contract
that includes $14,000,000 or more of ‘600
Series Major Defense Equipment” (as
defined in §772.1), exports of ‘600 se-
ries” items to a country not listed in
Country Group A:5 (see supplement no.
1 to part 740 of the EAR), are not eligi-
ble for any license exception except to
U.S. Government end users under Li-
cense Exception GOV (§740.11(b) of the
EAR).

(16) If they are sold under a contract
that includes $25,000,000 or more of ‘600
Series Major Defense Equipment” (as
defined in §772.1), exports of ‘600 se-
ries’’ items to a country listed in Coun-
try Group A:5 (see supplement no. 1 to
part 740 of the EAR), are not eligible
for any license exception except to U.S.
Government end users under License
Exception GOV (§740.11(b) of the EAR).
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(17) A party to the transaction, as de-
scribed in §748.5 of the EAR, is listed
on the Unverified List in supplement
no. 6 to part 744, see §744.15 of the EAR.

(18) 9x515 items that are controlled
for missile technology (MT) reasons
may not be exported, reexported, or
transferred (in-country) under License
Exception STA (§740.20 of the EAR).

(19) The exporter or reexporter to
Hong Kong of any item subject to the
EAR and controlled on the CCL for NS,
MT, NP Column 1, or CB reasons has
not received one of the following with
respect to the item:

(i) A copy of an import license issued
to the Hong Kong importer by the Gov-
ernment of the Hong Kong Special Ad-
ministrative Region, pursuant to the
Hong Kong Import and Export (Stra-
tegic Commodities) Regulations, that
covers all items to be exported or reex-
ported pursuant to that license excep-
tion for which a Hong Kong import li-
cense is required and that is valid on
the date of the export or reexport that
is subject to the EAR; or

(ii) A copy of a written statement
issued by the Government of the Hong
Kong Special Administrative Region
that no import license is required to
import into Hong Kong the item(s) to
be exported or reexported. The state-
ment may have been issued directly to
the Hong Kong importer or it may be a
written statement available to the gen-
eral public. The statement may be used
for more than one export or reexport to
Hong Kong so long as it remains an ac-
curate statement of Hong Kong law.

(20) The reexporter from Hong Kong
of any item subject to the EAR con-
trolled on the CCL for NS, MT, NP col-
umn 1, or CB reasons has not received
one of the following with respect to the
item:

(i) An export license issued by the
Government of the Hong Kong Special
Administrative Region, pursuant to
the Hong Kong Import and Export
(Strategic Commodities) Regulations,
that covers all items to be reexported
pursuant to that license exception for
which a Hong Kong export license is re-
quired and that is valid on the date of
the reexport that is subject to the
EAR; or

(ii) A copy of a written statement
issued by the Government of the Hong

§740.3

Kong Special Administrative Region
that no Hong Kong export license is re-
quired for the item(s) to be rexported.
The statement may have been issued
directly to the Hong Kong reexporter
or it may be a written statement avail-
able to the general public. The state-
ment may be used for more than one
reexport from Hong Kong so long as it
remains an accurate statement of Hong
Kong law.

NOTE TO PARAGRAPH (a): Items subject to
the exclusive export control jurisdiction of
another agency of the U.S. Government may
not be authorized by a license exception or
any other authorization under the EAR. If
your item is subject to the exclusive juris-
diction of another agency of the U.S. Gov-
ernment, you must determine your export li-
censing requirements pursuant to the other
agency’s regulations. See §734.3(b) and sup-
plement no. 3 to part 730 of the EAR for
other U.S. Government departments and
agencies with export control responsibilities.

(b) All License Exceptions are sub-
ject to revision, suspension, or revoca-
tion, in whole or in part, without no-
tice. It may be necessary for BIS to
stop a shipment or an export trans-
action at any stage of its progress, e.g.,
in order to prevent an unauthorized ex-
port or reexport. If a shipment is al-
ready en route, it may be further nec-
essary to order the return or unloading
of the shipment at any port of call.

(c) BIS may by informing the ex-
porter, suspend or revoke any License
Exception in order to comply with U.S.
Wassenaar obligations. In addition, BIS
may inform an exporter, that before
using any License Exception, a notice
be submitted with BIS concerning the
proposed export.

(d) See §746.3 for restrictions on cer-
tain transfers within Iraq of items ex-
ported or reexported to Iraq pursuant
to a License Exception.

[61 FR 12768, Mar. 25, 1996]

EDITORIAL NOTE: For FEDERAL REGISTER ci-
tations affecting §740.2, see the List of CFR
Sections Affected, which appears in the
Finding Aids section of the printed volume
and at www.govinfo.gov.

§740.3 Shipments
(LVS).

(a) Scope. License Exception LLVS au-
thorizes the export and reexport in a

of limited value

283



§740.3

single shipment of eligible commod-
ities as identified by “LVS - $(value
limit)”’ on the CCL.

(b) Eligible destinations. This License
Exception is available for all destina-
tions in Country Group B (see supple-
ment no. 1 to part 740), provided that
the net value of the commodities in-
cluded in the same order and controlled
under the same ECCN entry on the CCL
does not exceed the amount specified
in the LVS paragraph for that entry.

(c) Definitions—(1) Order. The term
order as used in this §740.3 means a
communication from a person in a for-
eign country, or that person’s rep-
resentative, expressing an intent to im-
port commodities from the exporter.
Although all of the details of the order
need not be finally determined at the
time of export, terms relating to the
kinds and quantities of the commod-
ities to be exported, as well as the sell-
ing prices of these commodities, must
be finalized before the goods can be ex-
ported under License Exception LVS.

(2) Net value: for LVS shipments. The
actual selling price of the commodities
that are included in the same order and
are controlled under the same entry on
the CCL, less shipping charges, or the
current market price of the commod-
ities to the same type of purchaser in
the United States, whichever is the
larger. In determining the actual sell-
ing price or the current market price of
the commodity, the value of containers
in which the commodity is being ex-
ported may be excluded. The value for
LVS purposes is that of the controlled
commodity that is being exported, and
may not be reduced by subtracting the
value of any content that would not, if
shipped separately, be subject to 1li-
censing. Where the total value of the
containers and their contents must be
shown on Shipper’s Export Declara-
tions under one Schedule B Number,
the exporter, in effecting a shipment
under this License Exception, must in-
dicate the ‘‘net value” of the contained
commodity immediately below the de-
scription of the commodity.

(3) Single shipment. All commodities
moving at the same time from one ex-
porter to one consignee or inter-
mediate consignee on the same export-
ing carrier even though these commod-
ities will be forwarded to one or more
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ultimate consignees. Commodities
being transported in this manner will
be treated as a single shipment even if
the commodities represent more than
one order or are in separate containers.

(d) Additional eligibility requirements
and restrictions—(1) Eligible orders. To be
eligible for this License Exception, or-
ders must meet the following criteria:

(1) Orders must not exceed the applica-
ble “LVS’’ dollar value limits. An order is
eligible for shipment under LLVS when
the ‘‘net value’” of the commodities
controlled under the same entry on the
CCL does not exceed the amount speci-
fied in the “LVS” paragraph for that
entry. An LVS shipment may include
more than one eligible order.

(ii) Orders may not be split to meet the
applicable LVS dollar limits. An order
that exceeds the applicable LLVS dollar
value limit may not be misrepresented
as two or more orders, or split among
two or more shipments, to give the ap-
pearance of meeting the applicable
LVS dollar value limit. However an
order that meets all the LLVS eligibility
requirements, including the applicable
LVS dollar value limit, may be split
among two or more shipments.

(iii) Orders must be legitimate. Export-
ers and consignees may not, either col-
lectively or individually, structure or
adjust orders to meet the applicable
LVS dollar value limits.

(2) Restriction on annual value of LVS
orders. The total value of exports per
calendar year to the same ultimate or
intermediate consignee of commodities
classified under a single ECCN may not
exceed 12 times the LLVS value limit for
that ECCN; however, there is no re-
striction on the number of shipments
provided that value is not exceeded.
This annual value limit applies to ship-
ments to the same ultimate consignee
even though the shipments are made
through more than one intermediate
consignee. There is no restriction on
the number of orders that may be in-
cluded in a shipment, except that the
annual value limit per ECCN must not
be exceeded.

(3) Orders where two or more LVS dol-
lar value limits apply. An order may in-
clude commodities that are controlled
under more than one entry on the CCL.
In this case, the net value of the entire
order may exceed the LVS dollar value
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for any single entry on the CCL. How-
ever, the net value of the commodities
controlled under each ECCN entry
shall not exceed the LVS dollar value
limit specified for that entry.

Example to paragraph (d)(3): An order in-
cludes commodities valued at $8,000. The
order consists of commodities controlled
under two ECCN entries, each having an LVS
value limit of $5000. Commodities in the
order controlled under one ECCN are valued
at $3,500 while those controlled under the
other ECCN are valued at $4,500. Since the
net value of the commodities controlled
under each entry falls within the LLVS dollar
value limits applicable to that entry, the
order may be shipped under this License Ex-
ception.

(4) Prohibition against evasion of li-
cense requirements. Any activity involv-
ing the use of this License Exception to
evade license requirements is prohib-
ited. Such devices include, but are not
limited to, the splitting or structuring
of orders to meet applicable LLVS dollar
value limits, as prohibited by para-
graphs (d)(1) (ii) and (iii) of this sec-
tion.

(5) Exports and reexports of encryption
components or spare parts. For compo-
nents or spare parts controlled for
“EI” reasons under ECCN 5A002, ex-
ports and reexports under this License
Exception must be destined to support
a commodity previously authorized for
export or reexport.

(e) Reexports. Commodities may be
reexported under this License Excep-
tion, provided that they could be ex-
ported from the United States to the
new country of destination under LVS.

(f) Reporting requirements. See §743.1 of
the EAR for reporting requirements for
exports of certain commodities under
License Exception LVS.

[61 FR 64274, Dec. 4, 1996, as amended at 63
FR 2456, Jan. 15, 1998; 63 FR 50520, Sept. 22,
1998; 73 FR 57504, Oct. 3, 2008]

§740.4 Shipments to Country Group B
countries (GBS).

License Exception GBS authorizes
exports and reexports to Country
Group B (see supplement no. 1 to part
740) of those commodities where the
Commerce Country Chart (supplement
no. 1 to part 738 of the EAR) indicates
a license requirement to the ultimate
destination for national security rea-
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sons only and identified by ‘“GBS—
Yes’” on the CCL. See §743.1 of the EAR
for reporting requirements for exports
of certain commodities under License
Exception GBS.

[63 FR 2456, Jan. 15, 1998, as amended at 69
FR 5690, Feb. 6, 2004]

§740.5 Civil end-users (CIV).

(a) Scope. License Exception CIV au-
thorizes exports and reexports of items
on the Commerce Control List (CCL)
(supplement no. 1 to part 774 of the
EAR) that have a license requirement
to the ultimate destination pursuant
to the Commerce Country Chart (sup-
plement no. 1 to part 738 of the EAR)
for NS reasons only; and identified by
“CIV—Yes” in the License Exception
section of the Export Control Classi-
fication Number (ECCN), provided the
items are destined to civil end-users
for civil end-uses in Country Group D:1,
except North Korea (supplement no. 1
to part 740 of this part).

(b) Restrictions—(1) Restricted end-
users and end-uses. You may not use
CIV if you ‘‘know’ the item will be or
is intended to be exported, reexported,
or transferred (in-country) to military
uses or military end-users. Such ex-
ports, reexports, and transfers (in-
country) will continue to require a li-
cense. In addition to conventional mili-
tary activities, military uses include
any proliferation activities described
and prohibited by part 744 of the EAR.

(2) Visa status. Deemed exports under
License Exception CIV are not author-
ized to foreign nationals in an expired
visa status. It is the responsibility of
the exporter to ensure that, in the case
of deemed exports, the foreign national
maintains a valid U.S. visa, if required
to hold a visa from the United States.

(c) Reporting requirement. See §743.1 of
the EAR for reporting requirements for
exports of certain items under this Li-
cense Exception.

[69 FR 64493, Nov. 5, 2004, as amended at 73
FR 68324, Nov. 18, 2008; 75 FR 31680, June 4,
2010; 81 FR 64669, Sept. 20, 2016]

§740.6 Technology and software under
restriction (TSR).

(a) Scope. License Exception TSR per-
mits exports and reexports of tech-
nology and software where the Com-
merce Country Chart (supplement no. 1
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to part 738 of the EAR) indicates a li-
cense requirement to the ultimate des-
tination for national security reasons
only and identified by “TSR—Yes” in
entries on the CCL, provided the soft-
ware or technology is destined to Coun-
try Group B. (See supplement no. 1 to
part 740.) A written assurance is re-
quired from the consignee before ex-
porting or reexporting under this Li-
cense Exception.

(1) Required assurance for export of
technology. You may not export or re-
export technology under this License
Exception until you have received from
the importer a written assurance that,
without a BIS license or License Ex-
ception, the importer will not:

(i) Reexport or release the tech-
nology to a national of a country in
Country Groups D:1, E:1, or E:2; or

(ii) Export to Country Groups D:1,
E:1, or E:2 the direct product of the
technology, if such foreign produced di-
rect product is subject to national se-
curity controls as identified on the
CCL (See General Prohibition Three,
§736.2(b)(3) of the EAR); or

(iii) If the direct product of the tech-
nology is a complete plant or any
major components of a plant, export to
Country Groups D:1, E:1, or E:2 of the
direct product of the plant or major
components thereof, if such foreign
produced direct product is subject to
national security controls as identified
on the CCL or is ‘‘subject to the ITAR”
(see 22 CFR parts 120 through 130).

(2) Required assurance for export of
software. You may not export or reex-
port software under this License Ex-
ception until you have received from
the importer a written assurance that,
without a BIS license or License Ex-
ception, the importer will neither:

(i) Reexport or release the software
or the source code for the software to a
national of a country in Country
Groups D:1, E:1, or E:2; nor

(ii) Export to Country Groups D:1,
E:1, or E:2 the direct product of the
software, if such foreign produced di-
rect product is subject to national se-
curity controls as identified on the
CCL. (See General Prohibition Three,
§736.2(b)(3) of the EAR).

(3) Form of written assurance. The re-
quired assurance may be made in the
form of a letter or any other written
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communication from the importer, in-
cluding communications via facsimile,
or the assurance may be incorporated
into a licensing agreement that specifi-
cally includes the assurances. An as-
surance included in a licensing agree-
ment is acceptable only if the agree-
ment specifies that the assurance will
be honored even after the expiration
date of the licensing agreement. If such
a written assurance is not received, Li-
cense Exception TSR is not applicable
and a license is required. The license
application must include a statement
explaining why assurances could not be
obtained.

(4) Other License Ezxceptions. The re-
quirements in this License Exception
do not apply to the export of tech-
nology or software under other License
Exceptions, or to the export of tech-
nology or software included in an ap-
plication for the foreign filing of a pat-
ent, provided the filing is in accord-
ance with the regulations of the U.S.
Patent Office.

(b) Reporting requirements. See §743.1
of the EAR for reporting requirements
for exports of certain items under Li-
cense Exception TSR. Note that re-
ports are not required for release of
technology or source code subject to
the EAR to foreign nationals in the
U.S. under the provisions of License
Exception TSR.

[61 FR 64275, Dec. 4, 1996, as amended at 63
FR 50520, Sept. 22, 1998; 63 FR 55019, Oct. 14,
1998; 69 FR 5690, Feb. 6, 2004; 75 FR 44890, July
30, 2010; 78 FR 61901, Oct. 4, 2013; 80 FR 43318,
July 22, 2015]

§740.7 Computers (APP).

(a) Scope—(1) Commodities. License
Exception APP authorizes exports, re-
exports and transfers (in-country) of
computers, including ‘‘electronic as-
semblies’ and specially designed com-
ponents therefor controlled by ECCN
4A003 exported or reexported sepa-
rately or as part of a system for con-
sumption in Computer Tier countries
as provided by this section. When eval-
uating your computer to determine Li-
cense Exception APP eligibility, use
the APP parameter to the exclusion of
other technical parameters in ECCN
4A003.

(2) Technology and software. License
Exception APP authorizes exports of
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technology and software controlled by
ECCNs 4D001 and 4E001 specially de-
signed or modified for the ‘‘develop-
ment,” ‘“‘production,” or ‘‘use’ of com-
puters, including ‘‘electronic assem-
blies”” and specially designed compo-
nents therefor classified in ECCN 4A003
to Computer Tier countries as provided
by this section.

(b) Restrictions. (1) Related equipment
controlled under ECCN 4A003.g may
not be exported or reexported under
this License Exception when exported
or reexported separately from eligible
computers authorized under this Li-
cense Exception.

(2) Access and release restrictions. (i)
[Reserved]

(ii) Technology and source code. Tech-
nology and source code eligible for Li-
cense Exception APP may not be re-
leased to nationals of Cuba, Iran, North
Korea, Sudan, or Syria.

(3) Computers and software eligible
for License Exception APP may not be
reexported or transferred (in country)
without prior authorization from BIS,
i.e., a license, a permissive reexport,
another License Exception, or ‘“No Li-
cense Required’”. This restriction must
be conveyed to the consignee, via the
Destination Control Statement, see
§758.6 of the EAR. Additionally, the
end-use and end-user restrictions in
paragraph (b)(5) of this section must be
conveyed to any consignee in Computer
Tier 3.

(4) You may not use this License Ex-
ception to export or reexport items
that you know will be used to enhance
the APP beyond the eligibility limit
allowed to your country of destination.

(5) License Exception APP does not
authorize exports, reexports and trans-
fers (in-country) for nuclear, chemical,
biological, or missile end-users and
end-uses subject to license require-
ments under §§744.2, 744.3, T744.4, and
744.5 of the EAR. Such exports, reex-
ports and transfers (in-country) will
continue to require a license and will
be considered on a case-by-case basis.
Reexports and transfers (in-country) to
these end-users and end-uses in eligible
countries are strictly prohibited with-
out prior authorization.

(6) Foreign nationals in an expired
visa status are not eligible to receive
deemed exports of technology or source
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code under this License Exception. It is
the responsibility of the exporter to en-
sure that, in the case of deemed ex-
ports, the foreign national maintains a
valid U.S. visa, if required to hold a
visa from the United States.

(c) Computer Tier 1 destinations—(1) EI-
igible destinations. The destinations
that are eligible to receive exports and
reexports under paragraph (c) of this
section include: Albania, Antigua and
Barbuda, Argentina, Aruba, Australia,
Austria, Bahamas (The), Bangladesh,
Barbados, Belgium, Belize, Benin, Bhu-
tan, Bolivia, Botswana, Brazil, Brunei,
Bulgaria, Burkina Faso, Burma, Bu-
rundi, Cameroon, Cape Verde, Central
African Republic, Chad, Chile, Colom-
bia, Congo (Democratic Republic of
the), Congo (Republic of the), Costa
Rica, Cote d’Ivoire, Croatia, Curacao,
Cyprus, Czech Republic, Denmark,
Dominica, Dominican Republic, Ecua-
dor, El Salvador, Equatorial Guinea,
Eritrea, Estonia, Ethiopia, Fiji, Fin-
land, France, Gabon, Gambia (The),
Germany, Ghana, Greece, Grenada,
Guatemala, Guinea, Guinea-Bissau,
Guyana, Haiti, Honduras, Hong Kong,
Hungary, Iceland, Indonesia, Ireland,
Italy, Jamaica, Japan, Kenya, Kiribati,
Korea (Republic of), Latvia, Lesotho,
Liberia, Lithuania, Luxembourg,
Madagascar, Malawi, Malaysia,
Maldives, Mali, Malta, Marshall Is-
lands, Mauritius, Mexico, Micronesia
(Federated States of), Monaco, Mozam-
bique, Namibia, Nauru, Nepal, Nether-
lands, New Zealand, Nicaragua, Niger,
Nigeria, Norway, Palau, Panama,
Papua New Guinea, Paraguay, Peru,
Philippines, Poland, Portugal, Roma-
nia, Rwanda, St. Kitts & Nevis, St.
Lucia, St. Vincent and the Grenadines,
Sao Tome & Principe, Samoa, San
Marino, Senegal, Seychelles, Sierra
Leone, Singapore, Sint Maarten (the
Dutch two-fifths of the island of Saint
Martin), Slovakia, Slovenia, Solomon
Islands, Somalia, South Africa, Spain,
Sri Lanka, Surinam, Swaziland, Swe-
den, Switzerland, Taiwan, Tanzania,
Togo, Tonga, Thailand, Timor-Leste,
Trinidad and Tobago, Turkey, Tuvalu,
Uganda, United Kingdom, Uruguay,
Vatican City, Venezuela, Western Sa-
hara, Zambia, and Zimbabwe.

(2) Eligible commodities. All com-
puters, including electronic assemblies
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and specially designed components
therefore are eligible for export or re-
export under License Exception APP to
Tier 1 destinations, subject to the re-
strictions in paragraph (b) of this sec-
tion.

(3) Eligible technology and software. (i)
Technology and software described in
paragraph (a)(2) of this section for com-
puters of unlimited APP are eligible
for export, reexport, transfer (in-coun-
try) under License Exception APP to
countries listed in Country Group A:5,
see supplement no. 1 to this part; and

(ii) “‘Development’ and ‘‘production”
technology and source code described
in paragraph (a)(2) of this section for
computers with a APP less than or
equal to 40 Weighted TeraFLOPS (WT)
are eligible for deemed exports under
License Exception APP to foreign na-
tionals of Tier 1 destinations, other
than the destinations that are listed in
paragraph (c)(3)(i) of this section, sub-
ject to the restrictions in paragraph (b)
of this section.

(iii) “‘Use” technology and source
code described in paragraph (a)2) of
this section for computers with a APP
less than or equal to 200 WT are eligi-
ble for deemed exports under License
Exception APP to foreign nationals of
Tier 1 destinations, other than the des-
tinations that are listed in paragraph
(¢)(3)(i) of this section, subject to the
restrictions in paragraph (b) of this
section.

(d) Computer Tier 3 destinations—(1)
Eligible destinations. Eligible destina-
tions under paragraph (d) of this sec-
tion are: Afghanistan, Algeria, An-
dorra, Angola, Armenia, Azerbaijan,
Bahrain, Belarus, Bosnia &
Herzegovina, Cambodia, China (Peo-
ple’s Republic of), Comoros, Djibouti,
Egypt, Georgia, India, Iraq, Israel, Jor-
dan, Kazakhstan, Kosovo, Kuwait,
Kyrgyzstan, Laos, Lebanon, Libya,
Macau, Macedonia (The Former Yugo-
slav Republic of), Mauritania, Moldova,
Mongolia, Montenegro, Morocco,
Oman, Pakistan, Qatar, Russia, Saudi
Arabia, Serbia, Tajikistan, Tunisia,
Turkmenistan, Ukraine, United Arab
Emirates, Uzbekistan, Vanuatu, Viet-
nam, and Yemen.

(2) Eligible commodities. None.

(3) Eligible technology and source code.
(i) “‘Development’” and ‘‘production”
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technology and source code described
in paragraph (a)(2) of this section for
computers with an APP less than or
equal to 16 Weighted TeraFLOPs (WT)
are eligible for deemed exports under
License Exception APP to foreign na-
tionals of Tier 3 destinations as de-
scribed in paragraph (d)(1) of this sec-
tion, subject to the restrictions in
paragraph (b) of this section.

(ii) ““Use” technology and source code
described in paragraph (a)(2) of this
section for computers with an APP less
than or equal to 32 WT are eligible for
deemed exports under License Excep-
tion APP to foreign nationals of Tier 3
destinations as described in paragraph
(d)(1) of this section, subject to the re-
strictions in paragraph (b) of this sec-
tion.

(e) Reporting requirements. See §743.1
of the EAR for reporting requirements
of certain items under License Excep-
tion APP.

[71 FR 20883, Apr. 24, 2006, as amended at 71
FR 51717, Aug. 31, 2006; 71 FR 68439, Nov. 27,
2006; 72 FR 13441, Mar. 22, 2007; 72 FR 60249,
Oct. 24, 2007; 73 FR 51218, Sept. 2, 2008; 73 FR
68324, Nov. 18, 2008; 75 FR 31680, June 4, 2010;
75 FR 36514, June 28, 2010; 76 FR 36988, June
24, 2011; 76 FR 54930, Sept. 6, 2011; 76 FR 70339,
Nov. 14, 2011; 77 FR 39367, July 2, 2012; 81 FR
64669, Sept. 20, 2016; 82 FR 38773, Aug. 15, 2017]

§740.8 [Reserved]

§740.9 Temporary imports, exports, re-
exports, and transfers (in-country)
(TMP).

This License Exception authorizes
various temporary exports and reex-
ports; exports and reexports of items
temporarily in the United States; and
exports and reexports of beta test soft-
ware.

(a) Temporary exports, reexports, and
transfers (in-country). License Excep-
tion TMP authorizes exports, reex-
ports, and transfers (in-country) of
items for temporary use abroad (in-
cluding use in or above international
waters) subject to the conditions speci-
fied in this paragraph (a). No item may
be exported, reexported, or transferred
(in-country) under this paragraph (a) if
an order to acquire the item, such as a
purchase order, has been received be-
fore shipment; with prior knowledge
that the item will stay abroad beyond
the terms of this License Exception; or
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when the item is for subsequent lease
or rental abroad. The references to var-
ious countries and country groups in
these TMP-specific provisions do not
limit or amend the prohibitions in
§740.2 of the EAR on the use of license
exceptions generally, such as for ex-
ports of 9x515 or ‘600 series’ items to
destinations in Country Group D:5.

(1) Tools of trade. Exports, reexports,
or transfers (in-country) of commod-
ities and software as tools of trade for
use by the exporter or employees of the
exporter may be made only to destina-
tions other than Country Group E:1.
The tools of trade must remain under
the ‘‘effective control” of the exporter
or the exporter’s employee. Eligible
items are usual and reasonable kinds
and quantities of tools of trade for use
in a lawful enterprise or undertaking of
the exporter. Tools of trade include,
but are not limited to, commodities
and software as is necessary to com-
mission or service items, provided that
the commodity or software is appro-
priate for this purpose and that all
items to be commissioned or serviced
are of foreign origin, or if subject to
the EAR, have been lawfully exported,
reexported, or transferred. Tools of
trade may accompany the individual
departing from the United States or
may be shipped unaccompanied within
one month before the individual’s de-
parture from the United States, or at
any time after departure. Software
used as a tool of trade must be pro-
tected against unauthorized access. Ex-
amples of security precautions to help
prevent unauthorized access include
the following:

(i) Use of secure connections, such as
Virtual Private Network connections,
when accessing IT networks for activi-
ties that involve the transmission and
use of the software authorized under
this license exception;

(ii) Use of password systems on elec-
tronic devices that store the software
authorized under this license excep-
tion; and

(iii) Use of personal firewalls on elec-
tronic devices that store the software
authorized under this license excep-
tion.

(2) Sudan. Notwithstanding the exclu-
sion of destinations in Country Group
E:1 in paragraphs (a)(1) and (3) of this

§740.9

section, items listed in §740.19(b) of the
EAR may be exported or reexported as
tools of trade to Sudan. All other re-
quirements and limitations of this
paragraph (a) apply to such exports and
reexports.

(3) ““Technology,” regardless of media
or format, may be exported, reex-
ported, or transferred (in-country) by
or to a U.S. person, or a foreign person
employee of a U.S. person traveling or
on temporary assignment abroad, sub-
ject to the following restrictions:

(i) Foreign persons may only export,
reexport, transfer (in country) or re-
ceive such ‘‘technology’ as they are
authorized to receive through a license,
license exception other than TMP or
because no license is required.

(ii) ‘“‘Technology’ exported, reex-
ported, or transferred under this au-
thorization may only be possessed or
used by a U.S. person or authorized for-
eign person. Sufficient security pre-
cautions must be taken to prevent the
unauthorized release of the ‘‘tech-
nology.” Such security precautions
may include encryption of the ‘‘tech-
nology,” the use of secure network
connections, such as Virtual Private
Networks, the use of passwords or
other access restrictions on the elec-
tronic device or media on which the
‘“‘technology” is stored, and the use of
firewalls and other network security
measures to prevent unauthorized ac-
cess.

(iii) The individual is an employee of
the U.S. Government or is directly em-
ployed by a U.S. person and not, e.g.,
by a foreign subsidiary.

(iv) ““Technology’ authorized under
this exception may not be used for for-
eign production purposes or for tech-
nical assistance unless authorized
through a license or license exception
other than TMP.

(4) Kits consisting of replacement parts
or components. Kits consisting of re-
placement parts or components may be
exported, reexported, or transferred
(in-country) to all destinations except
Country Group E:1 (see supplement no.
1 to part 740 of the EAR), provided
that:

(i) The parts and components would
qualify for shipment under paragraph
(a)(4)(iii) of this section if exported as
one-for-one replacements;
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(ii) The kits remain under effective
control of the exporter or an employee
of the exporter; and

(iii) All parts and components in the
kit are returned, except that one-for-
one replacements may be made in ac-
cordance with the requirements of Li-
cense Exception RPL and the defective
parts and components returned (see
Parts, Components, Accessories and
Attachments in §740.10(a) of this part).

(5) Exhibition and demonstration. This
paragraph (a)(b) authorizes exports, re-
exports, and transfers (in-country) of
commodities and software for exhi-
bition or demonstration in all destina-
tions except Country Group E:1 (see
supplement no. 1 to this part) provided
that the exporter maintains ownership
of the commodities and software while
they are abroad and provided that the
exporter, an employee of the exporter,
or the exporter’s designated sales rep-
resentative retains ‘‘effective control”
over the commodities and software
while they are abroad. The commod-
ities and software may not be used
when abroad for more than the min-
imum extent required for effective
demonstration. The commodities and
software may not be exhibited or dem-
onstrated at any one site for longer
than 120 days after installation and de-
bugging, unless authorized by BIS.
However, before or after an exhibition
or demonstration, pending movement
to another site, return to the United
States or the foreign reexporter, or BIS
approval for other disposition, the
commodities and software may be
placed in a bonded warehouse or a stor-
age facility provided that the exporter
retains ‘‘effective control” over their
disposition. The export documentation
for this type of transaction must show
the exporter as ultimate consignee, in
care of the person who will have con-
trol over the commodities and software
abroad.

(6) Inspection, test, calibration, and re-
pair. Commodities to be inspected,
tested, calibrated, or repaired abroad
may be exported, reexported, and
transferred (in-country) under this
paragraph (a)(6) to all destinations ex-
cept Country Group E:1.

(7T) Containers. Containers for which
another license exception is not avail-
able and that are necessary for ship-
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ment of commodities may be exported,
reexported, and transferred (in-coun-
try) under this paragraph (a)(7). How-
ever, this paragraph does not authorize
the export of the container’s contents,
which, if not exempt from licensing,
must be separately authorized for ex-
port under either a license exception or
a license.

(8) Assembly in Mexico. Commodities
may be exported to Mexico under Cus-
toms entries that require return to the
United States after processing, assem-
bly, or incorporation into end products
by companies, factories, or facilities
participating in Mexico’s in-bond in-
dustrialization program (IMMEX)
under this paragraph (a)(8), provided
that all resulting end-products (or the
commodities themselves) are returned
to the United States as soon as prac-
ticable but no later than four years
after the date of export or reexport.

(9) News media. (i) Commodities nec-
essary for mnews-gathering purposes
(and software necessary to use such
commodities) may be temporarily ex-
ported or reexported for accredited
news media personnel (i.e., persons
with credentials from a news-gathering
or reporting firm) to Cuba, North
Korea, Sudan, or Syria (see supplement
no. 1 to part 740) if the commodities:

(A) Are retained under ‘‘effective
control” of the exporting news-gath-
ering firm in the country of destina-
tion;

(B) Remain in the physical possession
of the news media personnel in the
country of destination. The term phys-
ical possession for purposes of this
paragraph (a)(9) means maintaining ef-
fective measures to prevent unauthor-
ized access (e.g., securing equipment in
locked facilities or hiring security
guards to protect the equipment); and

(C) Are removed with the news media
personnel at the end of the trip.

(ii) When exporting under this para-
graph (a)(9) from the United States, the
exporter must email a copy of the
packing list or similar identification of
the exported commodities, to
bis.compliance@bis.doc.gov specifying
the destination and estimated dates of
departure and return. The Office of Ex-
port Enforcement (OEE) may check re-
turns to assure that the provisions of
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this paragraph (a)(9) are being used
properly.

(iii) Commodities or software nec-
essary for mnews-gathering purposes
that accompany news media personnel
to all other destinations shall be ex-
ported, reexported, or transferred (in-
country) under paragraph (a)(1), tools of
trade, of this section if owned by the
news gathering firm, or if they are per-
sonal property of the individual news
media personnel. Note that paragraphs
(a)(1), tools of trade, and (a)(9), news
media, of this section do not preclude
independent accredited contract per-
sonnel, who are under control of news-
gathering firms while on assignment,
from using these provisions, provided
that the news gathering firm des-
ignates an employee of the contract
firm to be responsible for the equip-
ment.

(10) Temporary exports to a U.S. per-
son’s foreign subsidiary, affiliate, or facil-
ity abroad. Components, parts, tools,
accessories, or test equipment exported
by a U.S. person to a subsidiary, affil-
iate, or facility owned or controlled by
the U.S. person, if the components,
parts, tools, accessories, or test equip-
ment are to be used to manufacture,
assemble, test, produce, or modify
items, provided that such components,
parts, tools, accessories or test equip-
ment are not transferred (in-country)
or reexported from such subsidiary, af-
filiate, or facility, alone or incor-
porated into another item, without
prior authorization by BIS.

(11) Personal protective ‘‘equipment’’
classified under ECCN 1A4613.c or .d and
individual protection ‘‘equipment’’ classi-
fied under ECCN 1A4607.f—(i) Temporary
exports, reexports, or in-country transfers
to countries not identified in Country
Group D:5. U.S. persons may tempo-
rarily export or reexport one set of
body armor classified under ECCN
1A613.d (which may include one helmet
classified under ECCN 1A613.c) or one
set of chemical or biological agent pro-
tective gear classified under ECCN
1A607.f (which may include one addi-
tional filter canister classified under
ECCN 1A607.x) to countries not identi-
fied in Country Group D:5, provided
that:

(A) The items are with the U.S. per-
son’s baggage or effects, whether ac-
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companied or unaccompanied (but not
mailed); and

(B) The items are for that U.S. per-
son’s exclusive use and not for transfer
of ownership unless reexported or
transferred (in-country) to another
U.S. person.

(ii) Temporary exports, reexports, or
transfers (in-country) to countries identi-
fied in Country Group D:5—(A) Iraq. U.S.
persons may temporarily export or re-
export one set of body armor classified
under ECCN 1A613.d (which may in-
clude one helmet classified under
ECCN 1A613.c) or one set of chemical or
biological agent protective gear classi-
fied under ECCN 1A607.f (which may in-
clude one additional filter canister
classified under ECCN 1A607.x) to Iraq,
for personal use, provided that the re-
quirements in paragraph (a)(11)(i) of
this section are met. In addition, the
U.S. person must be affiliated with the
U.S. Government and traveling on offi-
cial business or traveling in support of
a U.S. Government contract, or the
U.S. person must be traveling to Iraq
under a direct authorization by the
Government of Iraq and engaging in ac-
tivities for, on behalf of, or at the re-
quest of, the Government of Iraq. Doc-
umentation regarding direct authoriza-
tion from the Government of Iraq shall
include an English translation.

(B) Other countries in Country Group
D:5. U.S. persons may temporarily ex-
port or reexport one set of body armor
classified under ECCN 1A613.d (which
may include one helmet classified
under ECCN 1A613.c) or one set of
chemical or biological agent protective
gear classified under ECCN 1A607.f
(which may include one additional fil-
ter canister -classified under ECCN
1A607.x) to countries in Country Group
D:5 (except Iraq), for personal use, pro-
vided that the requirements in para-
graph (a)(11)(i) of this section are met,
and the U.S. person is affiliated with
the U.S. Government traveling on offi-
cial business or is traveling in support
of a U.S. Government contract.

(iii) Items exported, reexported, or
transferred (in-country) under this
paragraph (a)(11), if not consumed or
destroyed in the normal course of au-
thorized temporary use abroad, must
be returned to the United States or
other country from which the items
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were so transferred as soon as prac-
ticable but no later than four years
after the date of export, reexport or
transfer (in-country).

(12) U.S. persons. For purposes of this
§740.9, a U.S. person is defined as fol-
lows: an individual who is a citizen of
the United States, an individual who is
a lawful permanent resident as defined
by 8 U.S.C. 1101(a)(2) or an individual
who is a protected individual as defined
by 8 U.S.C. 1324b(a)(3). U.S. person also
means any juridical person organized
under the laws of the United States, or
any jurisdiction within the TUnited
States (e.g., corporation, business asso-
ciation, partnership, society, trust, or
any other entity, organization or group
that is authorized to do business in the
United States).

(13) Destinations. Destination restric-
tions apply to temporary exports, reex-
ports, or transfers (in-country) to and
for use on any vessel, aircraft or terri-
tory under ownership, control, lease, or
charter by any country specified in any
authorizing paragraph of this section,
or any national thereof.

(14) Return or disposal of items. With
the exception of items described in
paragraphs (a)(8) and (11) of this sec-
tion, all items exported, reexported, or
transferred (in-country) under this sec-
tion must, if not consumed or de-
stroyed in the normal course of author-
ized temporary use abroad, be returned
to the United States or other country
from which the items were so trans-
ferred as soon as practicable but no
later than one year after the date of
export, reexport, or transfer (in-coun-
try). Items not returned shall be dis-
posed of or retained in one of the fol-
lowing ways:

(i) Permanent export, reexport, or trans-
fer (in-country). An exporter or re-
exporter who wants to sell or otherwise
dispose of the items abroad, except as
permitted by this or other applicable
provision of the EAR, must apply for a
license in accordance with §§748.1, 748.4
and 748.6 of the EAR. (Part 748 of the
EAR contains more information about
license applications.) The application
must be supported by any documents
that would be required in support of an
application for export license for ship-
ment of the same items directly from
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the United States to the proposed des-
tination.

(ii) Use of a license. An outstanding li-
cense may also be used to dispose of
items covered by the provisions of this
paragraph (a), provided that the out-
standing license authorizes direct ship-
ment of the same items to the same
new ultimate consignee or end-user.

(ii1) Authorization to retain item abroad
beyond one year. An exporter, re-
exporter or transferor who wants to re-
tain an item at the temporary location
beyond one year must apply for a li-
cense in accordance with §§748.1, 748.4
and 748.6 of the EAR to BIS at least 90
days prior to the expiration of the one-
year period. The application must in-
clude the name and address of the ex-
porter, the date the items were ex-
ported, a brief product description, and
the justification for the extension. If
BIS approves the extension, the appli-
cant will receive authorization for an
extension not to exceed four years from
the date of initial export, reexport, or
transfer. Any request for retaining the
items abroad for a period exceeding
four years must be made in accordance
with the requirements of paragraph
(a)(14)(i) of this section.

(b) Exports of items temporarily in the
United States—(1) Items moving in transit
through the United States. Subject to
the following conditions, the provisions
of this paragraph (b)(1) authorize ex-
port of items moving in transit
through the United States under a
Transportation and Exportation
(T.&E.) customs entry or an Immediate
Exportation (I.E.) customs entry made
at a U.S. Customs and Border Protec-
tion Office.

(i) Items controlled for national secu-
rity (NS) reasons, nuclear proliferation
(NP) reasons, or chemical and biologi-
cal weapons (CB) reasons may not be
exported to Country Group D:1, D:2, or
D:3 (see supplement no. 1 to part 740),
respectively, under this paragraph
(b)(D).

(ii) Items may not be exported to
Country Group E:1 under this section.

(iii) The following may not be ex-
ported from the United States under
this paragraph (b)(1):

(A) Commodities shipped to the
United States under an International
Import Certificate, Form BIS-645P;
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(B) Chemicals controlled under ECCN
1C350; or

(C) Horses for export by sea (refer to
short supply controls in part 754 of the
EAR).

(iv) The authorization to export in
paragraph (b)(1) shall apply to all ship-
ments from Canada moving in transit
through the United States to any for-
eign destination, regardless of the na-
ture of the commodities or software or
their origin, notwithstanding any
other provision of this paragraph (b)(1).

(2) Items imported for marketing, or for
display at U.S. exhibitions or trade fairs.
Subject to the following conditions,
the provisions of this paragraph (b)(2)
authorize the export of items that were
imported into the United States for
marketing, or for display at an exhi-
bition or trade fair and were either en-
tered under bond or permitted tem-
porary free import under bond pro-
viding for their export and are being
exported in accordance with the terms
of that bond.

(i) Items may be exported to the
country from which imported into the
United States. However, items origi-
nally imported from Cuba may not be
exported unless the U.S. Government
had licensed the import from that
country.

(ii) Items may be exported to any
destination other than the country
from which imported except:

(A) Items imported into the United
States under an International Import
Certificate;

(B) Exports to Country Group E:1 (see
supplement no. 1 to part 740); or

(C) Exports to Country Group D:1,
D:2, or D:3 (see supplement no. 1 to part
740) of items controlled for national se-
curity (NS) reasons, nuclear non-
proliferation (NP) reasons, or chemical
and biological weapons (CB) reasons,
respectively.

(3) Return of foreign-origin items. A
foreign-origin item may be returned
under this license exception to the
country from which it was imported if
its characteristics and capabilities
have not been enhanced while in the
United States, except that no foreign-
origin items may be returned to Cuba.

(4) Return of shipments refused entry.
Shipments of items refused entry by
the U.S. Customs and Border Protec-
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tion, the Food and Drug Administra-
tion, or other U.S. Government agency
may be returned to the country of ori-
gin, except to:

(i) A destination in Cuba; or

(ii) A destination from which the
shipment has been refused entry be-
cause of the Foreign Assets Control
Regulations of the Treasury Depart-
ment, unless such return is licensed or
otherwise authorized by the Treasury
Department, Office of Foreign Assets
Control (31 CFR parts 500-599).

NOTE 1 TO PARAGRAPH (b): A commodity
withdrawn from a bonded warehouse in the
United States under a ‘withdrawal for ex-
port’ customs entry is considered as ‘moving
in transit’. It is not considered as ‘moving in
transit’ if it is withdrawn from a bonded
warehouse under any other type of customs
entry or if its transit has been broken for a
processing operation, regardless of the type
of customs entry.

NOTE 2 TO PARAGRAPH (b): Items shipped on
board a vessel or aircraft and passing
through the United States from one foreign
country to another may be exported without
a license provided that (a) while passing in
transit through the United States, they have
not been unladen from the vessel or aircraft
on which they entered, and (b) they are not
originally manifested to the United States.

NOTE 3 TO PARAGRAPH (b): A shipment orig-
inating in Canada or Mexico that inciden-
tally transits the United States en route to
a delivery point in the same country does
not require a license.

(c) Ezxports of beta test software—(1)
Scope. The provisions of this paragraph
(c) authorize exports and reexports to
eligible countries of beta test software
intended for distribution to the general
public.

(2) Eligible countries. Encryption soft-
ware controlled under ECCN 5D002 is
not eligible for export or reexport to a
country in Country Group E:1 under
the provisions of this paragraph (c). All
other beta test software is eligible for
export or reexport to all destinations,
except Cuba, Iran, and Sudan under the
provisions of this paragraph (c).

(3) Eligible software. All software that
is controlled by the Commerce Control
List (supplement no.1 to part 774 of the
EAR), and under Commerce licensing
jurisdiction, is eligible for export and
reexport, subject to the restrictions of
this paragraph (c¢). Encryption software
controlled for “EI” reasons under
ECCN 5D002 is eligible for export and
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reexport under this paragraph (c), pro-
vided that the exporter has submitted
the information described in paragraph
(c)(8) of this section by the time of ex-
port. Final encryption products pro-
duced by the testing consignee are sub-
ject to any applicable provisions in
§742.15(b) of the EAR (for mass market
encryption commodities and software
with symmetric key length exceeding
64-bits) or §740.17 of the EAR (License
Exception ENC), including review and
reporting requirements.

(4) Conditions for use. EXports or reex-
ports of beta test software programs
under the provisions of this paragraph
(c) must meet all of the following con-
ditions:

(i) The software producer intends to
market the software to the general
public after completion of the beta
testing, as described in the General
Software Note (see supplement no. 2 to
part 774 of the EAR) or the Cryptog-
raphy Note in Category 5, Part 2 (‘‘In-
formation Security’’) of the Commerce
Control List (see supplement no.l to
part 774 of the EAR);

(ii) The software producer provides
the software to the testing consignee
free-of-charge or at a price that does
not exceed the cost of reproduction and
distribution; and

(iii) The software is designed for in-
stallation by the end-user without fur-
ther substantial support from the sup-
plier.

(5) Importer Statement. Prior to ex-
porting or reexporting any eligible
software under this paragraph (c), the
exporter or reexporter must obtain the
following statement from the testing
consignee, which may be included in a
contract, non-disclosure agreement, or
other document that identifies the im-
porter, the software to be exported, the
country of destination, and the testing
consignee.

“We certify that this beta test software
will only be used for beta testing purposes,
and will not be rented, leased, sold, sub-
licensed, assigned, or otherwise transferred.
Further, we certify that we will not transfer
or export any product, process, or service
that is the direct product of the beta test
software.”

(6) Use limitations. Only testing con-
signees that provide the importer
statement required by paragraph (c)(5)
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of this section may execute any beta
test software that was exported or re-
exported to them under the provisions
of this paragraph (c).

(7T) Return or disposal of software. All
beta test software exported must be de-
stroyed abroad or returned to the ex-
porter within 30 days of the end of the
beta test period as defined by the soft-
ware producer or, if the software pro-
ducer does not define a test period,
within 30 days of completion of the
consignee’s role in the test. Among
other methods, this requirement may
be satisfied by a software module that
will destroy the software and all its
copies at or before the end of the beta
test period.

(8) Notification of beta test encryption
software. For beta test encryption soft-
ware eligible under this license excep-
tion you must, by the time of export or
reexport, submit the information de-
scribed in paragraphs (a) through (d) of
supplement no. 6 to part 742 of the EAR
by e-mail to BIS at crypt@bis.doc.gov
and to the ENC Encryption Request
Coordinator at enc@nsa.gov.

[61 FR 64277, Dec. 4, 1996. Redesignated at 61
FR 68579, Dec. 30, 1996]

EDITORIAL NOTE: For FEDERAL REGISTER ci-
tations affecting §740.9, see the List of CFR
Sections Affected, which appears in the
Finding Aids section of the printed volume
and at www.govinfo.gov.

§740.10 License Exception Servicing
and replacement of parts and
equipment (RPL).

License Exception RPL authorizes
exports and reexports associated with
one-for-one replacement of parts, com-
ponents, accessories, and attachments.
License Exception RPL also authorizes
exports and reexports of certain items
currently ‘‘subject to the EAR’ to or
for, or to replace, a defense article de-
scribed in an export or reexport au-
thorization issued under the authority
of the Arms Export Control Act. It
does not, however, authorize the export
or reexport of defense articles subject
to the ITAR, i.e., described on the
United States Munitions List (22 CFR
121.1).

(a) Parts, components, accessories, and
attachments—(1) Scope. The provisions
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of this paragraph (a) authorize the ex-
port and reexport of one-for-one re-
placement parts, components, acces-
sories, and attachments for previously
exported equipment or other end items.

(2) Ome-for-one replacement of parts,
components, accessories, or attachments.
(i) The terms replacement parts, compo-
nents, accessories, or attachments as used
in this section mean parts, compo-
nents, accessories, or attachments
needed for the immediate repair of
equipment or other end items, includ-
ing replacement of defective or worn
parts or components. (These terms in-
clude ‘subassemblies,” but do not in-
clude test instruments or operating
supplies. The term ‘subassembly’ means
a number of parts or components as-
sembled to perform a specific function
or functions within a commodity. One
example would be printed -circuit
boards with components mounted
thereon. This definition does not in-
clude major subsystems such as those
composed of a number of ‘subassem-
blies.”) Items that improve or change
the basic design characteristics, e.g., as
to accuracy, capability, performance or
productivity, of the equipment or other
end item upon which they are in-
stalled, are not deemed to be replace-
ment parts, components, accessories,
or attachments. For kits consisting of
replacement parts or components, con-
sult §740.9(a)(4) of this part.

(ii) Parts, components, accessories,
and attachments may be exported only
to replace, on a one-for-one basis,
parts, components, accessories, or at-
tachments, respectively, contained in
commodities that were: Lawfully ex-
ported from the United States; lawfully
reexported; or made in a foreign coun-
try incorporating authorized parts,
components, accessories, or attach-
ments ‘‘subject to the EAR” (see
§734.2(a) of the EAR). ‘600 series”
parts, components, accessories and at-
tachments may be exported only to re-
place, on a one-for-one basis, parts,
components, accessories, or attach-
ments that were: lawfully exported
from the United States, or lawfully re-
exported. The conditions of the origi-
nal U.S. authorization must not have
been violated. Accordingly, the export
of replacement parts, components, ac-
cessories, and attachments may be
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made only by the party who originally
exported or reexported the commodity
to be repaired, or by a party that has
confirmed the existence of appropriate
authority for the original transaction.

(iii) The parts, components, acces-
sories, or attachments to be replaced
must either be destroyed abroad or re-
turned promptly to the person who
supplied the replacements, or to a for-
eign firm that is under the effective
control of that person.

(3) Exclusions to License Exception
RPL. (i) No replacement parts, compo-
nents, accessories, or attachments may
be exported to repair a commodity ex-
ported under a license or other author-
ization if that license or other author-
ization included a condition that any
subsequent replacements may be ex-
ported only under a license.

(ii) No parts, components, acces-
sories, or attachments may be exported
to be held abroad as spares for future
use. Replacements may be exported to
replace spares that were authorized to
accompany the export of equipment or
other end items as those spares are
used in the repair of the equipment or
other end item. This allows mainte-
nance of the stock of spares at a con-
sistent level as the parts, components,
accessories, or attachments are used.

(iii) No parts, components, acces-
sories, or attachments may be exported
to any destination, except the coun-
tries listed in supplement no. 3 to part
744 of the EAR (Countries Not Subject
to Certain Nuclear End Use Restric-
tions in §744.2(a)), if the item is to be
incorporated into or used in nuclear
weapons, nuclear explosive devices, nu-
clear testing related to activities de-
scribed in §744.2(a) of the EAR, the
chemical processing of irradiated spe-
cial nuclear or source material, the
production of heavy water, the separa-
tion of isotopes of source and special
nuclear materials, or the fabrication of
nuclear reactor fuel containing pluto-
nium, as described in §744.2(a) of the
EAR.

(iv) No replacement parts, compo-
nents, accessories, or attachments may
be exported to countries in Country
Group E:1 (see supplement no. 1 to this
part) (countries designated by the Sec-
retary of State as supporting acts of
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international terrorism) if the com-
modity to be repaired is an ‘‘aircraft”
(as defined in §772.1 of the EAR) or is
controlled for national security (NS)
reasons.

(v) No replacement parts, compo-
nents, accessories, or attachments may
be exported to countries in Country
Group E:1 (see supplement no. 1 to this
part) if the commodity to be repaired is
explosives detection equipment classi-
fied under ECCN 2A983 or related soft-
ware classified under ECCN 2D983.

(vi) No replacement parts, compo-
nents, accessories, or attachments may
be exported to countries in Country
Group E:1 (see supplement no. 1 to this
part) if the commodity to be repaired is
concealed object detection equipment
classified under ECCN 2A984 or related
software classified under ECCN 2D984.

(vii) The conditions described in this
paragraph (a)(3) relating to replace-
ment of parts, components, accessories,
or attachments do not apply to reex-
ports to a foreign country of parts,
components accessories, or attach-
ments as replacements in foreign-ori-
gin products, if at the time the replace-
ments are furnished, the foreign-origin
product is eligible for export to such
country under any of the license excep-
tions in this part or the exceptions in
§734.4 of the EAR (De minimis U.S. con-
tent).

(viii) ‘“‘Parts,” ‘‘components,” ‘‘ac-
cessories,” and ‘‘attachments’ classi-
fied in 9x515 or ‘600 series’” ECCNs may
not be exported or reexported to a des-
tination listed in Country Group D:5
(see supplement no. 1 to this part).

(4) Reexports. (i) Parts, components,
accessories, and attachments exported
from the United States may be reex-
ported to a new country of destination,
provided that the conditions estab-
lished in paragraphs (a)(2) and (3) of
this section are met. A party reex-
porting one-for-one replacement parts,
components, accessories, or attach-
ments ‘‘subject to the EAR’ shall en-
sure that the commodities being re-
paired were shipped to their present lo-
cation in accordance with U.S. law and
continue to be lawfully used, and that
either before or promptly after reex-
port of the replacement parts, compo-
nents, accessories, or attachments, the
replaced commodities and software are
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either destroyed or returned to the
United States, or to the foreign firm in
Country Group B (see supplement no. 1
to this part) that shipped the replace-
ment parts.

(ii) The conditions described in para-
graph (a)(3) relating to replacement of
“parts,” ‘‘components,’”’ ‘‘accessories,”’
or ‘“‘attachments’ (excluding 9x515 and
‘600 series’ ECCNs) do not apply to re-
exports to a foreign country of ‘“‘parts,”
‘“‘components,” ‘‘accessories,” or ‘‘at-
tachments’ as replacements in foreign-
origin products, if at the time the re-
placements are furnished, the foreign-
origin product is eligible for export to
such country under any of the License
Exceptions in this part or the foreign-
origin product is not subject to the
EAR pursuant to §734.4.

(b) Servicing and replacement—(1) The
provisions of this paragraph (b) author-
ize the export and reexport to any des-
tination, except for 9x515 or ‘600 se-
ries’’ items to destinations identified
in Country Group D:5 (see supplement
no. 1 to this part) or otherwise prohib-
ited under the EAR, of commodities
and software that were sent to the
United States or to a foreign party for
servicing and replacement of commod-
ities and software ‘‘subject to the
EAR” (see §734.2(a) of the EAR) that
are defective or that an end user or ul-
timate consignee has found unaccept-
able.

(2) Commodities and software sent to
a United States or foreign party for
servicing.

(1) Definition. ‘‘Servicing’’ as used in
this section means inspection, testing,
calibration or repair, including over-
haul and reconditioning. The servicing
shall not have improved or changed the
basic characteristics (e.g., the accu-
racy, capability, performance, or pro-
ductivity) of the commodity or soft-
ware as originally authorized for ex-
port or reexport.

(i1) Return of serviced commodities and
software. When the serviced commodity
or software is returned, it may include
any replacement or rebuilt parts, com-
ponents, accessories, or attachments
necessary to its repair and may be ac-
companied by any spare parts, compo-
nents, tools, accessories, attachments
or other items sent with it for serv-
icing.
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(iii) Commodities and software imported
from Country Group D:1 except the Peo-
ple’s Republic of China (PRC). Commod-
ities and software legally exported or
reexported to a consignee in Country
Group D:1 (except the People’s Repub-
lic of China (PRC)) (see supplement no.
1 to this part) that are sent to the
United States or a foreign party for
servicing may be returned to the coun-
try from which it was sent, provided
that both of the following conditions
are met:

(A) The exporter making the ship-
ment is the same person or firm to
whom the original license was issued;
and

(B) The end use and the end user of
the serviced commodities or software
and other particulars of the trans-
action, as set forth in the application
and supporting documentation that
formed the basis for issuance of the li-
cense have not changed.

(iv) Terrorist supporting countries. No
repaired commodity or software may
be exported or reexported to countries
in Country Group E:1 (see supplement
no. 1 to this part).

(3) Replacements for defective or un-
acceptable equipment ‘‘subject to the
EAR.”

(i) Subject to the following condi-
tions, commodities or software may be
exported or reexported to replace de-
fective or otherwise unusable (e.g., er-
roneously supplied) items.

(A) The commodity or software is
‘“‘subject to the EAR” (see §734.2(a) of
the EAR).

(B) The commodity or software to be
replaced must have been previously ex-
ported or reexported in its present
form under a license or authorization
granted by BIS or an authorization,
e.g., a license or exemption, issued
under the authority of the Arms Ex-
port Control Act.

(C) No commodity or software may
be exported or reexported to replace
equipment that is worn out from nor-
mal use, nor may any commodity or
software be exported to be held in
stock abroad as spare equipment for fu-
ture use.

(D) The replacement item may not
improve the basic characteristic, e.g.,
as to accuracy, capability, perform-
ance, or productivity, of the equipment
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as originally authorized, e.g., under a
license, license exception or an exemp-
tion, for export or reexport.

(E) No shipment may be made to
countries in Country Group E:1 (see
supplement no. 1 to this part), or to
any other destination to replace defec-
tive or otherwise unusable equipment
owned or controlled by, or leased or
chartered to, a national of any of those
countries.

(F) Commodities or ‘“‘software’ ‘‘sub-
ject to the EAR” and classified in 9x515
or ‘600 Series”” ECCNs may not be ex-
ported or reexported to a destination
identified in Country Group D:5 (see
supplement no. 1 to this part).

(ii) In addition to the general condi-
tions in paragraph (b)(3)(i) of this sec-
tion, the following conditions apply to
exports or reexports of replacements
for defective or unacceptable commod-
ities or software ‘‘subject to the EAR”
(see §734.2(a) of the EAR) to a destina-
tion in Country Group B or Country
Group D:1 (see supplement no. 1 to this
part):

(A) By making such an export or re-
export, the exporter represents that all
the requirements of this paragraph (b)
have been met and undertakes to de-
stroy or return the replaced parts as
provided in paragraph (b)(3)(ii)(C) of
this section.

(B) The defective or otherwise unus-
able equipment must be replaced free
of charge, except for transportation
and labor charges. If exporting to the
countries listed in Country Group D:1
(except the PRC), the exporter shall re-
place the commodity or software with-
in the warranty period or within 12
months of its shipment to the ultimate
consignee in the country of destina-
tion, whichever is shorter.

(C) The commodity or software to be
replaced must either be destroyed
abroad or returned to the United
States, or to a foreign firm in Country
Group B that is under the effective
control of the exporter, or to the for-
eign firm that is providing the replace-
ment part or equipment. The destruc-
tion or return must be effected before,
or promptly after, the replacement
item 1is exported from the United
States.

EERNY3
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(D) A party reexporting replacements
for defective or unacceptable U.S.-ori-
gin equipment must ensure that the
commodities or software being re-
placed were shipped to their present lo-
cation in accordance with U.S. law and
continue to be legally used. See §764.7
of the EAR for exports or reexports to
the installed base in Libya.

(c) Special recordkeeping requirements:
ECCNs 2A983, 2A984, 2D983 and 2D984,
and ‘600 Series’’ ECCNs. (1) In addition
to the other recordkeeping require-
ments set forth elsewhere in the EAR,
exporters are required to maintain
records, as specified in this section, for
any items exported or reexported pur-
suant to License Exception RPL to re-
pair, replace, or service previously law-
fully exported or reexported items clas-
sified under ECCNs 2A983, 2A984, 2D983
and 2D984 or a ‘‘600 Series’” ECCN. The
following information must be main-
tained for each such export or reexport
transaction:

(i) A description of the item replaced,
repaired or serviced;

(ii) The type of repair or service;

(iii) Certification of the destruction
or return of item replaced;

(iv) Location of the item replaced, re-
paired or serviced;

(v) The name and address of those
who received the items for replace-
ment, repair, or service;

(vi) Quantity of items shipped; and

(vii) Country of ultimate destination.

(2) Records maintained pursuant to
this section may be requested at any
time by an appropriate BIS official as
set forth in §762.7 of the EAR. Records
that must be included in the annual or
semi-annual reports of exports and re-
exports of ‘600 Series” items under the
authority of License Exception RPL
are described in §743.4 and §762.2(b)(4),
(b)(47) and (b)(48).

[78 FR 22712, Apr. 16, 2013, as amended at 78
FR 61901, Oct. 4, 2013; 79 FR 27435, May 13,
2014; 79 FR 32623, June 5, 2014; 79 FR 48661,
Aug. 18, 2014]

§740.11 Governments, international
organizations, international inspec-
tions under the Chemical Weapons
Convention, and the International
Space Station (GOV).

This License Exception authorizes
exports and reexports for international
nuclear safeguards; U.S. government

15 CFR Ch. VII (1-1-20 Edition)

agencies or personnel; agencies of co-
operating governments; international
inspections under the Chemical Weap-
ons Convention; and the International
Space Station.

(a) International safeguards—(1) Scope.
The International Atomic Energy
Agency (IAEA) is an international or-
ganization that establishes and admin-
isters safeguards, including Additional
Protocols, designed to ensure that spe-
cial nuclear materials and other re-
lated nuclear facilities, equipment, and
material are not diverted from peaceful
purposes to non-peaceful purposes. Eu-
ropean Atomic Energy Community
(Euratom) is an international organiza-
tion of European countries with head-
quarters in Luxembourg. Euratom es-
tablishes and administers safeguards
designed to ensure that special nuclear
materials and other related nuclear fa-
cilities, equipment, and material are
not diverted from peaceful purposes to
non-peaceful purposes. This paragraph
(a) authorizes exports and reexports of
commodities or software to the TAEA
and Euratom, and reexports by IAEA
and Euratom for official international
safeguard use, as follows:

(i) Commodities or software con-
signed to the IAEA at its headquarters
in Vienna, Austria or its field offices in
Toronto, Ontario, Canada or in Tokyo,
Japan for official international safe-
guards use.

(ii) Commodities or software con-
signed to the Euratom Safeguards Di-
rectorate in Luxembourg, Luxembourg
for official international safeguards
use.

(iii) Commodities or software con-
signed to IAEA or Euratom may be re-
exported to any country for IAEA or
Euratom international safeguards use
provided that TAEA or Euratom main-
tains control of or otherwise safe-
guards the commodities or software
and returns the commodities or soft-
ware to the locations described in para-
graphs (a)(1)(i) and (a)(1)(ii) of this sec-
tion when they become obsolete, are no
longer required, or are replaced.

(iv) Commodity or software ship-
ments may be made by persons under
direct contract with IAEA or Euratom,
or by Department of Energy National
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Laboratories as directed by the Depart-
ment of State or the Department of
Energy.

(v) The monitoring functions of IAEA
and Euratom are not subject to the re-
strictions on prohibited safeguarded
nuclear activities described in
§744.2(a)(3) of the EAR.

(vi) When commodities or software
originally consigned to IAEA or
Euratom are no longer in IAEA or
Euratom official safeguards use, such
commodities may be disposed of by de-
struction or by reexport or transfer in
accordance with the EAR.

(2) Restrictions. (i) Items on the Sen-
sitive List (see supplement no. 6 to
part 774 of the EAR) may not be ex-
ported, reexported, or transferred (in-
country) under this paragraph (a), ezx-
cept to the countries listed in Country
Group A:5 (See supplement no.l to part
740 of the EAR).

(ii) Items on the Very Sensitive List
(see supplement no. 7 to part 774 of the
EAR) may not be exported, reexported,
or transferred (in-country) under this
paragraph (a).

(iii) Encryption items controlled for
EI reasons under ECCNs 5A002, 5A004,
5D002, or 5E002 may not be exported, re-
exported, or transferred (in-country)
under this paragraph (a). See §740.17 of
the EAR (License Exception ENC) for
possible alternative license exception
authorization.

(iv) Without prior authorization from
the Bureau of Industry and Security,
nationals of countries in Country
Group E:1(see supplement no. 1 to this
part) may not physically or
computationally access computers that
have been enhanced by ‘‘electronic as-
semblies,”” which have been exported or
reexported under License Exception
GOV and have been used to enhance
such computers by aggregation of proc-
essors so that the APP of the aggrega-
tion exceeds the APP parameter set
forth in ECCN 4A003.b.

(v) 600 series” items may not be ex-
ported or reexported under this para-
graph (a), except to the countries listed
in Country Group A:5 (see supplement
no.l to this part).

(b) United States Government—(1)
Scope. The provisions of this paragraph
(b) authorize exports, reexports, and
transfers (in-country) to personnel and

§740.11

agencies of the U.S. Government and
certain exports by the Department of
Defense. ‘‘Agency of the U.S. Govern-
ment”’ includes all civilian and mili-
tary departments, branches, missions,
government-owned corporations, and
other agencies of the U.S. Government,
but does not include such national
agencies as the American Red Cross or
international organizations in which
the United States participates such as
the Organization of American States.
Therefore, shipments may not be made
to these non-governmental national or
international agencies, except as pro-
vided in paragraph (b)(2)(i) of this sec-
tion for U.S. representatives to these
organizations.

(2) Eligibility—() Items for personal use
by personnel and agencies of the U.S.
Government. This provision is available
for items in quantities sufficient only
for the personal use of members of the
U.S. Armed Forces or civilian per-
sonnel of the U.S. Government (includ-
ing U.S. representatives to public
international organizations), and their
immediate families and household em-
ployees. Items for personal use include
household effects, food, beverages, and
other daily necessities.

(i1) Exports, reexports, and transfers
(in-country) made by or consigned to a
department or agency of the U.S. Govern-
ment. This paragraph authorizes ex-
ports, reexports, and transfers of items
when made by or consigned to a depart-
ment or agency of the U.S. Govern-
ment solely for its official use or for
carrying out any U.S. Government pro-
gram with foreign governments or
international organizations that is au-
thorized by law and subject to control
by the President by other means. This
paragraph does not authorize a depart-
ment or agency of the U.S. Govern-
ment to make any export, reexport, or
transfer that is otherwise prohibited by
other administrative provisions or by
statute. Contractor support personnel
of a department or agency of the U.S.
Government are eligible for this au-
thorization when in the performance of
their duties pursuant to the applicable
contract or other official duties. ’Con-
tractor support personnel’ for the pur-
pose of this provision means those per-
sons who provide administrative, man-
agerial, scientific or technical support
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under contract to a U.S. Government
department or agency (e.g., contractor
employees of Federally Funded Re-
search Facilities or Systems Engineer-
ing and Technical Assistance contrac-
tors). The term ’contractor support
personnel’ for purposes of this para-
graph (b)(2)(ii) is limited to those indi-
viduals who are providing such support
within a U.S. Government owned or op-
erated facility or under the direct su-
pervision of a U.S. government em-
ployee (i.e., an individual directly em-
ployed by the U.S. Government). Pri-
vate security contractors are not ’con-
tractor support personnel’ for purposes
of this paragraph (b)(2)(ii) because al-
though they may work within a U.S.
Government owned or operated facil-
ity, such contractors do not provide ad-
ministrative, managerial, scientific or
technical support under contract to the
U.S. Government. This authorization is
not available when a department or
agency of the U.S. Government acts as
a transmittal agent on behalf of a non-
U.S. Government person, either as a
convenience or in satisfaction of secu-
rity requirements.

(iii) Exports, reexports, and transfers
(in-country) made for or on behalf of a
department or agency of the U.S. Govern-
ment. (A) This paragraph authorizes ex-
ports, reexports, and transfers (in-
country) of items solely for use by a
department or agency of the U.S. Gov-
ernment, when:

(I) The items are destined to a U.S.
person; and

(2) The item is exported, reexported,
or transferred (in-country) pursuant to
a contract between the exporter and a
department or agency of the U.S. Gov-
ernment;

(B) This paragraph authorizes ex-
ports, reexports, and transfers (in-
country) of items to implement or sup-
port any U.S. Government cooperative
program, project, agreement, or ar-
rangement with a foreign government
or international organization or agen-
cy that is authorized by law and sub-
ject to control by the President by
other means, when:

(I) The agreement is in force and in
effect, or the arrangement is in oper-
ation;

(2) The exporter, reexporter, or trans-
feror obtains a written authorization

15 CFR Ch. VII (1-1-20 Edition)

from the Secretary or agency head of
the U.S. Government department or
agency responsible for the program,
agreement, or arrangement, or his or
her designee, authorizing the exporter,
reexporter, or transferor to use this li-
cense exception. The written author-
ization must include the scope of items
to be shipped under this license excep-
tion; the end users and consignees of
the items; and any restrictions on the
export, reexport, or transfer (in-coun-
try) (including any restrictions on the
foreign release of technology);

(3) The exporter, reexporter, or trans-
feror has a contract with a department
or agency of the U.S. Government for
the provision of the items in further-
ance of the agreement, or arrangement;
and

(4) The items being exported, reex-
ported, or transferred (in-country) are
not controlled for Chemical Weapons
Convention (CW) or proliferation of
chemical and biological weapons (CB)
reasons;

(C) This paragraph authorizes the
’temporary’ export, reexport, or trans-
fer (in-country) of an item in support
of any foreign assistance or sales pro-
gram authorized by law and subject to
the control of the President by other
means, when:

(I) The item is provided pursuant to
a contract between the exporter, re-
exporter, or transferor and a depart-
ment or agency of the U.S. Govern-
ment; and

(2) The exporter, reexporter, or trans-
feror obtains a written authorization
from the Secretary or agency head of
the U.S. Government department or
agency responsible for the program, or
his or her designee, authorizing the ex-
porter, reexporter, or transferor to use
this license exception. The written au-
thorization must include the scope of
items to be shipped under this license
exception; the end users and consignees
of the items; and any restrictions on
the export, reexport, or transfer (in-
country) (including any restrictions on
the foreign release of technology);

NOTE 1 TO PARAGRAPH (b)(2)(iii)(C): 'Tem-
porary,’ for purposes of paragraph
(b)(2)(iii)(C) of this section, means that four
years from the date of an item’s initial ex-
port, reexport, or transfer (in-country), it
must be returned to the exporter, reexporter,

300



Bureau of Industry and Security, Commerce

or transferor or its disposition otherwise au-
thorized (e.g., pursuant to a license or an-
other license exception) in accordance with
the EAR.

(D) This paragraph authorizes the ex-
port, reexport, or transfer of commod-
ities or software at the direction of the
U.S. Department of Defense for an end
use in support of an Acquisition and
Cross Servicing Agreement (ACSA),
when:

(I) The ACSA is between the U.S.
Government and a foreign government
or an international organization and is
in force and in effect;

(2) The exporter, reexporter, or trans-
feror has a contract with the depart-
ment or agency of the U.S. government
in furtherance of the ACSA; and

(3) The exporter, reexporter, or trans-
feror obtains a written authorization
from the Secretary or agency head of
the U.S. Government department or
agency responsible for the ACSA, or his
or her designee, authorizing the ex-
porter, reexporter, or transferor to use
this license exception. The written au-
thorization must include the scope of
items to be shipped under this license
exception; the end-users and consignees
of the items; and any restrictions on
the export, reexport, or transfer (in-
country);

(E) This paragraph authorizes the ex-
port, reexport, or transfer (in-country)
of Government Furnished Equipment
(GFE) made by a U.S. Government con-
tractor, when:

(I) The GFE will not be provided to
any foreign person;

(2) The export, reexport, or transfer
(in-country) is pursuant to a contract
with a department or agency of the
U.S. Government; and

(3) Shipment documents must include
the following statement: ‘‘Property of
[insert U.S. Government department,
agency, or service]. Property may not
enter the trade of the country to which
it is shipped. Authorized under License
Exception GOV. U.S. Government point
of contact: [Insert name and telephone
number].”

(F) Electronic Export Information.
Electronic Export Information (EEI)
must be filed in the Automated Export
System (AES) for any export made pur-
suant to paragraph (b)(iii) of this sec-
tion. The EEI must identify License
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Exception GOV as the authority for the
export and indicate that the applicant
has received the relevant documenta-
tion from the contracting U.S. Govern-
ment department, agency, or service.
The Internal Transaction Number as-
signed by AES must be properly anno-
tated on shipping documents (bill of

lading, airway bill, other transpor-
tation documents, or commercial in-
voice).

(G) The exporter, reexporter, or

transferor must obtain an authoriza-
tion, if required, before any item pre-
viously exported, reexported, or trans-
ferred (in-country) under this para-
graph is resold, transferred, reexported,
transshipped, or disposed of to an end
user for any end use, or to any destina-
tion other than as authorized by this
paragraph (e.g., property disposal of
surplus items outside of the United
States), unless:

(I) The transfer is pursuant to a
grant, sale, lease, loan, or cooperative
project under the Arms Export Control
Act or the Foreign Assistance Act of
1961, as amended; or

(2) The item has been destroyed or
rendered useless beyond the possibility
of restoration.

(iv) Items exported at the direction of
the U.S. Department of Defense. This
paragraph authorizes items to be ex-
ported, reexported, or transferred (in-
country) pursuant to an official writ-
ten request or directive from the U.S.
Department of Defense.

(v) This paragraph authorizes items
sold, leased, or loaned by the U.S. De-
partment of Defense to a foreign coun-
try or international organization pur-
suant to the Arms Export Control Act
or the Foreign Assistance Act of 1961
when the items are delivered to rep-
resentatives of such a country or orga-
nization in the United States and ex-
ported, reexported, or transferred on a
military aircraft or naval vessel of that
government or organization or via the
Defense Transportation Service.

(vi) This paragraph authorizes trans-
fer of technology in furtherance of a
contract between the exporter and an
agency of the U.S. Government, if the
contract provides for such technology
and the technology is not ‘‘develop-
ment”’ or ‘“‘production’ technology for
‘600 series’ items.
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(c) Cooperating Governments and the
North Atlantic Treaty Organization—(1)
Scope. The provisions of this paragraph
(c) authorize exports, reexports, and
transfers (in-country) of the items list-
ed in paragraph (c)(2) of this section to
agencies of cooperating governments
or agencies of the North Atlantic Trea-
ty Organization (NATO). ’Agency of a
cooperating government’ includes all
civilian and military departments,
branches, missions, and other govern-
mental agencies of a cooperating na-
tional government. ’Cooperating gov-
ernments’ are the national govern-
ments of countries listed in Country
Group A:l (see supplement no. 1 to this
part) and the national governments of
Hong Kong, Singapore and Taiwan.

NOTE 1 TO PARAGRAPH (c)(1): Civil intergov-
ernmental organizations (such as the Euro-
pean Space Agency (ESA)) where the mem-
bership is limited to national governments
that are ’cooperating governments’ are also
considered ’cooperating governments’ for
purposes of paragraph (c)(1) of this section. If
the membership of the civil intergovern-
mental organization includes any national
governments or other organizations that are
not ’cooperating governments,” such civil
intergovernmental organizations are not
considered ’cooperating governments’ for
purposes of paragraph (c)(1) of this section.
For example, civil intergovernmental orga-
nizations such as the European Aviation
Safety Agency (EASA), the United Nations,
and the World Bank do not fall within para-
graph (c)(1) of this section because their
membership includes governments that are
not ’cooperating governments.’

(2) Eligibility—(i) Items for official use
within national territory by agencies of
cooperating governments. This license
exception is available for all items con-
signed to and for the official use of any
‘agency of a cooperating government’
within the territory of any cooperating
government, except items excluded by
paragraph (c¢)(3) of this section.

(ii) Items for official use by agencies of
cooperating governments for military pur-
poses or NATO. With the exception of
items excluded by paragraph (c)(3) of
this section, this license exception is
available for all items consigned to and
for the official use of:

(A) A military end user of or for the
military end use of cooperating govern-
ments, or

(B) An agency of NATO.
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(iii) Diplomatic and consular missions
of a cooperating government. This 1i-
cense exception is available for all
items consigned to and for the official
use of a diplomatic or consular mission
of a cooperating government located in
any country in Country Group B (see
supplement no. 1 to this part), except
items excluded by paragraph (c)(3) of
this section.

(3) Ezxclusions. The following items
may not be exported, reexported, or
transferred (in-country) under this
paragraph (c):

(i) Items on the Sensitive List (see
supplement no. 6 to part 774 of the
EAR), except to or for the use by gov-
ernments of countries listed in Country
Group A:5 (see supplement no. 1 to this
part) or an agency of NATO;

(ii) Items on the Very Sensitive List
(see supplement no. 7 to part 774 of the
EAR);

(iii) Encryption items controlled for
EI reasons under ECCNs 5A002, 5A004,
5D002, or 5E002 (see §740.17 of the EAR
for License Exception ENC);

(iv) Regional stability items con-
trolled under ECCNs 6A002.a.1.c, 6E001
“‘technology’’ according to the General
Technology Note for the ‘‘develop-
ment’”’ of equipment in 6A002.a.1.c, and
6E002 ‘‘technology’ according to the
General Technology Note for the ‘‘pro-
duction” of equipment in 6A002.a.1.c.;

(v) 600 series’ items, except to or for
the use by governments of countries
listed in Country Group A:5 (see sup-
plement no. 1 to this part) or an agency
of NATO;

(vi) Items controlled for nuclear non-
proliferation (NP) reasons; or

(vii) Items listed as not eligible for
License Exception STA in
§740.20(b)(2)(ii) of the EAR.

(d) International inspections under the
Chemical Weapons Convention (CWC or
Convention). (1) The Organization for
the Prohibition of Chemical Weapons
(OPCW) is an international organiza-
tion that establishes and administers
an inspection and verification regime
under the Convention designed to en-
sure that certain chemicals and related
facilities are not diverted from peace-
ful purposes to non-peaceful purposes.
This paragraph (d) authorizes exports
and reexports to the OPCW and exports
and reexports by the OPCW for official
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international inspection and
verification use under the terms of the
Convention as follows:

(i) Commodities and software con-
signed to the OPCW at its headquarters
in The Hague for official international
OPCW use for the monitoring and in-
spection functions set forth in the Con-
vention, and technology relating to the
maintenance, repair, and operation of
such commodities and software. The
OPCW must maintain ‘‘effective con-
trol” of such commodities, software
and technology.

(ii) Controlled technology relating to
the training of the OPCW inspectorate.

(iii) Controlled technology relating
to a CWC inspection site, including
technology released as a result of:

(A) Visual inspection of U.S.-origin
equipment or facilities by foreign na-
tionals of the inspection team;

(B) Oral communication of controlled
technology to foreign nationals of the
inspection team in the U.S. or abroad;
and

(C) The application to situations
abroad of personal knowledge or tech-
nical experience acquired in the U.S.

(2) Exclusions. The following items
may not be exported or reexported
under the provisions of this paragraph
(d):

(i) Inspection samples collected in
the U.S. pursuant to the Convention;

(ii) Commodities and software that
are no longer in OPCW official use.
Such items must be transferred in ac-
cordance with the EAR.

(iii) “‘600 series” items, except to the
countries listed in Country Group A:b
(see supplement no. 1 to this part).

(3) Confidentiality. The application of
the provisions of this paragraph (d) is
subject to the condition that the con-
fidentiality of business information is
strictly protected in accordance with
applicable provisions of the EAR and
other U.S. laws regarding the use and
transfer of U.S. goods and services.

(4) Restrictions. Without prior author-
ization from the Bureau of Industry
and Security, nationals of countries in
Country Group E:1 (see supplement no.
1 to this part) may not physically or
computationally access computers that
have been enhanced by ‘‘electronic as-
semblies,”” which have been exported or
reexported under License Exception
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GOV and have been used to enhance
such computers by aggregation of proc-
essors so that the APP of the aggrega-
tion exceeds the APP parameter set
forth in ECCN 4A003.b.

(e) International Space Station (ISS)—
(1) Scope. The ISS is a research facility
in a low-Earth orbit approximately 190
miles (3560 km) above the surface of the
Earth. The ISS is a joint project among
the space agencies of the United
States, Russia, Japan, Canada, Europe
and Italy. This paragraph (e) author-
izes exports and reexports required on
short notice of certain commodities
subject to the EAR that are classified
under ECCN 9A004 to launch sites for
supply missions to the ISS.

(2) Eligible commodities. Any com-
modity subject to the EAR that is clas-
sified under ECCN 9A004 and that is re-
quired for use on the ISS on short no-
tice.

NOTE 1 TO PARAGRAPH (e)(2): This license
exception is not available for the export or
reexport of ‘“‘parts,” ‘‘components,” ‘‘acces-
sories,” and ‘‘attachments’ to overseas man-
ufacturers for the purpose of incorporation
into other items destined for the ISS.

NOTE 2 TO PARAGRAPH (e)(2): For purposes
of this paragraph (e), ‘short notice’ means
the exporter is required to have a commodity
manifested and at the scheduled launch site
for hatch-closure (final stowage) no more
than forty-five (45) days from the time the
exporter or reexporter received complete
documentation. ‘Complete documentation’
means the exporter or reexporter received
the technical description of the commodity
and purpose for use of the commodity on the
ISS. ‘Hatch-closure (final stowage)’ means
the final date specified by a launch provider
by which items must be at a specified loca-
tion in a launch country in order to be in-
cluded on a mission to the ISS. The exporter
or reexporter must receive the notification
to supply the commodity for use on the ISS
in writing. That notification must be kept in
accordance with paragraph (e)(8) of this sec-
tion and the Recordkeeping requirements in
part 762 of the EAR.

(3) Eligible destinations. Eligible des-
tinations are France, Japan,
Kazakhstan, and Russia. To be eligible,
a destination needs to have a launch
for a supply mission to the ISS sched-
uled by a country participating in the
ISS.

(4) Requirement for commodities to be
launched on an eligible space launch ve-
hicle (SLV). Only commodities that will
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be delivered to the ISS using United
States, Russian, ESA (French), or Jap-
anese space launch vehicles (SLVs) are
eligible under this authorization. Com-
modities to be delivered to the ISS
using SLVs from any other countries
are excluded from this authorization.

(5) Authorizations—(1i) Authorization to
retain commodity at or near launch Ssite
for up to six months. If there are unex-
pected delays in a launch schedule for
reasons such as mechanical failures in
a launch vehicle or weather, commod-
ities exported or reexported under this
paragraph (e) may be retained at or
near the launch site for a period of six
(6) months from the time of initial ex-
port or reexport before the commod-
ities must be destroyed, returned to
the exporter or reexporter, or be the
subject of an individually validated li-
cense request submitted to BIS to au-
thorize further disposition of the com-
modities.

(ii) Authorization to retain commodity
abroad at launch country beyond six
months. If, after the commodity is ex-
ported or reexported under this author-
ization, a delay occurs in the launch
schedule that would exceed the 6-
month deadline in paragraph (e)(5)(i) of
this section, the exporter or reexporter
or the person in control of the com-
modities in the launch country may re-
quest a one-time 6-month extension by
submitting written notification to BIS
requesting a 6-month extension and
noting the reason for the delay. If the
requestor is not contacted by BIS with-
in 30 days from the date of the post-
mark of the written notification and if
the notification meets the require-
ments of this subparagraph, the re-
quest is deemed granted. The request
must be sent to BIS at the address list-
ed in part 748 of the EAR and should in-
clude the name and address of the ex-
porter or reexporter, the name and ad-
dress of the person who has control of
the commodity, the date the commod-
ities were exported or reexported, a
brief product description, and the jus-
tification for the extension. To retain a
commodity abroad beyond the 6-month
extension period, the exporter, re-
exporter or person in control of the
commodity must request authorization
by submitting a license application in
accordance with §§748.1, 748.4 and 748.6
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of the EAR to BIS 90 days prior to the
expiration of the 6-month extension pe-
riod.

(iii) Items mnot delivered to the ISS be-
cause of a failed launch. If the commod-
ities exported or reexported under this
paragraph (e) of this section are not de-
livered to the ISS because a failed
launch causes the destruction of the
commodity prior to its being delivered,
exporters and reexporters must make
note of the destruction of the commod-
ities in accordance with the record-
keeping requirements under paragraph
(e)(8)(ii) of this section and part 762 of
the EAR.

(6) Reexports to an alternate launch
country. If a mechanical or weather re-
lated issue causes a change from the
scheduled launch country to another
foreign country after a commodity was
exported or reexported, then that com-
modity may be subsequently reex-
ported to the new scheduled launch
country, provided all of the terms and
conditions of paragraph (e) of this sec-
tion are met, along with any other ap-
plicable EAR provisions. In such in-
stances, the 6-month time limitation
described in paragraph (e)(5)(i) of this
section would start over again at the
time of the subsequent reexport trans-
action. Note that if the subsequent re-
export may be made under the designa-
tion No License Required (NLR) or pur-
suant to an authorization under the
EAR, a reexporter does not need to rely
on the provisions contained in this
paragraph (e).

(7) Eligible recipients. Only persons in-
volved in the launch of commodities to
the ISS may receive and have access to
commodities exported or reexported
pursuant to this paragraph (e), except
that:

(i) No commodities may be exported,
reexported, or transferred (in-country)
under paragraph (e) to any national of
an E:1 country (see supplement no. 1 to
this part), and

(ii) No person may receive commod-
ities authorized under paragraph (e) of
this section who is subject to an end-
user or end-use control described in
part 744 of the EAR, including the enti-
ty list in supplement no. 4 to part 744.

(8) Recordkeeping requirements. Ex-
porters and reexporters must maintain
records regarding exports or reexports
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made using this paragraph (e) of this
section as well as any other applicable
recordkeeping requirements under part
762 of the EAR.

(i) Exporters and reexporters must
retain a record of the initial written
notification they received requesting
these commodities be supplied on short
notice for a supply mission to the ISS,
including the date the exporter or re-
exporter received complete documenta-
tion (i.e., the day on which the 45-day
clock begins).

(ii) Exporters and reexporters must
maintain records of the date of any ex-
ports or reexports made using this
paragraph (e) and the date on which
the commodities were launched into
space for delivery to the ISS. If the
commodities are not delivered to the
ISS because of a failed launch whereby
the item is destroyed prior to being de-
livered to the ISS, this must be noted
for recordkeeping purposes.

(iii) The return or destruction of de-
fective or worn out parts or compo-
nents is not required. However, if de-
fective or worn out parts or compo-
nents originally exported or reexported
pursuant to this paragraph (e) are re-
turned from the ISS, then those parts
and components may be either: re-
turned to the original country of ex-
port or reexport; destroyed; or reex-
ported or transferred (in-country) to a
destination that has been designated
by NASA for conducting a review and
analysis of the defective or worn part
or component. Documentation for this
activity must be kept for record-
keeping purposes. No commodities that
are subject to the EAR may be re-
turned, under the provisions of this
paragraph, to a country listed in Coun-
try Group E:1 (see supplement no. 1 to
this part) or to any person if that per-
son is subject to an end-user or end-use
control described in part 744 of the
EAR. For purposes of paragraph (e) of
this section, a ‘defective or worn out’
part or component is a part or compo-
nent that no longer performs its in-
tended function.

[78 FR 22714, Apr. 16, 2013, as amended at 79
FR 32624, June 5, 2014; 80 FR 29442, May 21,
2015; 81 FR 64669, Sept. 20, 2016; 82 FR 50515,
Nov. 1, 2017]
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§740.12 Gift parcels and humanitarian
donations (GFT).

(a) Gift parcels—(1) Scope. The provi-
sions of paragraph (a) authorize ex-
ports and reexports of gift parcels by
an individual (donor) addressed to an
individual, or a religious, charitable or
educational organization (donee) lo-
cated in any destination for the use of
the donee or the donee’s immediate
family (and not for resale). The gift
parcel must be provided free of charge
to the donee. However, payment by the
donee of any handling charges or of
any fees levied by the importing coun-
try (e.g., import duties, taxes, etc.) is
not considered to be a cost to the donee
for purposes of this definition of ‘‘gift
parcel.”1

(2) Commodity, value and other limita-
tions—(i) Item limitations—(A) Prohibited
items. (I) For Cuba no items listed on
the Commerce Control List other than
items listed in §740.19(b) of the EAR
may be included in a gift parcel.

(2) For all destinations, no items con-
trolled for chemical and biological
weapons (CB), missile technology (MT),
national security (NS), nuclear pro-
liferation (NP) or encryption items (EI)
reasons on the Commerce Control List
(supplement no. 1 to part 774 of the
EAR) may be included in a gift parcel.

(3) Items prohibited for destinations in
Country Group D:1 or E:2. For destina-
tions in Country Group D:1 or E:2, mili-
tary wearing apparel may not be in-
cluded in a gift parcel regardless of
whether all distinctive U.S. military
insignia, buttons, and other markings
are removed.

(4) Gold bullion, gold taels, and gold
bars are prohibited as are items in-
tended for resale or reexport.

1Many foreign countries permit the entry,
duty-free, of gift parcels that conform to reg-
ulations regarding contents and marking. To
secure this advantage, the sender should
show the words ‘“U.S.A. Gift Parcel’” on the
addressee side of the package and on any re-
quired customs declarations. Information re-
garding the foreign postal regulations is
available at local post offices. Senders of gift
parcels who wish information regarding im-
port duties of a foreign country should con-
tact the nearest Commercial Office, Con-
sulate or Embassy of the country concerned.
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(B) Eligible items. For all destinations,
eligible items are food (including vita-
mings); medicines, medical supplies and
devices (including hospital supplies and
equipment and equipment for the
handicapped); receive-only radio equip-
ment for reception of commercial/civil
AM/FM and short wave publicly avail-
able frequency bands, and batteries for
such equipment; clothing; personal hy-
giene items; seeds; veterinary medi-
cines and supplies; fishing equipment
and supplies; soap-making equipment;
as well as all other items of a type nor-
mally sent as gifts between individuals
(including items listed in §740.19(b) of
the EAR) except for those items pro-
hibited in paragraph (a)(2)(i)(A) of this
section. Items in gift parcels must be
in quantities normally given as gifts
between individuals.

Example to paragraph (a)(2)(i)(B) of this sec-
tion. A watch or piece of jewelry is normally
sent as a gift. However, multiple watches, ei-
ther in one package or in subsequent ship-
ments, would not qualify for such gift par-
cels because the quantity would exceed that
normally given between individuals. Simi-
larly, a sewing machine or bicycle within the
value limit of this License Exception may be
an appropriate gift. However, subsequent
shipments of the same item to the same
donee would not be a gift normally given be-
tween individuals.

(ii) Import requirements. The commod-
ities must be acceptable in type and
quantity by the recipient country for
import as gifts. Commodities exceeding
the import limits may not be included
in gift parcels.

(iii) Frequency. (A) Except for gift
parcels of food to Cuba, not more than
one gift parcel may be sent from the
same donor to the same donee in any
one calendar month.

(B) There is no frequency limit on
gift parcels of food to Cuba.

(C) Parties seeking authorization to
exceed the frequency limit due to com-
pelling humanitarian concerns (e.g.,
for certain gifts of medicine) should
submit a license application in accord-
ance with §§748.1, 748.4 and 748.6 of the
EAR to BIS with complete justifica-
tion.

(iv) Value. The combined total do-
mestic retail value of all commodities
and software in a single gift parcel may
not exceed $800. This limit does not
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apply to food sent in a gift parcel to
Cuba.

(v) Ineligible recipients. (A) No gift
parcel may be sent to any of the fol-
lowing officials of the Cuban govern-
ment: Ministers and Vice-Ministers;
members of the Council of State; mem-
bers of the Council of Ministers; mem-
bers and employees of the National As-
sembly of People’s Power; members of
any provincial assembly; local sector
chiefs of the Committees for the De-
fense of the Revolution; Director Gen-
erals and sub-Director Generals and
higher of all Cuban ministries and
state agencies; employees of the Min-
istry of the Interior (MININT); employ-
ees of the Ministry of Defense
(MINFAR); secretaries and first secre-
taries of the Confederation of Labor of
Cuba (CTC) and its component unions;
chief editors, editors and deputy edi-
tors of Cuban state-run media organi-
zations and programs, including news-
papers, television, and radio; or mem-
bers and employees of the Supreme
Court (Tribuno Supremo Nacional).

(B) No gift parcel may be sent to any
member of the Politburo.

(C) No gift parcel may be sent to or-
ganizations administered or controlled
by the Cuban Government or the Cuban
Communist Party.

(3) How to export gift parcels. (i) A gift
parcel must be sent directly to the
donee by the individual donor, or for
such donor by a commercial or other
gift-forwarding service or organization.
Each gift parcel must show, on the out-
side wrapper, the name and address of
the donor, as well as the name and ad-
dress of the donee, regardless of wheth-
er sent by the donor or by a forwarding
service.

(ii) BEach parcel must have the nota-
tion “GIFT—Export License Not Re-
quired” written on the addressee side
of the package and the symbol “GFT”
written on any required customs dec-
laration.

(b) Humanitarian donations—(1) Scope.
The provisions of paragraph (b) author-
ize exports or reexports by groups or
organizations of donations to meet
basic human needs when those groups
or organizations have experience in
maintaining a verifiable system of dis-
tribution that ensures delivery to the
intended beneficiaries.
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(2) Basic human needs. Basic human
needs are defined as those require-
ments essential to individual well-
being: health, food, clothing, shelter,
and education. These needs are consid-
ered to extend beyond those of an
emergency nature and those that meet
direct needs for mere subsistence.

(3) Eligible donors. Eligible donors are
U.S. charitable organizations that have
an established record of involvement in
donative programs and experience in
maintaining and verifying a system of
distribution to ensure delivery of com-
modities and software to the intended
beneficiaries. Eligible distribution ar-
rangements may consist of any one or
more of the following:

(i) A permanent staff maintained in
the recipient country to monitor the
receipt and distribution of the dona-
tions to the intended beneficiaries;

(ii) Periodic spot-checks in the re-
cipient country by members of the ex-
porter’s staff; or

(iii) An agreement to utilize the serv-
ices of a charitable organization that
has a monitoring system in place.

(4) Donations. To qualify for export
under the provisions of this paragraph
(b), the items must be provided free of
charge to the beneficiary. The payment
by the beneficiary, however, of normal
handling charges or fees levied by the
importing country (e.g., import duties,
taxes, etc.) is not considered to be a
cost to the beneficiary for purposes of
this paragraph (b).

(5) Ineligible commodities and software.
The following commodities and soft-
ware are not eligible:

(i) Commodities and software con-
trolled for national security, chemical
or biological weapons, and nuclear non-
proliferation, missile technology or
crime control reasons (see supplement
no. 1 to part 774 of the EAR);

(ii) Exports for large-scale projects of
the kind associated with comprehen-
sive economic growth, such as dams
and hydroelectric plants; or

(iii) Exports to Cuba of medical items
excluded by §746.2(b)(1) of the EAR.

(6) Eligible items. Eligible commod-
ities and software are those listed in
supplement no. 2 to part 740.

(7T) Additional recordkeeping require-
ments. In addition to the recordkeeping
requirements in part 762 of the EAR,
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donors must keep records containing
the following information:

(i) The donor organization’s identity
and past experience as an exporter of
goods to meet basic human needs;

(ii) Past and current countries to
which the donative programs have been
and are being directed, with particular
reference to donative programs in em-
bargoed destinations;

(iii) Types of projects and commod-
ities involved in the donative pro-
grams;

(iv) Specific class(es) of beneficiaries
of particular donated goods intended to
be exported under this License Excep-
tion; and

(v) Information concerning the
source of funding for the donative pro-
grams and the projected annual value
of exports of humanitarian donations.

[61 FR 64282, Dec. 4, 1996. Redesignated at 61
FR 68579, Dec. 30, 1996; 62 FR 25458, May 9,
1997; 69 FR 5690, Feb. 6, 2004; 69 FR 34566,
June 22, 2004; 72 FR 3945, Jan. 29, 2007; 72 FR
43531, Aug. 6, 2007; 73 FR 35, Jan. 2, 2008; 73
FR 33673, June 13, 2008; 73 FR 49328, Aug. 21,
2008; 74 FR 45988, Sept. 3, 2009; 79 FR 32624,
June 5, 2014; 80 FR 2289, Jan. 16, 2015; 81 FR
71366, Oct. 17, 2016; 82 FR 51985, Nov. 9, 2017]

§740.13 Technology and software—un-
restricted (TSU).

This license exception authorizes ex-
ports and reexports of operation tech-
nology and software; sales technology
and software; software updates (bug
fixes); ‘“‘mass market’’ software subject
to the General Software Note; and re-
lease of technology and source code in
the United States by U.S. universities
to their bona fide and full time regular
employees. Note that encryption soft-
ware subject to the EAR is not subject
to the General Software Note (see para-
graph (d)(2) of this section).

(a) Operation technology and soft-
ware—(1) Scope. The provisions of para-
graph (a) permit exports and reexports
of operation technology and software.
“Operation technology’ is the min-
imum technology necessary for the in-
stallation, operation, maintenance
(checking), or repair of those commod-
ities or software that are lawfully ex-
ported or reexported under a license, a
License Exception, or NLR. The ‘“‘min-
imum necessary’’ operation technology
does not include technology for devel-
opment or production and includes use
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technology only to the extent required
to ensure safe and efficient use of the
commodity or software. Individual en-
tries in the software and technology
subcategories of the CCL may further
restrict the export or reexport of oper-
ation technology. This paragraph (a)
authorizes training, provided the train-
ing is limited to the operation, mainte-
nance and repair technology identified
in this paragraph.

(2) Provisions and destinations—(i) Pro-
visions. Operation software may be ex-
ported or reexported provided that
both of the following conditions are
met:

(A) The operation software is the
minimum necessary to operate equip-
ment authorized for export or reexport;
and

(B) The operation software is in ob-
ject code.

(ii) Destinations. Operation software
and technology may be exported or re-
exported to any destination to which
the equipment for which it is required
has been or is being legally exported or
reexported.

(b) Sales technology—(1) Scope. The
provisions of paragraph (b) authorize
exports and reexports of sales tech-
nology. ‘‘Sales technology’’ is data sup-
porting a prospective or actual
quotation, bid, or offer to sell, lease, or
otherwise supply any item.

(2) Provisions and destinations—(i) Pro-
visions. Sales technology may be ex-
ported or reexported provided that:

(A) The technology is a type custom-
arily transmitted with a prospective or
actual quotation, bid, or offer in ac-
cordance with established business
practice; and

(B) Neither the export nor the reex-
port will disclose the detailed design,
production, or manufacture tech-
nology, or the means of reconstruction,
of either the quoted item or its prod-
uct. The purpose of this limitation is
to prevent disclosure of technology so
detailed that the consignee could re-
duce the technology to production.

(ii) Destinations. Sales technology
may be exported or reexported to any
destination.

NoOTE: Neither this section nor its use
means that the U.S. Government intends, or
is committed, to approve a license applica-
tion for any commodity, plant, software, or
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technology that may be the subject of the
transaction to which such quotation, bid, or
offer relates. Exporters are advised to in-
clude in any quotations, bids, or offers, and
in any contracts entered into pursuant to
such quotations, bids, or offers, a provision
relieving themselves of liability in the event
that a license (when required) is not ap-
proved by the Bureau of Industry and Secu-
rity.

(c) Software updates. The provisions of
paragraph (c¢) authorize exports and re-
exports of software updates that are in-
tended for and are limited to correc-
tion of errors (‘‘fixes’ to ‘‘bugs’) in
software lawfully exported or reex-
ported (original software). Such soft-
ware updates may be exported or reex-
ported only to the same consignee to
whom the original software was ex-
ported or reexported, and such software
updates may not enhance the func-
tional capacities of the original soft-
ware. Such software updates may be
exported or reexported to any destina-
tion to which the software for which
they are required has been legally ex-
ported or reexported.

(d) General Software Note: mass market
software—(1) Scope. The provisions of
paragraph (d) authorize exports and re-
exports of mass market software sub-
ject to the General Software Note (see
supplement no. 2 to part 774 of the
EAR; also referenced in this section).?

(2) Ezxclusions. The provisions of this
paragraph (d) are not available for
encryption software controlled for
“EI” reasons under ECCN 5D002 or for
encryption software with symmetric
key length exceeding 64-bits that quali-
fies as mass market encryption soft-
ware under the criteria in the Cryptog-
raphy Note (Note 3) of Category 5, Part
2, of the Commerce Control List (sup-
plement no. 1 to part 774 of the EAR).
(Once such mass market encryption
software has been reviewed by BIS and
released from “EI’ and ‘“NS’’ controls
pursuant to §742.15(b) of the EAR, it is
controlled under ECCN 5D992.c and is
thus outside the scope of License Ex-
ception TSU.) See §742.15(b) of the EAR

2Pursuant to 15 CFR §30.37(f) of the For-
eign Trade Regulations (FTR), Electronic
Export Information (EEI) via the Automated
Export System (AES) is required for mass-
market software.
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for exports and reexports of mass mar-
ket encryption products controlled
under ECCN 5D992.c.

(3) Provisions and destinations—(i) Des-
tinations. Mass market software is
available to all destinations except
destinations in Country Group E:1 (see
supplement no. 1 to this part).

(ii) Provisions. Mass market treat-
ment is available for software that is
generally available to the public by
being:

(A) Sold from stock at retail selling
points, without restriction, by means
of:

(I) Over the counter transactions;

(2) Mail order transactions; or

(3) Telephone call transactions; and

(B) Designed for installation by the
user without further substantial sup-
port by the supplier.

(e) [Reserved]

(f) Release of technology and source
code in the U.S. by U.S. universities to
their bona fide and full time regular em-
ployees—(1) Scope. This paragraph au-
thorizes the release in the United
States of ‘‘technology’’ and source code
that is subject to the EAR by U.S. uni-
versities to foreign nationals who are
their bona fide and full time regular
employees.

(2) Eligible foreign nationals (i.e., bona
fide and full time regular employees of
U.S. universities). This exception is only
available if:

(i) The employee’s permanent resi-
dence throughout the period of employ-
ment is in the U.S.;

(ii) The employee is not a national of
a destination listed in Country Group
D:5 (see supplement no. 1 to part 740 of
the EAR); and

(iii) The university informs the indi-
vidual in writing that the ‘‘tech-
nology’’ or source code may not be
transferred to other foreign nationals
without prior U.S. Government author-
ization. The obligation not to transfer
technology extends beyond the tenure
of employment at the university.

(3) Regular employee. A regular em-
ployee means:

(i) An individual permanently and di-
rectly employed by the university; or

(ii) An individual in a long-term con-
tractual relationship with the univer-
sity where the individual works at the
university’s facilities; works under the
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university’s direction and control;
works full time and exclusively for the
university; executes nondisclosure cer-
tifications for the university; and
where the staffing agency that has sec-
onded the individual has no role in the
work the individual performs (other
than providing that individual for that
work) and the staffing agency would
not have access to any controlled tech-
nology (other than where specifically
authorized by a license or where a li-
cense exception is available).

(4) Exclusions. (i) No ‘‘technology’’ or
source code may be released to a for-
eign national who is subject to a part
744 end-use or end-user control or
where the release would otherwise be
inconsistent with part 744; and

(ii) No ‘‘technology’ controlled for
“EI” (encryption) reasons or ‘‘tech-
nology’’ or source code controlled for
“MT” (Missile Technology) reasons
may be released under this paragraph
(f).

(g) Copies of technology previously au-
thorized for export to same recipient. This
paragraph authorizes the export, reex-
port, or transfer (in-country) of copies
of technology previously authorized for
export, reexport, or transfer (in-coun-
try) to the same recipient. This para-
graph also authorizes the export, reex-
port, or transfer (in-country) of revised
copies of such technology provided the
following three conditions are met:

(1) The item that the technology per-
tains to is the identical item;

(2) The revisions to the technology
are solely editorial and do not add to
the content of technology previously
exported, reexported, or transferred
(in-country) or authorized for export,
reexport, or transfer (in-country) to
the same recipient; and

(3) The exporter, reexporter, or trans-
feror has no reason to believe the same
recipient has used the technology in
violation of the original authorization.

(h) Special recordkeeping requirements:
ECCNs 2D983, 2D984, 2E983 and 2E984. In
addition to any other recordkeeping re-
quirements set forth elsewhere in the
EAR, exporters are required to main-
tain records, as specified in this para-
graph, when exporting operation soft-
ware or technology controlled under
ECCNs 2D983, 2D984, 2E983, and 2E984,
respectively, under License Exception
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TSU. Records maintained pursuant to
this section may be requested at any
time by an appropriate BIS official as
set forth in §762.7 of the EAR. The fol-
lowing information must be specially
maintained for each export or reexport
transaction, under License Exception
TSU, of operation software and tech-
nology controlled by ECCNs 2D983,
2D984, 2E983, and 2E984:

(1) A description of the software or
technology exported or reexported, in-
cluding the ECCN, as identified on the
CCL;

(2) A description of the equipment for
which the software or technology is in-
tended to be used, including the ECCN,
as indentified on the CCL;

(3) The intended end-use of the soft-
ware or technology;

(4) The name and address of the end-
user;

(6) The quantity of software shipped;
and

(6) The location of the equipment for
which the software or technology is in-
tended to be used, including the coun-
try of destination.

[61 FR 64283, Dec. 4, 1996. Redesignated at 61
FR 68579, Dec. 30, 1996]

EDITORIAL NOTE: For FEDERAL REGISTER ci-
tations affecting §740.13, see the List of CFR
Sections Affected, which appears in the
Finding Aids section of the printed volume
and at www.govinfo.gov.

§740.14 Baggage (BAG).

(a) Scope. This License Exception au-
thorizes individuals leaving the United
States either temporarily (i.e., trav-
eling) or longer-term (i.e., moving) and
crew members of exporting or reex-
porting carriers to take to any destina-
tion, as personal baggage, the classes
of commodities, software and tech-
nology described in this section.

(b) Eligibility. Individuals leaving the
United States may export or reexport
any of the following commodities or
software for personal use of the indi-
viduals or members of their immediate
families traveling with them to any
destination or series of destinations.
Individuals leaving the United States
who are U.S. persons, as defined in
paragraph (b)(4)(i), may export or reex-
port technology as a tool of trade
under paragraph (b)(4) for their per-
sonal use or for the personal use of

15 CFR Ch. VII (1-1-20 Edition)

members of their immediate families
who are traveling or moving with
them, provided they are also U.S. per-
sons, as defined in paragraph (b)(4)(i),
to any destination or series of destina-
tions. Technology exports and reex-
ports authorized under paragraph (b)(4)
of this section may be made as actual
shipments, transmissions, or releases.
Individuals leaving the United States
temporarily (i.e., traveling) must bring
back items exported and reexported
under this License Exception unless
they consume the items abroad or are
otherwise authorized to dispose of
them under the EAR. Crew members
may export or reexport only commod-
ities and software described in para-
graphs (b)(1) and (b)(2) of this section
to any destination.

(1) Personal effects. Usual and reason-
able kinds and quantities for personal
use of wearing apparel, articles of per-
sonal adornment, toilet articles, me-
dicinal supplies, food, souvenirs,
games, and similar personal effects,
and their containers.

(2) Household effects. Usual and rea-
sonable kinds and quantities for per-
sonal use of furniture, household ef-
fects, household furnishings, and their
containers.

(3) Vehicles. Usual and reasonable
kinds and quantities of vehicles, such
as passenger cars, station wagons,
trucks, trailers, motorcycles, bicycles,
tricycles, perambulators, and their
containers.

(4) Tools of trade. Usual and reason-
able kinds and quantities of tools, in-
struments, or equipment and their con-
tainers and also technology for use in
the trade, occupation, employment, vo-
cation, or hobby of the traveler or
members of the household who are
traveling or moving. For special provi-
sions regarding encryption commod-
ities and software subject to EI con-
trols, see paragraph (f) of this section.
For a special provision that specifies
restrictions regarding the export or re-
export of technology under this para-
graph, see paragraph (g).

(i) For purposes of this paragraph (b),
U.S. person is defined as follows: an in-
dividual who is a citizen of the United
States, an individual who is a lawful
permanent resident as defined by 8
U.S.C. 1101(a)(2) or an individual who is
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a protected individual as defined by 8
U.S.C. 1324b(a)(3).

(ii) [Reserved]

(c) Limits on eligibility. The export of
any item is limited or prohibited, if the
kind or quantity is in excess of the lim-
its described in this section. In addi-
tion, the items must be:

(1) Owned by the individuals (or by
members of their immediate families)
or by crew members of exporting car-
riers on the dates they depart from the
United States;

(2) Intended for and necessary and ap-
propriate for the use of the individuals
or members of their immediate fami-
lies traveling with them, or by the
crew members of exporting carriers;

(3) Not intended for sale or other dis-
posal; and

(4) Not exported under a bill of lading
as cargo if exported by crew members.

(d) Special provision: unaccompanied
baggage. Individuals departing the
United States may ship unaccompanied
baggage, which is baggage sent from
the United States on a carrier other
than that on which an individual de-
parts. Crew members of exporting car-
riers may not ship unaccompanied bag-
gage. Unaccompanied shipments under
this License Exception shall be clearly
marked ‘“BAGGAGE.” Shipments of
unaccompanied baggage may be made
at the time of, or within a reasonable
time before or after departure of the
consignee or owner from the United
States. Personal baggage controlled for
chemical and biological weapons (CB),
missile technology (MT), national se-
curity (NS), encryption items (EI) or
nuclear nonproliferation (NP) must be
shipped within 3 months before or after
the month in which the consignee or
owner departs the United States. How-
ever, commodities controlled for CB,
MT, NS, EI or NP may not be exported
under this License Exception as unac-
companied baggage to Country Groups
D:1, D:2, D:3, D:4, or E:1. (See supple-
ment no. 1 of this part).

(e) Special provisions: shotguns and
shotgun shells. (1) A United States cit-
izen or a permanent resident alien
leaving the United States may export
or reexport shotguns with a barrel
length of 18 inches or over and shotgun
shells under this License Exception,
subject to the following limitations:
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(i) Not more than three shotguns
may be taken on any one trip.

(ii) The shotguns and shotgun shells
must be with the person’s baggage but
they may not be mailed.

(iii) The shotguns and shotgun shells
must be for the person’s exclusive use
for legitimate hunting or lawful sport-
ing purposes, scientific purposes, or
personal protection, and not for resale
or other transfer of ownership or con-
trol. Accordingly, except as provided in
(e)(2) of this section, shotguns may not
be exported permanently under this Li-
cense Exception. All shotguns and un-
used shotgun shells must be returned
to the United States. Note that since
certain countries may require an Im-
port Certificate or a U.S. export license
before allowing the import of a shot-
gun, you should determine the import
requirements of your country of des-
tination in advance.

(2) A nonresident alien leaving the
United States may export or reexport
under this License Exception only such
shotguns and shotgun shells as he or
she brought into the United States
under the provisions of the Department
of Justice Regulations (27 CFR
478.115(d)).

(f) Special provisions: encryption com-
modities and software subject to EI con-
trols on the Commerce Control List. (1) A
U.S. citizen or permanent resident
alien of the United States as defined by
8 U.S.C. 1101(a)(20) may use this license
exception to export or reexport
encryption commodities and software
to any destination not in Country
Group E:1 of supplement no. 1 of this
part.

(2) A person other than a U.S. citizen
or permanent resident alien of the
United States as defined by 8 U.S.C.
1101(a)(20) (except a national of a coun-
try listed in Country Group E:1 of sup-
plement no. 1 of this part who is not a
U.S. citizen or permanent resident
alien of the United States) may also
use this license exception to export or
reexport encryption commodities and
software to any destination not in
Country Group E:1 of supplement no. 1
of this part.

(g) Special provision: restrictions for
Ezxport or Reexport of Technology. This
authorization for the export or reex-
port of technology under the tools of
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trade provisions of paragraph (b)(4) of
this section may be used only if:

(1) The technology is to be used over-
seas solely by individuals or members
of their immediate families traveling
with them provided they are U.S. per-
sons as defined in paragraph (b)(4)(1).

(2) The exporting or reexporting
party and the recipient take adequate
security precautions to protect against
unauthorized access to the technology
while the technology is being trans-
mitted and used overseas. Examples of
security precautions to help prevent
unauthorized access include the fol-
lowing:

(i) Use of secure connections, such as
Virtual Private Network connections
when accessing IT networks for e-mail
and other business activities that in-
volve the transmission and use of the
technology authorized under this Ili-
cense exception;

(i1) Use of password systems on elec-
tronic devices that will store the tech-
nology authorized under this license
exception; and

(iii) Use of personal firewalls on elec-
tronic devices that will store the tech-
nology authorized under this license
exception.

(3) The technology authorized under
these provisions may not be used for
foreign production purposes or for
technical assistance unless authorized
by BIS;

(4) Any encryption item controlled
under ECCN 5E002 is not exported or
reexported to any destination listed in
Country Group E:1 of supplement no. 1
of this part.

(h) Special provisions: personal protec-
tive equipment classified under ECCN
1A4613.c or .d—(1) Exports, reexports, or
in-country transfers to countries not iden-
tified in Country Group D:5. U.S. persons
may export, reexport, or transfer (in-
country) one set of body armor classi-
fied under ECCN 1A613.d (which may
include one helmet classified under
ECCN 1A613.c) or one set of chemical or
biological agent protective gear classi-
fied under ECCN 1A607.f (which may in-
clude one additional filter canister
classified under ECCN 1A607.x) to coun-
tries not identified in Country Group
D:5, provided that:

(i) The items are with the U.S. per-
son’s baggage or effects, whether ac-

15 CFR Ch. VII (1-1-20 Edition)

companied or unaccompanied (but not
mailed); and

(ii) The items are for that person’s
exclusive use and not for transfer of
ownership unless reexported or trans-
ferred (in-country) to another U.S. per-
son.

(2) Ezxports, reexports, or in-country
transfers to countries identified in Coun-
try Group D:5—() Iraq. U.S. persons
may export, reexport, or transfer (in-
country) one set of body armor classi-
fied under ECCN 1A613.d (which may
include one helmet classified under
ECCN 1A613.c) or one set of chemical or
biological agent protective gear classi-
fied under ECCN 1A607.f (which may in-
clude one additional filter canister
classified under ECCN 1A607.x) to Iraq,
for personal use, provided that the re-
quirements in paragraph (h)(1) of this
section are met. In addition, the U.S.
person must be affiliated with the U.S.
Government and traveling on official
business or traveling in support of a
U.S. Government contract, or the U.S.
person must be traveling to Iraq under
a direct authorization by the Govern-
ment of Iraq and engaging in activities
for, on behalf of, or at the request of,
the Government of Iraq. Documenta-
tion regarding direct authorization
from the Government of Iraq shall in-
clude an English translation.

(ii) Other countries in Country Group
D:5. U.S. persons may export, reexport,
or transfer (in-country) one set of body
armor classified under ECCN 1A613.d
(which may include one helmet classi-
fied under ECCN 1A613.c) or one set of
chemical or biological agent protective
gear classified under ECCN 1A607.f
(which may include one additional fil-
ter canister -classified under ECCN
1A607.x) to countries in Country Group
D:5 (except Iraq), for personal use, pro-
vided that the requirements in para-
graph (h)(1) of this section are met, and
the U.S. person is affiliated with the
U.S. Government traveling on official
business or is traveling in support of a
U.S. Government contract.

NOTE TO PARAGRAPH (h): Body armor con-
trolled under ECCN 1A005 is eligible for this
License Exception under paragraph (b) of
this section.

[61 FR 12768, Mar. 25, 1996. Redesignated at 61
FR 64274, Dec. 4, 1996. Redesignated at 61 FR
68579, Dec. 30, 1996]
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EDITORIAL NOTE: For FEDERAL REGISTER ci-
tations affecting §740.14, see the List of CFR
Sections Affected, which appears in the
Finding Aids section of the printed volume
and at www.govinfo.gov.

§740.15 Aircraft, vessels and space-
craft (AVS).

This License Exception authorizes
departure from the United States of
foreign registry civil aircraft on tem-
porary sojourn in the United States
and of U.S. civil aircraft for temporary
sojourn abroad; the export of equip-
ment and spare parts for permanent
use on a vessel or aircraft; exports to
vessels or planes of U.S. or Canadian
registry and U.S. or Canadian Airlines’
installations or agents; the export or
reexport of cargo that will transit Cuba
on an aircraft or vessel on temporary
sojourn; and the export of spacecraft
and components for fundamental re-
search. Generally, no License Excep-
tion symbol is necessary for export
clearance purposes; however, when nec-
essary, the symbol ‘“AVS” may be
used.

(a) Aircraft on temporary sojourn—(1)
Foreign registered aircraft. An operating
civil aircraft of foreign registry that
has been in the United States on a tem-
porary sojourn may depart from the
United States under its own power for
any destination, provided that:

(i) No sale or transfer of operational
control of the aircraft to a national of
a destination in Country Group E:1 or
E:2 (see supplement no. 1 to this part)
has occurred while in the TUnited
States;

(ii) The aircraft is not departing for
the purpose of sale or transfer of oper-
ational control to a national of a des-
tination in Country Group E:1 or E:2
(see supplement no. 1 to this part); and

(iii) It does not carry from the United
States any item for which an export li-
cense is required and has not been
granted by the U.S. Government.

(2) U.S. registered aircraft. (i) A civil
aircraft of TU.S. registry operating
under an Air Carrier Operating Certifi-
cate, Commercial Operating Certifi-
cate, or Air Taxi Operating Certificate
issued by the Federal Aviation Admin-
istration (FAA) or conducting flights
under operating specifications ap-
proved by the FAA pursuant to 14 CFR
part 129, or an air ambulance of U.S.
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registry operating under 14 CFR part
135, may depart from the United States
under its own power for any destina-
tion, provided that:

(A) The aircraft does not depart for
the purpose of sale, lease or other dis-
position of operational control of the
aircraft, or its equipment, parts, acces-
sories, or components to a foreign
country or any national thereof;

(B) The aircraft’s U.S. registration
will not be changed while abroad;

(C) The aircraft is not to be used in
any foreign military activity while
abroad; and

(D) The aircraft does not carry from
the United States any item for which a
license is required and has not been
granted by the U.S. Government.

(ii) Any other operating civil aircraft
of U.S. registry may depart from the
United States under its own power for
any destination, except to or a destina-
tion in Country Group E:1 or E:2 (see
supplement no. 1 to this part) (flights
to these destinations require a license),
provided that:

(A) The aircraft does not depart for
the purpose of sale, lease or other dis-
position of operational control of the
aircraft, or its equipment, parts, acces-
sories, or components to a foreign
country or any national thereof;

(B) The aircraft’s U.S. registration
will not be changed while abroad;

(C) The aircraft is not to be used in
any foreign military activity while
abroad;

(D) The aircraft does not carry from
the United States any item for which
an export license is required and has
not been granted by the U.S. Govern-
ment; and

(E) The aircraft will be operated
while abroad by a U.S. licensed pilot,
except that during domestic flights
within a foreign country, the aircraft
may be operated by a pilot currently li-
censed by that foreign country.

(3) Criteria. The following ten criteria
each must be met if the flight is to
qualify as a temporary sojourn. To be
considered a temporary sojourn, the
flight must not be for the purpose of
sale or transfer of operational control.
An export is for the transfer of oper-
ational control unless the exporter re-
tains each of the following indicia of
control:
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(i) Hiring of cockpit crew. Right to
hire and fire the cockpit crew.

(ii) Dispatch of aircraft. Right to dis-
patch the aircraft.

(iii) Selection of routes. Right to deter-
mine the aircraft’s routes (except for
contractual commitments entered into
by the exporter for specifically des-
ignated routes).

(iv) Place of maintenance. Right to
perform or obtain the principal main-
tenance on the aircraft, which prin-
cipal maintenance is conducted outside
a destination in Country Group E:1 or
E:2 (see supplement no. 1 to this part),
under the control of a party who is not
a national of any of these countries.
(The minimum necessary in-transit
maintenance may be performed in any
country).

(v) Location of spares. Spares are not
located in a destination in Country
Group E:1 or E:2 (see supplement no. 1
to this part).

(vi) Place of registration. The place of
registration is not changed to a des-
tination in Country Group E:1 or E:2
(see supplement no. 1 to this part).

(vii) Transfer of technology. No tech-
nology is transferred to a national of a
destination in Country Group E:1 or E:2
(see supplement no. 1 to this part), ex-
cept the minimum necessary for in-
transit maintenance to perform flight
line servicing required to depart safely.

(viii) Color and logos. The aircraft
does not bear the livery, colors, or
logos of a national of a destination in
Country Group E:1 or E:2 (see supple-
ment no. 1 to this part).

(ix) Flight number. The aircraft does
not fly under a flight number issued to
a national of a destination in Country
Group E:1 or E:2 (see supplement no. 1
to this part) as such number appears in
the Official Airline Guide.

(x) Lease or charter. The aircraft is
not leased to or chartered by a na-
tional of a destination in Country
Group E:1 or E:2 (see supplement no. 1
to this part).

(4) Reexports. Civil aircraft legally ex-
ported from the United States may be
reexported under this section, provided
the restrictions described in this para-
graph (a) are met.

NOTE TO PARAGRAPH (a): An aircraft ex-
ported or reexported to a country pursuant
to this paragraph (a) may not remain in that
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country for more than seven consecutive
days before it departs for a country to which
it may be exported without a license or the
United States.

(b) Equipment and spare parts for per-
manent use on a vessel or aircraft, and
ship and plane stores—(1) Vessel. Equip-
ment and spare parts for permanent
use on a vessel, when necessary for the
proper operation of such vessel, may be
exported or reexported for use on board
a vessel of any registry, except a vessel
registered in Country Group D:1 (see
supplement no. 1 to part 740), Cuba, or
owned or controlled by, or under char-
ter or lease to any of these countries or
their nationals. In addition, other
equipment and services for necessary
repair to fishing and fishery support
vessels of Country Group D:1 may be
exported for use on board such vessels
when admitted into the United States
under governing international fishery
agreements.

(2) Aircraft. Equipment and spare
parts for permanent use on an aircraft,
when necessary for the proper oper-
ation of such aircraft, may be exported
or reexported for use on board an air-
craft of any registry, except an aircraft
registered in, owned or controlled by,
or under charter or lease to a country
included in Country Group D:1, Cuba,
or a national of any of these countries.

(3) Ship and plane stores. Usual and
reasonable kinds and quantities of the
following commodities may be ex-
ported for use or consumption on board
an aircraft or vessel of any registry
during the outgoing and immediate re-
turn flight or voyage.

(i) Deck, engine, and steward depart-
ment stores, provisions, and supplies
for both port and voyage requirements;

(ii) Medical and surgical supplies;

(iii) Food stores;

(iv) Slop chest articles;

(v) Saloon stores or supplies.

(4) Cuba. Only items designated as
EAR99 or controlled on the Commerce
Control List (CCL) (supplement no. 1 to
part 774 of the EAR) only for anti-ter-
rorism reasons (i.e., anti-terrorism
must be the only reason for control
that applies to the item as set forth in
the Export Control Classification Num-
ber (ECCN) that controls the item) are
eligible for export or reexport to Cuba
pursuant to this paragraph (b).
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(c) Shipments to U.S. or Canadian ves-
sels, planes and airline installations or
agents—(1) Exports to vessels or planes of
U.S. or Canadian registry. Export may
be made of the commodities set forth
in paragraph (c)(3) of this section, for
use by or on a specific vessel or plane
of U.S. or Canadian registry located at
any seaport or airport outside the
United States or Canada except a port
in Cuba or Country Group D:1 (exclud-
ing the PRC), (see supplement no. 1 to
part 740) provided that such commod-
ities are all of the following:3

(i) Ordered by the person in command
or the owner or agent of the vessel or
plane to which they are consigned;

(ii) Intended to be used or consumed
on board such vessel or plane and nec-
essary for its proper operation;

(iii) In wusual and reasonable kinds
and quantities during times of extreme
need; and

(iv) Shipped as cargo for which Elec-
tronic Export Information (EEI) is
filed to the Automated Export System
(AES) in accordance with the require-
ments of the Foreign Trade Regula-
tions (FTR) (156 CFR part 30), except
EEI is not required to be filed when
any of the commodities, other than
fuel, is exported by U.S. airlines to
their own aircraft abroad for their own
use, see 15 CFR 30.37(0) of the FTR.

(2) Exports to U.S. or Canadian airline’s
installation or agent. Exports of the
commodities set forth in paragraph
(c)(3) of this section, except fuel, may
be made to a U.S. or Canadian air-
line’s ¢ installation or agent in any for-
eign destination except Cuba or Coun-
try Group D:1 (excluding the PRC), (see
supplement no. 1 to part 740) provided
such commodities are all of the fol-
lowing:

(i) Ordered by a U.S. or Canadian air-
line and consigned to its own installa-
tion or agent abroad;

(ii) Intended for maintenance, repair,
or operation of aircraft registered in
either the United States or Canada,
and necessary for the aircraft’s proper
operation, except where such aircraft is
located in, or owned, operated or con-
trolled by, or leased or chartered to,

3Where a license is required, see §§748.1,
748.4 and 748.6 of the EAR.

4See part 772 of the EAR for definitions of
United States and Canadian airlines.
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Cuba or Country Group D:1 (excluding
the PRC) (see supplement no. 1 to part
740) or a national of such country;

(iii) In wusual and reasonable kinds
and quantities; and

(iv) Shipped as cargo for which Elec-
tronic Export Information (EEI) is
filed to the Automated Export System
(AES) in accordance with the require-
ments of the Foreign Trade Regula-
tions (FTR) (156 CFR part 30), except
EEI is not required to be filed when
any of these commodities is exported
by U.S. airlines to their own installa-
tions and agents abroad for use in their
aircraft operations, see 15 CFR 30.37(0)
of the FTR.

(3) Applicable commodities. This para-
graph (c) applies to the following com-
modities, subject to the provisions in
paragraph (c)(1) and (c¢)(2) of this sec-
tion:

(i) Deck, engine, and steward depart-
ment stores, provisions, and supplies
for both port and voyage requirements;

(ii) Medical and surgical supplies;

(iii) Food stores;

(iv) Slop chest articles;

(v) Saloon stores or supplies; and

(vi) Equipment and spare parts.

(d) Vessels on temporary sojourn—(1)
Foreign flagged wvessels. A foreign
flagged vessel in the United States may
depart from the United States under
its own power for any destination, pro-
vided that:

(i) No sale or transfer of operational
control of the vessel to a national of a
destination in Country Group E:1 or E:2
(see supplement no. 1 to this part) has
occurred while in the United States;

(ii) The vessel is not departing for
the purpose of sale or transfer of oper-
ational control to a national of a des-
tination in Country Group E:1 or E:2
(see supplement no. 1 to this part); and

(iii) The vessel does not carry from
the United States any item for which a
license is required and has not been
granted by the U.S. Government.

(2) U.S. flagged vessels. A U.S. flagged
vessel may depart from the United
States under its own power for any des-
tination, provided that:

(i) The vessel does not depart for the
purpose of sale, lease, or transfer of
operational control of the vessel, or its
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equipment, parts, accessories, or com-
ponents, to a foreign country or any
national thereof;

(ii) The vessel’s U.S. flag will not be
changed while abroad;

(iii) The vessel will not be used in
any foreign military activity while
abroad;

(iv) The vessel will not carry from
the United States any item for which a
license is required and has not been
granted by the U.S. Government;

(v) Spares for the vessel are not lo-
cated in a destination in Country
Group E:1 or E:2 (see supplement no. 1
to this part);

(vi) Technology is not transferred to
a national of a destination in Country
Group E:1 or E:2 (see supplement no. 1
to this part), except the minimum nec-
essary in-transit maintenance to per-
form servicing required to depart and
enter a port safely; and

(vii) The vessel does not bear the liv-
ery, colors, or logos of a national of a
destination in Country Group E:1 or E:2
(see supplement no. 1 to this part).

(38) Criteria for temporary sojourn of
vessels. The following criteria must be
met if a voyage is to be considered a
temporary sojourn under this para-
graph (d). To be considered a tem-
porary sojourn, the voyage must not be
for the purpose of sale or transfer of
operational control. A transfer of oper-
ational control occurs unless the ex-
porter or reexporter retains each of the
following indicia of control:

(i) Hiring of crew. Right to hire and
fire the crew.

(ii) Dispatch of vessel. Right to dis-
patch the vessel.

(iii) Selection of routes. Right to deter-
mine the vessel’s routes (except for
contractual commitments entered into
by the exporter for specifically des-
ignated routes).

(iv) Place of maintenance. Right to
perform or obtain the principal main-
tenance on the vessel, which principal
maintenance is conducted outside a
destination in Country Group E:1 or E:2
(see supplement no. 1 to this part),
under the control of a party who is not
a national of any of these countries.
(The minimum necessary in-transit
maintenance may be performed in any
country).
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(v) Lease or charter. The vessel is not
leased to or chartered by a national of
a destination in Country Group E:1 or
E:2 (see supplement no. 1 to this part).

(4) Reexports. Vessels subject to the
EAR may be reexported under this sec-
tion on temporary sojourn, provided
that:

(i) The vessel does not depart for the
purpose of sale, lease, or transfer of
operational control of the vessel, or its
equipment, parts, accessories, or com-
ponents, to a foreign country or any
national thereof;

(ii) The vessel’s flag will not be
changed while abroad;

(iii) The vessel will not be used in
any foreign military activity while
abroad;

(iv) The vessel will not carry any
item for which a license is required and
has not been granted by the U.S. Gov-
ernment;

(v) Spares for the vessel are not lo-
cated in a destination in Country
Group E:1 or E:2 (see supplement no. 1
to this part);

(vi) Technology is not transferred to
a national of a destination in Country
Group E:1 or E:2 (see supplement no. 1
to this part), except the minimum nec-
essary in-transit maintenance to per-
form servicing required to depart and
enter a port safely; and

(vii) The vessel does not bear the liv-
ery, colors, or logos of a national of a
destination in Country Group E:1 or E:2
(see supplement no. 1 to this part).

(5) No vessels may be exported or re-
exported under this License Exception
to a country in Country Group E:1.

(6) Cuba, eligible vessels and purposes.
For Cuba, only cargo vessels for hire
for use in the transportation of items
are eligible for this paragraph (d).

NOTE 1 TO PARAGRAPH (d): A vessel exported
or reexported to a country pursuant to this
paragraph (d) may not remain in that coun-
try for more than 14 consecutive days before
it departs for a country to which it may be
exported without a license or the United
States.

(e) Intransit cargo. Cargo laden on
board an aircraft or vessel may transit
Cuba provided:

(1) The aircraft or vessel is exported
or reexported on temporary sojourn to
Cuba pursuant to paragraph (a) or (d)
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of this section or a license from BIS;
and

(2) The cargo departs with the air-
craft or vessel at the end of its tem-
porary sojourn to Cuba, is not removed
from the aircraft or vessel for use in
Cuba and is not transferred to another
aircraft or vessel while in Cuba.

(f) Spacecraft for launch. This para-
graph (e) authorizes the export by ac-
credited U.S. institutions of higher
learning of commodities subject to the
EAR fabricated only for fundamental
research purposes when all of the fol-
lowing conditions are met:

(1) The export is to an accredited in-
stitution of higher learning, a govern-
mental research center, or an estab-
lished government funded private re-
search center located in a country
other than Country Group D:5 (see
supp. no. 1 to this part) and involves
exclusively nationals of such countries;

(2) All the information about the
commodity, including its design, and
all of the resulting information ob-
tained through fundamental research
involving the commodity will be pub-
lished and shared broadly within the
scientific community, and is not re-
stricted for proprietary reasons or spe-
cific U.S. government access and dis-
semination controls or other restric-
tions accepted by the institution or its
researchers on publication of scientific
and technical information resulting
from the project or activity (see §734.11
of the EAR); and

(3) If the commodity is for permanent
export, the platform or system into
which the commodity will be incor-
porated must be a scientific, research,
or experimental satellite and must be
exclusively concerned with funda-
mental research and may only be
launched into space from countries and
by nationals of countries not identified
in Country Group D:5.

[61 FR 12678, Mar. 25, 1996. Redesignated and
amended at 61 FR 64274, 64283, Dec. 4, 1996.
Redesignated at 61 FR 68579, Dec. 30, 1996]

EDITORIAL NOTE: For FEDERAL REGISTER ci-
tations affecting §740.15, see the List of CFR
Sections Affected, which appears in the
Finding Aids section of the printed volume
and at www.govinfo.gov.
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§740.16 Additional permissive reex-
ports (APR).

This License Exception allows the
following reexports:

(a) Reexports from Country Group A:l
and Hong Kong. Reexports may be
made from countries in Country Group
A:1 or from Hong Kong, provided that:

(1) The reexport is made in accord-
ance with the conditions of an export
authorization from the government of
the reexporting country;

(2) The commodities being reexported
are not controlled for NP, CB, MT, SI
or CC reasons or described in ECCN
0A919, 3A001.b.2 or b.3 (except those
that are being reexported for use in
civil telecommunications applica-
tions), 6A002, or 6A003; and

(3) The reexport is destined to either:

(i) A country in Country Group B
that is not also included in Country
Group D:2, D:3, or D:4; and the com-
modity being reexported is both con-
trolled for national security reasons
and not controlled for export to Coun-
try Group A:1; or

(ii) A country in Country Group D:1
(National Security) (see supplement
no. 1 to part 740), other than North
Korea and the commodity being reex-
ported is controlled for national secu-
rity reasons.

(b) Reexports to and among specified
countries. (1) Eligible commodities may
be reexported to and among destina-
tions in Country Group A:1 and Hong
Kong for use or consumption within a
destination in Country Group A:l1 (see
supplement no. 1 to part 740) or Hong
Kong, or for reexport from such coun-
try in accordance with other provisions
of the EAR.

(2) Commodities not eligible for reex-
port under paragraph (b)(1) are:

(i) Commodities controlled for nu-
clear nonproliferation or missile tech-
nology reasons;

(ii) Commodities in 3A001.b.2 or b.3
(except those that are being reexported
for use in civil telecommunications ap-
plications);

(iii) ‘“‘Military commodities”
scribed in ECCN 0A919;

(iv) Commodities described in ECCN
0A987 that incorporate an image inten-
sifier tube; or

(v) Commodities described in ECCN
6A002.

de-
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(3) Cameras described in ECCNs 6A003
may be exported or reexported to and
among countries in Country Group A:l
(see supplement no. 1 to this part) if:

(i) Such cameras are fully packaged
for use as consumer ready civil prod-
ucts; or

(ii) Such cameras with not more than
111,000 elements are to be embedded in
civil products.

(c) Reexports to a destination to
which direct shipment from the United
States is authorized under an unused
outstanding license may be made under
the terms of that license. Such reex-
ports shall be recorded in the same
manner as exports are recorded, re-
gardless of whether the license is par-
tially or wholly used for reexport pur-
poses. (See part 762 of the EAR for rec-
ordkeeping requirements.)

(d) Reexports of any item from Can-
ada that, at the time of reexport, may
be exported directly from the United
States to the new country of destina-
tion under any License Exception.

(e) Reexports (return) to the United
States of any item. If the reexporting
party requests written authorization
because the government of the country
from which the reexport will take place
requires formal U.S. Government ap-
proval, such authorization will gen-
erally be given.

(f) Reexports from a foreign destina-
tion to Canada of any item if the item
could be exported to Canada without a
license.

(g) [Reserved]

(h) Shipments of foreign-made prod-
ucts that incorporate U.S.-origin com-
ponents may be accompanied by U.S.-
origin controlled spare parts, provided
that they do not exceed 10 percent of
the value of the foreign-made product,
subject to the restrictions in §734.4 of
the EAR.

(1) Reexports to Sudan of items con-

trolled by ECCNs 2A994; 3A992.a;
5A991.g; HA992; 6A991; 6A998; TA994;
8A992.d, .e, .f, and .g; 9A990.a and .b;

and 9A991.d and .e. In addition, items
in these ECCNs are not counted as con-
trolled U.S. content for purposes of de-
termining license requirements for
U.S. parts, components, and materials
incorporated in foreign-made products.
However, the export from the United
States to any destination with knowl-
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edge that they will be reexported di-
rectly or indirectly, in whole or in part
to Sudan is prohibited without a 1li-
cense.

(j) Reexports of items controlled by
NP Column 1 (see supplement no. 1 to
part 774 of the EAR) to, among, and
from countries described in Country
Group A:4 (see supplement no. 1 to part
740), except:

(1) Reexports from countries that are
not identified in Country Group A:1 of
items that are controlled for NS rea-
sons to destinations in Country Group
D:1; and

(2) Reexports to destinations in
Country Group E:2 and Country Group
D:2.

[61 FR 12768, Mar. 25, 1996. Redesignated at 61
FR 64274, Dec. 4, 1996. Redesignated at 61 FR
68579, Dec. 30, 1996]

EDITORIAL NOTE: For FEDERAL REGISTER ci-
tations affecting §740.16, see the List of CFR
Sections Affected, which appears in the
Finding Aids section of the printed volume
and at www.govinfo.gov.

§740.17 Encryption commodities, soft-
ware, and technology (ENC).

License Exception ENC authorizes
export, reexport, and transfer (in-coun-
try) of systems, equipment, commod-
ities, and components therefor that are
classified under ECCNs 5A002, 5B002,
equivalent or related software and
technology therefor classified under
5D002 or b5E002, and ‘‘cryptanalytic
items” classified under ECCNs 5A004,
5D002 or 5KE002. This License Exception
ENC does not authorize export or reex-
port to, transfer (in-country) in, or pro-
vision of any service in any country
listed in Country Groups E:1 or E:2 in
supplement no. 1 to part 740 of the
EAR, or release of source code or tech-
nology to any national of a country
listed in Country Groups E:1 or E:2. Re-
exports and transfers (in-country)
under License Exception ENC are sub-
ject to the criteria set forth in para-
graph (c) of this section. Paragraphs (b)
and (d) of this section set forth infor-
mation about classifications required
by this section. Items described in
paragraphs (b)(1) and (b)(3)(i), (ii), or
(iv) of this section that meet the cri-
teria set forth in Note 3 to Category 5—
Part 2 of the Commerce Control List
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(the ‘‘mass market’’ note) are classi-
fied under ECCN 5A992.c or 5D992.c fol-
lowing self-classification or classifica-
tion by BIS and are no longer subject
to “EI” and ‘NS’ controls. Paragraph
(e) sets forth reporting required by this
section. For items exported under para-
graphs (b)(1), (b)(3)(i), (ii), or (iv) of this
section and therefore excluded from
paragraph (e) reporting requirements,
exporters are reminded of the record-
keeping requirements in part 762 of the
EAR and that they may be required to
make such records available upon re-
quest. All classification requests, and
reports submitted to BIS pursuant to
this section for encryption items will
be reviewed by the ENC Encryption Re-
quest Coordinator, Ft. Meade, MD.

(a) No classification request or reporting
required. License Exception ENC au-
thorizes the export, reexport, or trans-
fer (in-country) to the end users and
for the end uses set forth in paragraphs
(a)(1) through (3) of this section, with-
out submission of a classification re-
quest, self-classification report or sales
report to BIS.

(1) Certain exports, reexports, transfers
(in-country) to ’private sector end users’—
(i) Internal ‘‘development’ or ‘‘produc-
tion” of mew products. License Excep-
tion ENC authorizes certain exports,
reexports, and transfers (in-country) of
items described in paragraph (a) of this
section for the internal ‘‘development”
or ‘‘production” of new products by
’private sector end users,” wherever lo-
cated, that are headquartered in a
country listed in supplement no. 3 of
this part.

(i1) Certain exports, reexports, transfers
(in-country) to related parties, not involv-
ing ‘‘development’ or ‘‘production’’ of
new products. For internal end uses
among ’private sector end users’ other
than the ‘‘development’ or ‘‘produc-
tion” of new products, License Excep-
tion ENC authorizes exports, reexports,
and transfers (in-country) of non-U.S.-
origin items, described in paragraph (a)
of this section, to ’private sector end
users’ wherever located provided that:

(A) That item became subject to the
EAR after it was produced;

(B) All parties to the transaction are
subsidiaries of the same parent com-
pany headquartered in a country listed
in supplement no. 3 of this part; and
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(C) The characteristics or capabili-
ties of the existing item are not en-
hanced, unless otherwise authorized by
license or license exception.

NOTE TO PARAGRAPH (a)(1): A ’private sec-
tor end user’ is either: An individual who is
not acting on behalf of any foreign govern-
ment; or a commercial firm (including its
subsidiary and parent firms, and other sub-
sidiaries of the same parent) that is not
wholly owned by, otherwise controlled by or
acting on behalf of, any foreign government.

(2) Exports, reexports, transfers (in-
country) to “‘U.S. Subsidiaries.”’ License
Exception ENC authorizes export, reex-
port, and transfer (in-country) of items
described in paragraph (a) of this sec-
tion to any ‘“U.S. subsidiary,” wher-
ever located. License Exception ENC
also authorizes export, reexport, trans-
fer (in-country) of such items by a U.S.
company and its subsidiaries to foreign
nationals who are employees, indi-
vidual contractors or interns of a U.S.
company or its subsidiaries if the items
are for internal company use, including
the ‘‘development’ or ‘‘production’ of
new products, without prior review by
the U.S. Government.

NOTE TO PARAGRAPHS (a)(1) AND (2): All
items produced or developed with items ex-
ported, reexported, or transferred (in-coun-
try) under paragraphs (a)(1) or (2) of this sec-
tion are subject to the EAR. These items
may require the submission of a classifica-
tion request before sale, reexport or transfer
to non-‘U.S. subsidiaries,” unless otherwise
authorized by license or license exception.

(3) Reexports and transfers (in-country)
of mon-U.S. products developed with or
incorporating U.S.-origin encryption
source code, components, or toolkits. Li-
cense Exception ENC authorizes the re-
export and transfer (in-country) of non-
U.S. products developed with or incor-
porating U.S.-origin encryption source
code, components or toolkits that are
subject to the EAR, provided that the
U.S.-origin encryption items have pre-
viously been classified or reported and
authorized by BIS and the cryp-
tographic functionality has not been
changed. Such products include non-
U.S. developed products that are de-
signed to operate with U.S. products
through a cryptographic interface.

319



§740.17

NOTE TO PARAGRAPH (a)(3): This exception
from classification and reporting require-
ments does not apply to non-U.S.-origin
products exported from the United States.

(b) Classification request or self-classi-
fication report. For products described
in paragraph (b)(1) of this section that
are self-classified by the exporter, a
self-classification report in accordance
with paragraph (e)(3) of this section is
required from specified exporters, re-
exporters and transferors; for products
described in paragraph (b)(1) of this
section that are classified by BIS via a
CCATS, a self-classification report is
not required. For products described in
paragraphs (b)(2) and (3) of this section,
a thirty-day (30-day) classification re-
quest is required in accordance with
paragraph (d) of this section. An ex-
porter, reexporter, or transferor may
rely on the producer’s self-classifica-
tion (for products described in (b)(1),
only) or CCATS for an encryption item
eligible for export or reexport under
License Exception ENC under para-
graph (b)(1), (2), or (3) of this section.
Exporters are still required to comply
with semi-annual sales reporting re-
quirements under paragraph (e)(1) or
(2) of this section, even if relying on a
CCATS issued to a producer for speci-
fied encryption items described in
paragraphs (b)(2) and (b)(3)(iii) of this
section.

NOTE TO PARAGRAPH (b) INTRODUCTORY
TEXT: Mass market encryption software that
would be considered publicly available under
§734.3(b)(3) of the EAR, and is authorized for
export under this paragraph (b), remains sub-
ject to the EAR until all applicable classi-
fication or self-classification requirements
set forth in this section are fulfilled.

(1) Immediate authorication. This para-
graph (b)(1) authorizes the exports, re-
exports, and transfers (in-country) of
the associated commodities self-classi-
fied under ECCNs 5A002.a or 5B002, and
equivalent or related software therefor
classified under 5D002, except any such
commodities, software, or components
described in (b)(2) or (3) of this section,
subject to submission of a self-classi-
fication report in accordance with
§740.17(e)(3) of the EAR. Items de-
scribed in this paragraph (b)(1) that
meet the criteria set forth in Note 3 to
Category 5—Part 2 of the Commerce
Control List (the ‘“‘mass market’ note)

15 CFR Ch. VII (1-1-20 Edition)

are classified as EBECCN 5A992.c or
5D992.c following self-classification or
classification by BIS and are removed
from “EI’’ and ‘“NS”’ controls.

(2) Classification request required. Thir-
ty (30) days after the submission of a
classification request with BIS in ac-
cordance with paragraph (d) of this sec-
tion and subject to the reporting re-
quirements in paragraph (e) of this sec-
tion, this paragraph under License Ex-
ception ENC authorizes certain ex-
ports, reexports, and transfers (in-
country) of the items specified in para-
graph (b)(2) and submitted for classi-
fication.

NOTE TO PARAGRAPH (b)(2) INTRODUCTORY
TEXT: Immediately after the classification
request is submitted to BIS in accordance
with paragraph (d) of this section and sub-
ject to the reporting requirements in para-
graph (e) of this section, this paragraph also
authorizes exports, reexports, and transfers
(in-country) of:

1. All submitted encryption items de-
scribed in this paragraph (b)(2), except
“‘cryptanalytic items,” to any end user lo-
cated or headquartered in a country listed in
supplement no. 3 to this part;

2. Encryption source code as described in
paragraph (b)(2)(1)(B) to non-‘‘government
end users’ in any country;

3. “Cryptanalytic items’ to non-‘‘govern-
ment end users,” only, located or
headquartered in a country listed in supple-
ment no. 3 to this part; and

4. Items described in paragraphs (b)(2)(iii)
and (b)(2)(iv)(A) of this section, to specified
destinations and end users.

(i) Cryptographic commodities, Soft-
ware, and components. License Excep-
tion ENC authorizes exports, reexports,
and transfers (in-country) of the items
in paragraph (b)(2)(i)(A) of this section
to ‘‘less sensitive government end
users’” and non- ‘‘government end
users’’ located or headquartered in a
country not listed in supplement no. 3
to this part, and the items in para-
graphs (b)(2)(i)(B) through (H) to non
“‘government end users’ located or
headquartered in a country not listed
in supplement no. 3.

(A) ’Network Infrastructure.” 'Network
infrastructure’ commodities and soft-
ware, and components therefor, meet-
ing any of the following with Kkey
lengths exceeding 80-bits for sym-
metric algorithms:

(I) WAN, MAN, VPN, backhaul and
long-haul. Aggregate encrypted WAN,
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MAN, VPN, backhaul or long-haul
throughput (including communications
through wireless network elements
such as gateways, mobile switches, and
controllers) equal to or greater than
250 Mbps;

(2) [Reserved]

(3) Satellite infrastructure. Trans-
mission over satellite at data rates ex-
ceeding 10 Mbps;

(4) Media gateways and other unified
communications (UC) infrastructure, in-
cluding Voice-over-Internet Protocol
(VoIP) services. Media (voice/video/data)
encryption or encrypted signaling to
more than 2,500 endpoints, including
centralized key management therefor;
or

(5) Terrestrial wireless infrastructure.
Air interface coverage (e.g., through
base stations, access points to mesh
networks, and bridges) exceeding 1,000
meters, where any of the following ap-
plies:

(i) Maximum transmission data rates
exceeding 10 Mbps (at operating ranges
beyond 1,000 meters); or

(i1) Maximum number of concurrent
full-duplex voice channels exceeding 30;

NOTES TO PARAGRAPH (b)(2)(1)(A):

1. The License Exception ENC eligibility
restrictions of paragraphs (b)(2)(1)(A)(3) (sat-
ellite infrastructure) and (b)(2)(1)(A)(5) (ter-
restrial wireless infrastructure) do not apply
to satellite terminals or modems meeting all
of the following:

a. The encryption of data over satellite is
exclusively from the user terminal to the
gateway earth station, and limited to the air
interface; and

b. The items meet the requirements of the
Cryptography Note (Note 3) in Category 5—
Part 2 of the Commerce Control List.

2. ’Network infrastructure’ (as applied to
encryption items). A ’network infrastruc-
ture’ commodity or software is any ‘‘end
item,” commodity or ‘software’’ for pro-
viding one or more of the following types of
communications:”

(a) Wide Area Network (WAN);

(b) Metropolitan Area Network (MAN);

(c) Virtual Private Network (VPN);

(d) Satellite;

(e) Digital packet telephony/media (voice,
video, data) over Internet protocol;

(f) Cellular; or

(g) Trunked.

NOTE 1 TO PARAGRAPH 2: 'Network infra-
structure’ end items are typically operated
by, or for, one or more of the following types
of end users:
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(1) Medium- or large- sized businesses or
enterprises;

(2) Governments;

(3) Telecommunications service providers;
or

(4) Internet service providers.

NOTE 2 TO PARAGRAPH 2: Commodities, soft-
ware, and components for the ‘‘cryp-
tographic activation” of a ’network infra-
structure’ item are also considered 'network
infrastructure’ items.

(B) Certain ‘‘encryption source code.’”
“Encryption source code’ that is not
publicly available as that term is used
in §742.15(b) of the EAR;

(C) Customized items. Encryption soft-
ware, commodities and components
therefor, where any of the following ap-
plies:

(1) Customized for government end users
or end uses. The item has been de-
signed, modified, adapted, or cus-
tomized for ‘‘government end user(s);”’
or

(2) Custom or changeable cryptography.
The cryptographic functionality of the
item has been designed or modified to
customer specification or can be easily
changed by the user;

(D) Quantum cryptography. ECCN
5A002.c or 5D002 ‘‘quantum cryptog-
raphy’’ commodities or software;

(BE) [Reserved]

(F) Network penetration tools.
Encryption commodities and software
that provide penetration capabilities
that are capable of attacking, denying,
disrupting or otherwise impairing the
use of cyber infrastructure or net-
works;

(G) Public safety/first responder radio
(private mobile radio (PMR)). Public
safety/first responder radio (e.g., imple-
menting Terrestrial Trunked Radio
(TETRA) and/or Association of Public-
Safety Communications Officials Inter-
national (APCO) Project 25 (P25) stand-
ards);

(H) Specified cryptographic ultra-wide-
band and ‘‘spread Spectrum’’ items.
Encryption commodities and compo-
nents therefor, classified under ECCNs
5A002.d or .e, and equivalent or related
software therefor classified under
ECCN 5D002.

(i1) Cryptanalytic commodities and soft-
ware. ‘“‘Cryptanalytic items’ classified
in ECCN 5A004 or 5D002 to non- ‘‘gov-
ernment end users’” located or
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headquartered in countries not listed
in supplement no. 3 to this part.

(iii) ““Open cryptographic interface’
items. Items that provide an ‘‘open
cryptographic interface,” to any end
user located or headquartered in a
country listed in supplement no. 3 to
this part.

(iv) Specific encryption technology.
Specific encryption technology as fol-
lows:

(A) Technology for ‘“‘non-standard cryp-
tography.” Encryption technology clas-
sified under ECCN 5E002 for ‘‘non-
standard cryptography,” to any end
user located or headquartered in a
country listed in supplement no. 3 to
this part;

(B) Other technology. Encryption
technology classified under ECCN 5E002
except technology for ‘‘cryptanalytic
items,” ‘‘non-standard cryptography’’
or any ‘‘open cryptographic interface,”
to any non-‘‘government end user’ lo-
cated in a country not listed in Coun-
try Group D:1, E:1, or E:2 of supplement
no. 1 to part 740 of the EAR.

NOTE TO PARAGRAPH (b)(2): Commodities,
components, and software classified under
ECCNs 5A002.b or 5D002.b, for the ‘‘cryp-
tographic activation” of commodities or
software specified by this paragraph (b)(2)
are also controlled under this paragraph
(0)(2).

(3) Classification request required for
specified commodities, software, and com-
ponents. Thirty (30) days after a classi-
fication request is submitted to BIS in
accordance with paragraph (d) of this
section and subject to the reporting re-
quirements in paragraph (e) of this sec-
tion, this paragraph authorizes ex-
ports, reexports, and transfers (in-
country) of the items submitted for
classification, as further described in
this paragraph (b)(3), to any end user,
provided the item does not perform the
functions, or otherwise meet the speci-
fications, of any item described in
paragraph (b)(2) of this section. Items
described in paragraphs (b)(3)(i), (ii), or
(iv) of this section that meet the cri-
teria set forth in Note 3 to Category 5—
Part 2 of the Commerce Control List
(the ‘‘mass market’’ note) are classi-
fied under ECCN 5A992.c or 5D992.c fol-
lowing classification by BIS.

NOTE TO INTRODUCTORY TEXT OF PARAGRAPH
(b)(3): Immediately after the classification
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request is submitted to BIS in accordance
with paragraph (d) of this section and sub-
ject to the reporting requirements in para-
graph (e) of this section, this paragraph also
authorizes exports, reexports, transfers (in-
country) of the items described in this para-
graph (b)(3) to any end user located or
headquartered in a country listed in supple-
ment no. 3 to this part.

(1) ““Components,”’ toolsets, and tool-
kits. Specified components classified
under ECCN 5A002.a and equivalent or
related software classified under ECCN
5D002 not described by paragraph (b)(2)
of this section, as follows:

(A) Chips, chipsets, electronic assem-
blies and field programmable logic de-
vices;

(B) Cryptographic libraries, modules,
development kits and toolkits, includ-
ing for operating systems and cryp-
tographic service providers (CSPs).

(ii) ‘““Non-standard cryptography’ (by
items mnot otherwise described in para-
graph (b)(2) of this section.) Encryption
commodities, software and components
not described by paragraph (b)(2) of
this section, that provide or perform
“‘non-standard cryptography’ as de-
fined in part 772 of the EAR.

(iii) Advanced mnetwork vulnerability
analysis and digital forensics.
Encryption commodities and software
not described by paragraph (b)(2) of
this section, that provide or perform
vulnerability analysis, network
forensics, or computer forensics func-
tions characterized by any of the fol-
lowing:

(A) Automated mnetwork vulnerability
analysis and response. Automated net-
work analysis, visualization, or packet
inspection for profiling network flow,
network user or client behavior, or net-
work structure/topology and adapting
in real-time to the operating environ-
ment; or

(B) Digital forensics, including network
or computer foremsics. Investigation of
data leakage, network breaches, and
other malicious intrusion activities
through triage of captured digital fo-
rensic data for law enforcement pur-
poses or in a similarly rigorous evi-
dentiary manner.

(iv) “‘Cryptographic activation’ com-
modities, components, and software. Com-
modities, components, and software
classified under ECCNs 5A002.b or
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5D002.b where the product or cryp-
tographic functionality is not other-
wise described in paragraphs (b)(2) or
(b)(3)(1) of this section.

(c) Reexport and transfer (in-country).
Distributors, resellers or other entities
who are not original manufacturers of
encryption commodities and software
are permitted to use License Exception
ENC only in instances where the reex-
port or transfer (in-country) meets the
applicable terms and conditions of this
section. Transfers of encryption items
listed in paragraph (b)(2) of this section
to ‘“‘government end users,’”’ or for gov-
ernment end uses, within the same
country are prohibited, unless other-
wise authorized by license or license
exception.

(d) Classification request procedures—
(1) Submission requirements and instruc-
tions. To submit a classification re-
quest to BIS, you must submit an ap-
plication to BIS in accordance with the
procedures described in §§748.1 and 748.3
of the EAR and the instructions in
paragraph (r) of supplement no. 2 to
part 748 ‘“Unique Application and Sub-
mission Requirements,” along with
other required information as follows:

(i) [Reserved]

(i1) Technical information submission
requirements. For all submissions of
encryption classification requests for
items described under paragraph (b)(2)
or (b)(3) of this section, you must sub-
mit the applicable information de-
scribed in paragraphs (a) through (d) of
supplement no. 6 to part 742 of the EAR
(Technical Questionnaire for
Encryption Items). For items eligible
for self-classification that are sub-
mitted to BIS for classification you
may be required to provide BIS this
supplement no. 6 to part 742 informa-
tion on an as-needed basis, upon re-
quest by BIS.

(iii) Changes in encryption
functionality following a previous classi-
fication. A new product encryption clas-
sification request (under paragraphs
(b)(2) or (b)(3) of this section) is re-
quired if a change is made to the cryp-
tographic functionality (e.g., algo-
rithms) or other technical characteris-
tics affecting License Exception ENC
eligibility (e.g., encrypted throughput)
of the originally classified product.
However, a new product classification
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request is not required when a change
involves: the subsequent bundling,
patches, upgrades or releases of a prod-
uct; name changes; or changes to a pre-
viously reviewed encryption product
where the change is limited to updates
of encryption software components
where the product is otherwise un-
changed.

(2) Action by BIS. (i) [Reserved]

(ii) For items requiring classification by
BIS under paragraphs (b)(2) and (3) of
this section. (A) For classifications that
require a thirty (30-day) waiting pe-
riod, if BIS has not, within thirty days
(30 days) from registration in SNAP-R
of your complete classification request,
informed you that your item is not au-
thorized for License Exception ENC,
you may export, reexport, or transfer
(in-country) under the applicable pro-
visions of License Exception ENC.

(B) Upon completion of its classifica-
tion, BIS will issue a Commodity Clas-
sification Automated Tracking System
(CCATS) to you.

(C) Hold Without Action (HWA) for
classification requests. BIS may hold
your classification request without ac-
tion if necessary to obtain additional
information or for any other reason
necessary to ensure an accurate classi-
fication. Time on such ‘hold without
action” status shall not be counted to-
wards fulfilling the thirty-day (30-day)
processing period specified in this para-
graph.

(iii) BIS may require you to supply
additional relevant technical informa-
tion about your encryption item(s) or
information that pertains to their eli-
gibility for License Exception ENC at
any time, before or after the expiration
of the thirty-day (30-day) processing
period specified in this paragraph and
in paragraphs (b)(2) and (3) of this sec-
tion. If you do not supply such infor-
mation within 14 days after receiving a
request for it from BIS, BIS may re-
turn your classification request(s)
without action or otherwise suspend or
revoke your eligibility to use License
Exception ENC for that item(s). At
your request, BIS may grant you up to
an additional 14 days to provide the re-
quested information. Any request for
such an additional number of days
must be made prior to the date by
which the information was otherwise

323



§740.17

due to be provided to BIS, and may be
approved if BIS concludes that addi-
tional time is necessary.

(e) Reporting requirements—(1) Semi-
annual reporting requirement. Semi-
annual reporting is required for exports
to all destinations other than Canada,
and for reexports from Canada for
items described under paragraphs (b)(2)
and (b)(3)(iii) of this section. Certain
encryption items and transactions are
excluded from this reporting require-
ment, see paragraph (e)(1)(iii) of this
section. For information about what
must be included in the report and sub-
mission requirements, see paragraphs
(e)(1)(i) and (ii) of this section respec-
tively.

(i) Information required. Exporters
must include for each item, the Com-
modity Classification Automated
Tracking System (CCATS) number and
the name of the item(s) exported (or re-
exported from Canada), and the fol-
lowing information in their reports:

(A) Distributors or resellers. For items
exported (or reexported from Canada)
to a distributor or other reseller, in-
cluding subsidiaries of U.S. firms, the
name and address of the distributor or
reseller, the item and the quantity ex-
ported or reexported and, if collected
by the exporter as part of the distribu-
tion process, the end user’s name and
address;

(B) Direct sales. For items exported
(or reexported from Canada) through
direct sale, the name and address of the
recipient, the item, and the quantity
exported; or

(C) Foreign manufacturers and products
that use encryption items. For exports
(i.e., from the United States) or direct
transfers (e.g., by a “U.S. subsidiary”
located outside the United States) of
encryption components, source code,
general purpose toolkits, equipment
controlled under ECCN 5B002, tech-
nology, or items that provide an ‘‘open
cryptographic interface,” to a foreign
developer or manufacturer
headquartered in a country not listed
in supplement no. 3 to this part when
intended for use in foreign products de-
veloped for commercial sale, the names
and addresses of the manufacturers
using these encryption items and, if
known, when the product is made
available for commercial sale, a non-
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proprietary technical description of
the foreign products for which these
encryption items are being used (e.g.,
brochures, other documentation, de-
scriptions or other identifiers of the
final foreign product; the algorithm
and key lengths used; general program-
ming interfaces to the product, if
known; any standards or protocols that
the foreign product adheres to; and
source code, if available).

(i1) Submission requirements. For ex-
ports occurring between January 1 and
June 30, a report is due no later than
August 1 of that year. For exports oc-
curring between July 1 and December
31, a report is due no later than Feb-
ruary 1 the following year. These re-
ports must be provided in electronic
form. Recommended file formats for
electronic submission include spread-
sheets, tabular text or structured text.
Exporters may request other reporting
arrangements with BIS to better re-
flect their business models. Reports
may be sent electronically to BIS at
crypt@bis.doc.gov and to the ENC
Encryption Request Coordinator at
enc@nsa.gov, or disks and CDs con-
taining the reports may be sent to the
following addresses:

(A) Department of Commerce, Bureau
of Industry and Security, Office of Na-
tional Security and Technology Trans-
fer Controls, 14th Street and Pennsyl-
vania Ave. NW., Room 2705, Wash-
ington, DC 20230, Attn: Encryption Re-
ports, and

(B) Attn: ENC Encryption Request
Coordinator, 9800 Savage Road, Suite
6940, Ft. Meade, MD 20755-6000.

(iii) Exclusions from reporting require-
ment. Reporting is not required for the
following items and transactions:

(A) [Reserved]

(B) Encryption commodities or soft-
ware with a symmetric key length not
exceeding 64 bits;

(C) Encryption items exported (or re-
exported from Canada) via free and
anonymous download;

(D) Encryption items from or to a
U.S. bank, financial institution or its
subsidiaries, affiliates, customers or
contractors for banking or financial
operations;

(BE) [Reserved]

(F) Foreign products developed by
bundling or compiling of source code.
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(2) Key length increases. Reporting is
required for commodities and software
that, after having been classified and
authorized for License Exception ENC
in accordance with paragraphs (b)(2) or
(3) of this section, are modified only to
upgrade the key length used for con-
fidentiality or key exchange algo-
rithms. Such items may be exported,
reexported or transferred (in-country)
under the previously authorized provi-
sion of License Exception ENC without
a classification resubmission.

(i) Information required. (A) A certifi-
cation that no change to the
encryption functionality has been
made other than to upgrade the key
length for confidentiality or key ex-
change algorithms.

(B) The original Commodity Classi-
fication Automated Tracking System
(CCATS) authorization number issued
by BIS and the date of issuance.

(C) The new key length.

(ii) Submission requirements. (A) The
report must be received by BIS and the
ENC Encryption Request Coordinator
before the export, reexport or transfer
(in-country) of the upgraded product;
and

(B) The report must be emailed to
crypt@bis.doc.gov and enc@nsa.gov.

(3) Self-classification reporting for cer-
tain encryption commodities, software and
components. This paragraph (e)(3) sets
forth requirements for self-classifica-
tion reporting to BIS and the ENC
Encryption Request Coordinator (Ft.
Meade, MD) of encryption commod-
ities, software and components ex-
ported or reexported. This reporting re-
quirement applies to commodities and
software that meet the criteria of Note
3 to Category 5—Part 2 of the Com-
merce Control List (‘‘mass market”
note) and are classified under ECCN
5A992.c or 5D992.c following self-classi-
fication, as well as to commodities and
software that remain classified in
ECCNs 5A002, 56B002 or 5D002 following
self-classification.

(i) When to report. Your self-classi-
fication report for applicable
encryption commodities, software and
components exported or reexported
during a calendar year (January 1
through December 31) must be received
by BIS and the ENC Encryption Re-
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quest Coordinator no later than Feb-
ruary 1 the following year.

(ii) How to report. Encryption self-
classification reports must be sent to
BIS and the ENC Encryption Request
Coordinator via email or regular mail.
In your submission, specify the time-
frame that your report spans and iden-
tify points of contact to whom ques-
tions or other inquiries pertaining to
the report should be directed. Follow
these instructions for your submis-
sions:

(A) Submissions via email. Submit
your encryption self-classification re-
port electronically to BIS at crypt-
supp8@bis.doc.gov and to the ENC
Encryption Request Coordinator at
enc@nsa.gov, as an attachment to an
email. Identify your email with subject
‘‘self-classification report.”

(B) Submissions on disks and CDs. The
self-classification report may be sent
to the following addresses, in lieu of
email:

(I) Department of Commerce, Bureau
of Industry and Security, Office of Na-
tional Security and Technology Trans-
fer Controls, 14th Street and Pennsyl-
vania Ave. NW., Room 2099B, Wash-
ington, DC 20230, Attn: Encryption Re-
ports, and

(2) Attn: ENC Encryption Request
Coordinator, 9800 Savage Road, Suite
6940, F't. Meade, MD 20755-6000.

(iii) Information to report. Your
encryption self-classification report
must include the information described
in paragraph (a) of supplement no. 8 to
part 742 for each applicable encryption
commodity, software and component
made eligible for export or reexport
under §740.17(b)(1) of the EAR. Each
product must be included in a report
only one time. However, if no new
products are made eligible for export
or reexport during a calendar year, you
must send an email to the addresses
listed in paragraph (e)(3)(ii)(A) of this
section stating that nothing has
changed since the previous report.

(iv) File format requirements. The in-
formation described in paragraph (a) of
supplement no. 8 to part 742 must be
provided to BIS and the ENC
Encryption Request Coordinator in
tabular or spreadsheet form, as an elec-
tronic file in comma separated values
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format (.csv) adhering to the specifica-
tions set forth in paragraph (b) of sup-
plement no. 8 to part 742.

[81 FR 64669, Sept. 20, 2016, as amended at 82
FR 27110, June 14, 2017; 83 FR 53750, Oct. 24,
2018]

§740.18 Agricultural commodities

(AGR).

(a) Eligibility requirements. License
Exception AGR permits the export of
agricultural commodities to Cuba, as
well as the reexport of U.S. origin agri-
cultural commodities to Cuba, pro-
vided your transaction meets all of the
following criteria:

(1) The commodity meets the defini-
tion of ‘‘agricultural commodities’ in
part 772 of the EAR;

(2) The commodity is EAR99. You
must have an official commodity clas-
sification of EAR99 from BIS for fer-
tilizers, western red cedar and live
horses before you submit a notification
under this license exception. See §748.3
of the EAR for information on how to
submit a commodity classification re-
quest;

(3) The export or reexport is made
pursuant to a written contract, except
for donations and commercial samples
which are not subject to this contract
requirement;

(4) The export or reexport is made
within 12 months of the signing of the
contract or within 12 months of notifi-
cation that no objections were raised
(if no contract is required). In the case
of multiple partial shipments, all such
shipments must be made within the 12
months of the signing of the contract
or within 12 months of notification
that no objections were raised (if no
contract is required); and

(5) You notify BIS prior to exporting
or reexporting according to the proce-
dures set forth in paragraph (c) of this
section. If you intend to engage in mul-
tiple shipments during the one-year pe-
riod after the signing of the contract,
you need only notify BIS prior to the
first shipment.

(b) Restrictions. (1) No export or reex-
port to any individual or entity des-
ignated as a Specially Designated Ter-
rorist or Foreign Terrorist Organiza-
tion may be made under License Ex-
ception AGR (see part 744 of the EAR).
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(2) No export or reexport to or for use
in biological, chemical, nuclear war-
fare or missile proliferation activities
may be made under License Exception
AGR (see part 744 of the EAR).

(3) No U.S.-owned or controlled for-
eign firm may export from abroad to
Cuba a foreign produced agricultural
commodity containing more than 25%
U.S.-origin content. Such U.S.-owned
or controlled foreign firms require a
specific license from BIS as well as the
Department of the Treasury’s Office of
Foreign Assets Control (OFAC). Trans-
actions not subject to the EAR (under
25% U.S.-origin content) require a li-
cense from OFAC.

(c) Prior mnotification—(1) General re-
quirement. You must notify BIS prior to
any export or reexport (or prior to the
first of multiple shipments) under Li-
cense Exception AGR.

(2) Procedures. You must provide
prior notification of exports and reex-
ports under License Exception AGR by
submitting a completed application in
accordance with §748.1 of the EAR. The
following blocks must be completed, as
appropriate: Blocks 1, 2, 3, 4, 5 (by
marking box 5 ‘““‘Other’’), 14, 16, 17, 18,
19, 21, 22 (a), (e), (), (g), (h), (1), (§), 23,
and 25 according to the instructions de-
scribed in supplement no. 1 to part 748
of the EAR. If your commodity is fer-
tilizer, western red cedar or live horses,
you must confirm that BIS has pre-
viously classified your commodity as
EAR99 by placing the Commodity Clas-
sification Automatic Tracking System
(CCATS) number in Block 22(d). BIS
will not initiate the registration of an
AGR notification unless the applica-
tion is complete.

(3) Action by BIS. Within two business
days of the registration of the AGR no-
tification, BIS will refer the notifica-
tion for interagency review, or if nec-
essary return the notification without
action (e.g., if the information pro-
vided is incomplete). Registration is
defined as the point at which the noti-
fication is entered into BIS’s electronic
system.

(4) Review by other departments or
agencies. The Departments of Defense,
State, and other agencies, as appro-
priate, may review the AGR notifica-
tion. BIS must receive department or
agency objections within nine business
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days of the referral. Unlike the provi-
sions described in §750.4(b) of the EAR,
there are no provisions for stopping the
processing time of the AGR notifica-
tion. If, within 11 business days after
the date of registration, any reviewing
agency provides a written objection
that the recipient may promote inter-
national terrorism or the transaction
raises nonproliferation concerns, you
may not use License Exception AGR.
In such cases, BIS will notify you that
a license is required for the export or
reexport. BIS will then process the
AGR notification as a license applica-
tion in accordance with the provisions
described in §750.4 of the EAR, and the
licensing policies set forth in the EAR.
At this time, BIS may request addi-
tional information. When BIS confirms
that no agency has raised an objection
within eleven business days (as de-
scribed in paragraph (c)(b) of this sec-
tion), you may proceed with the trans-
action provided that you satisfy all
other requirements of License Excep-
tion AGR, including the requirement
to have a written contract prior to any
shipment (unless a donation or com-
mercial sample). (Note that the fact
that you have been advised that no
agency has objected to the transaction
does not exempt you from other licens-
ing requirements under the EAR, such
as those based on knowledge of a pro-
hibited end-use or end-user as ref-
erenced in general prohibition five
(part 736 of the EAR) and set forth in
part 744 of the EAR.)

(5) Status of pending AGR notification
requests. You must contact BIS’s Sys-
tem for Tracking Export License Ap-
plications (STELA) (hittps://
snapr.bis.doc.gov/stela) for status of
your pending AGR notification or
verify the status in BIS’s Simplified
Network Applications Processing Rede-
sign (SNAP-R) System. STELA will
provide the date of registration of the
AGR notification. If no department or
agency objection is raised within 11
business days, STELA will, on the
twelfth business day following the date
of registration, provide you with con-
firmation of that fact. You may not
proceed with your shipment unless you
confirm with either STELA or SNAP-R
that no objection has been raised. If an
objection is raised, STELA and SNAP-
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R will indicate that a license is re-
quired. The AGR notification will then
be processed as a license application.
In addition, BIS may provide notice of
an objection by telephone, fax, courier
service, or other means.

(d) Donations. (1) Donations of agri-
cultural commodities are eligible for
export and reexport to Cuba under Li-
cense Exception AGR, provided the
transaction meets the requirements
and procedures of this license excep-
tion (except the written contract re-

quirement).
(2) Donations of food items to non-
governmental organizations (NGOs)

and individuals in Cuba may also be el-
igible for License Exception GFT. See
§740.12 for eligibility requirements of
gift parcels and humanitarian dona-
tions under License Exception GFT.

[66 FR 36681, July 12, 2001, as amended at 73
FR 49329, Aug. 21, 2008; 75 FR 17054, Apr. 5,
2010; 75 FR 31681, June 4, 2010; 80 FR 56902,
Sept. 21, 2015]

§740.19 Consumer
Devices (CCD).

(a) Authorications. This section au-
thorizes the export or reexport of com-
modities and software to Cuba or
Sudan subject to the requirements
stated herein. This section does not au-
thorize U.S.-owned or -controlled enti-
ties in third countries to engage in re-
exports of foreign produced commod-
ities to Cuba for which no license
would be issued by the Department of
the Treasury pursuant to 31 CFR
515.559.

(b) Eligible commodities and software.
Commodities and software in para-
graphs (b)(1) through (17) of this sec-
tion are eligible for export or reexport
under this section to Cuba or Sudan.
Commodities in paragraph (b)(18) of
this section are eligible for export or
reexport under this section to Sudan
only.

(1) Consumer computers designated
EAR99 or classified under Export Con-
trol Classification Numbers (ECCN)
5A992.c or 4A994.b;

(2) Consumer disk drives and solid

Communications

state storage equipment classified
under ECCN 5A992 or designated
EAR99;

(3) Input/output control units (other
than industrial controllers designed for
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chemical
EAR99;

(4) Graphics accelerators and graph-
ics coprocessors designated EAR99;

(5) Monitors classified under ECCN
5A992.c or designated EAR99;

(6) Printers classified under ECCN
5A992.c or designated EAR99;

(7) Modems classified under ECCNs
5A991.b.2, 5A991.b.4., or 5A992.c or des-
ignated EAR99;

(8) Network access controllers and
communications channel controllers
classified under ECCN 5A991.b.4 or des-
ignated EAR99;

(9) Keyboards, mice and similar de-
vices designated EAR99;

(10) Mobile phones, including cellular
and satellite telephones, personal dig-
ital assistants, and subscriber informa-
tion module (SIM) cards and similar
devices classified under ECCNs 5A992.c
or 5A991 or designated EAR99;

(11) Memory devices classified under
ECCN 5A992.c or designated EAR99;

(12) Consumer ‘information secu-
rity”’ equipment, ‘‘software’’ (except
“encryption source code’) and periph-
erals classified under ECCNs 5A992.c or
5D992.c or designated EAR99;

(13) Digital cameras and memory
cards classified under ECCN 5A992 or
designated EAR99;

(14) Television and radio receivers
classified under ECCN 5A992 or des-
ignated EAR99;

processing) designated

(156) Recording devices classified
under KECCN 5A992 or designated
EAR99;

(16) Batteries, chargers, carrying

cases and accessories for the equipment
described in this paragraph that are
designated EAR99;

(17) Consumer ‘‘software’” (except
“encryption source code’) -classified
under ECCNs 4D994, 5D991 or 5D992.c or
designated EAR99 to be used for equip-
ment described in paragraphs (b)(1)
through (b)(16) of this section; and

(18) (Sudan only) Global Positioning
System receivers or similar satellite
receivers controlled under ECCN 7A994.

NOTE TO PARAGRAPH (b): In this paragraph,
the term ‘‘consumer’ refers to items that
are:

1. Generally available to the public by
being sold, without restriction, from stock
at retail selling points by means of any of
the following:

a. Over-the-counter transactions;
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b. Mail order transactions;

c. Electronic transactions; or

d. Telephone call transactions; and

2. Designed for installation by the user
without further substantial support by the
supplier.

(c) Eligible and ineligible end-users—(1)
Organizations. (i) This license exception
may be used to export or reexport eligi-
ble commodities and software to and
for the use of independent non-govern-
mental organizations in Cuba or
Sudan.

(ii) The Cuban Government or the
Cuban Communist Party and organiza-
tions they administer or control are
not eligible end-users.

(iii) The Government of Sudan is not
an eligible end-user for any item ex-
ported or reexported pursuant to this
license exception except for consumer
software that is authorized under para-
graph (b)(12) or (b)(17) of this section
and that is distributed free of charge.

(2) Individuals. This License Excep-
tion may be used to export eligible
commodities and software to and for
the use of individuals other than the
following:

(i) Ineligible Cuban Government Offi-
cials. Ministers and Vice-Ministers;
members of the Council of State; mem-
bers of the Council of Ministers; mem-
bers and employees of the National As-
sembly of People’s Power; members of
any provincial assembly; local sector
chiefs of the Committees for the De-
fense of the Revolution; Director Gen-
erals and sub-Director Generals and
higher of all Cuban ministries and
state agencies; employees of the Min-
istry of the Interior (MININT); employ-
ees of the Ministry of Defense
(MINFAR); secretaries and first secre-
taries of the Confederation of Liabor of
Cuba (CTC) and its component unions;
chief editors, editors and deputy edi-
tors of Cuban state-run media organi-
zations and programs, including news-
papers, television, and radio; or mem-
bers and employees of the Supreme
Court (Tribuno Supremo Nacional).

(ii) Ineligible Cuban Communist Party
Officials. Members of the Politburo.

[74 FR 45989, Sept. 8, 2009, as amended at 80
FR 2289, Jan. 16, 2015; 80 FR 8523, Feb. 18,
2015; 80 FR 56902, Sept. 21, 2015; 81 FR 71367,
Oct. 17, 2016; 82 FR 51985, Nov. 9, 2017]
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§740.20 License Exception Strategic
Trade Authorization (STA).

(a) Introduction. This section author-
izes exports, reexports, and transfers
(in-country), including releases within
a single country of software source
code and technology to foreign nation-
als, in lieu of a license that would oth-
erwise be required pursuant to part 742
of the EAR.

NOTE 1 TO PARAGRAPH (a): License Excep-
tion STA authorizes transfers (in-country)
but is only needed to authorize a transfer
(in-country) when an EAR authorization is
required. If a transfer (in-country) is not
being made under STA, the requirements
specified in this section do not apply (see
Note 1 to paragraphs (b)(2) and (b)(3) of this
section for requirements specific to staying
within the scope of the original License Ex-
ception STA authorization and the concept
of ’completing the chain’ for purposes of ‘600
series’ items originally authorized under Li-
cense Exception STA).

(b) Requirements and Limitations—(1)
Requirements for Using License Exception
STA. (i) All of the reasons for control
that impose a part 742 license require-
ment on the export, reexport or in coun-
try transfer must be addressed in at
least one authorizing paragraph of this
section.

(ii) The party using License Excep-
tion STA must comply with all of the
requirements in paragraph (d) of this
section.

(2) Limitations on Use of License Excep-
tion STA. The prohibitions and limits of
this paragraph (b)(2) apply notwith-
standing the authorizations in para-
graph (c) of this section.

(i) License Exception STA may not
be used in lieu of any license require-
ment imposed by ‘‘Part 744—Control
Policy: End User and End Use Based”
or by ‘“‘Part 746—Embargoes and Other
Special Controls’ of the EAR.

(ii) License Exception STA may not
be used for any item controlled under
ECCNs 0A981, 0A982, 0A983, 0A985, 0E982,
or 0E987.

(iii) License Exception STA may not
be used for any item that is controlled
for reason of encryption items (EI),
short supply (SS), surreptitious listen-
ing (SL), missile technology (MT) or
chemical weapons (CW).

(iv) License Exception STA may not
be used for any item identified on the
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CCL as being subject to the exclusive
export control jurisdiction of another
agency, such as the Department of
State, the Department of Energy, or
the Nuclear Regulatory Commission.

(v) License Exception STA may not
be used for any item controlled by
ECCN 1C351.a, .b, .c, d.11, .d.12 or .e,
ECCNs 1C353, 1C354, 1E001 (i.e., for tech-
nology, as specified in ECCN 1E001, for
items controlled by ECCN 1C351.a, .b,
.c, .d.11, .d.12 or .e or ECCNs 1C353 or
1C354) or ECCN 1E351.

(vi) Toxins controlled by ECCN
1C351.d.1 through 1C351.4.10 and
1C3561.d.13 through 1C351.d.19 are au-
thorized under License Exception STA
to destinations indicated in Country
Group A:5 (See supplement no. 1 to this
part), subject to the following limits.
For purposes of this paragraph, all
such toxins that are sent from one ex-
porter, reexporter or transferor to a
single end-user, on the same day, con-
stitute one shipment.

(A) The maximum amount of any one
toxin in any one shipment may not ex-
ceed 100 milligrams.

(B) No exporter, reexporter or trans-
feror may send more than six ship-
ments of any one toxin to any one end
user in a single calendar year.

(vii) Commerce Control List Cat-
egory 7 limitation on use of License
Exception STA. License Exception STA
may not be used for TE004 ‘‘tech-
nology,” except for ‘‘technology’ con-
trolled under 7TE004.a.7.

(viii) Commerce Control List Cat-
egory 9 limitations on use of License
Exception STA.

(A) License Exception STA may not
be used for 9D001 or 9D002 ‘‘software’
that is specially designed or modified
for the ‘‘development’ or ‘‘production”
of:

(I) Components of engines controlled
by ECCN 9A001 if such components in-
corporate any of the ‘‘technologies”
controlled by 9E003.a.1, 9E003.a.2,
9E003.a.3, 9E003.a.4, 9E003.a.5, 9E003.c,
9E003.i (other than technology for fan
or power turbines), 9E003.h; or

(2) Equipment controlled by 9B001.

(B) License Exception STA may not
be used for 9D001 ‘‘software” that is
specially designed or modified for the
“development” of ‘‘technology’ con-
trolled by 9E003.a.1, 9E003.a.2, 9E003.a.3,
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9E003.a.4, 9E003.a.5, 9E003.c, 9E003.i
(other than technology for fan or power
turbines) or 9E003.h.

(C) License Exception STA may not
be used for 9D004.f or 9D004.g ‘‘soft-
ware’’.

(D) License Exception STA may not
be used for 9E001 ‘‘technology’ accord-
ing to the General Technology Note for
the ‘‘development’ of 9A001.b engines
or components of engines controlled by

9A001.b if such components incor-
porate:
(I) Any of the ‘‘technologies’ con-

trolled by 9E003.a.1, 9E003.a.2, 9E003.a.3,
9E003.a.4, 9E003.a.5, 9E003.c, 9E003.i
(other than technology for fan or power
turbines) or 9E003.h;

(2) Any of the 9D001 or 9D002 software
in paragraphs (b)(2)(viii)(A) or (B) of
this section.

(E) License Exception STA may not
be used for 9E002 ‘‘technology’ accord-
ing to the General Technology Note for
the ‘“‘production’ of components of en-
gines controlled by 9A001.b if such com-
ponents incorporate any of the ‘‘tech-
nologies” controlled by 9E003.a.1,
9E003.a.2, 9E003.a.3, 9E003.a.4, 9E003.a.5,
9E003.c, 9E003.i (other than technology
for fan or power turbines) 9E003.h.

(F) License Exception STA may not
be used for ‘‘technology’” in 9E003.a.1,
9E003.a.2, 9E003.a.3, 9E003.a.4, 9E003.a.5,
9E003.c, 9E003.i (other than technology
for fan or power turbines) 9E003.h.

(ix) [Reserved]

(x) License Exception STA may not
be used for items controlled by ECCN
6A002; 6D002 (software ‘‘specially de-
signed” for the ‘‘use” of commodities
controlled under 6A002.b); 6D003.c;
6D991 (software ‘‘specially designed”
for the ‘‘development,” ‘‘production,”
or ‘‘use’” of commodities controlled
under 6A002 or 6A003); 6E001 (‘‘tech-
nology’’ for the ‘‘development’ of com-
modities controlled under ECCN 6A002
or 6A003); or 6E002 ‘‘technology’ (for
the ‘“‘production’ of commodities con-
trolled under ECCN 6A002 or 6A003).

(xi) License Exception STA may not
be used for any commodity controlled
by ECCN 3A001.b.2 or b.3 (except those
that are being exported or reexported
for use in civil telecommunications ap-
plications), or any ‘‘technology’ con-
trolled by 3E001 for the ‘‘production”
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or ‘‘development’ of commodities con-
trolled by 3A001.b.2 or b.3.

(3) Limitations on the Use of STA that
are Specific to ‘600 series’’ Items. (i) Li-
cense Exception STA may not be used
for any ‘600 series’ items identified in
the relevant ECCN as not being eligible
for STA.

(ii) License Exception STA may be
used to export, reexport, and transfer
(in-country) ‘600 series’ items to per-
sons, whether non-governmental or
governmental, if they are in and, for
natural persons, nationals of a country
listed in Country Group A:5 (See sup-
plement no. 1 to part 740 of the EAR) or
the United States and if:

(A) The ultimate end user for such
items is the armed forces, police, para-
military, law enforcement, customs,
correctional, fire, or a search and res-
cue agency of a government of one of
the countries listed in Country Group
A:5, or the United States Government;

(B) For the ‘‘development,” ‘“‘produc-
tion,” operation, installation, mainte-
nance, repair, overhaul, or refurbishing
of an item in one of the countries listed
in Country Group A:5 or the United
States that will be for one, or more, of
the following purposes:

(I) Ultimately to be used by any such
government agencies in one of the
countries listed in Country Group A:5
or the United States Government; or

(2) Sent to a person in the United
States and not for subsequent export
under §740.9(b)(1) (License Exception
TMP for items moving in transit
through the United States); or

(C) The United States Government
has otherwise authorized the ultimate
end use, the license or other authoriza-
tion is in effect, and the consignee
verifies in writing that such authoriza-
tion exists and has provided the license
or other approval identifier to the ex-
porter, reexporter or transferor (as ap-
plicable).

(iii) License Exception STA may not
be used to export, reexport, or transfer
(in-country) end items described in
ECCN 0A606.a, ECCN 8A609.a, ECCN
8A620.a or .b, or ECCN 9A610.a until
after BIS has approved their export
under STA under the procedures set
out in §740.20(g).

(iv) License Exception STA may not
be used to export, reexport, or transfer
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(in-country) ‘600 series’ items if they
are ‘600 Series Major Defense Equip-
ment”’ and the value of such items in
the contract requiring their export ex-
ceeds $25,000,000.

NOTE 1 TO PARAGRAPHS (b)(2) AND (b)(3):
Any export, reexport, or transfer (in-coun-
try) originally authorized under License Ex-
ception STA must stay within the scope of
the original authorization. For example, for
‘600 series’ items authorized under License
Exception STA, such items must be provided
to an eligible ultimate end user, such as a
Country Group A:5 military, to stay in com-
pliance with the original authorization. This
requirement for the ‘600 series” is referred
to as ’completing the chain,” meaning re-
gardless of how many times the ‘600 series’’
item is transferred (in-country) or whether
the ‘600 series” item is incorporated into
higher level assemblies or other items, the
‘600 series” item must ultimately be pro-
vided to an eligible ultimate end user, or be
otherwise authorized under the EAR. This
applies regardless of whether the ‘600 series’’
item has been incorporated into a foreign-
made item that may no longer be ‘‘subject to
the EAR.” Because the other items eligible
for authorization under License Exception
STA (9x515 and other non-600 series ECCNSs)
do not include the ‘600 series’ requirements
specific to ultimate end user, this ’com-
pleting the chain’ concept does not apply to
9x515 and other non-600 series ECCNs author-
ized under License Exception STA. However,
the original export, reexport, or transfer (in-
country) made under License Exception STA
for 9x515 and other non-600 series ECCNs still
must comply with the original authoriza-
tion—meaning the terms and conditions of
License Exception STA.

(c) Authorizing paragraphs—(1) Mul-
tiple reasons for control. Exports, reex-
ports, and transfers (in-country) in
which the only applicable reason(s) for
control is (are) national security (NS);
chemical or biological weapons (CB);
nuclear nonproliferation (NP); regional
stability (RS); crime control (CC), and/
or significant items (SI) are authorized
for destinations in or nationals of
Country Group A:5 (See supplement
no.l to part 740 of the EAR).

NOTE TO PARAGRAPH (c)(1). License Ezxcep-
tion STA under §740.20(c)(1) may be used to au-
thorize the export, reexport, or transfer (in-
country) of ‘600 series’’ items only if the pur-
chaser, intermediate consignee, ultimate con-
signee, and end user have previously been ap-
proved on a license or other approval, i.e., Di-
rectorate of Defense Trade Controls (DDTC)
Manufacturing License Agreement (MLA),
Technical Assistance Agreement (TAA), Ware-
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house Distribution Agreement (WDA), or Gen-
eral Correspondence approval (GC) issued by
BIS or DDTC at the U.S. Department of State.

(2) Controls of lesser sensitivity. Ex-
ports, reexports and transfers (in-coun-
try) in which the only applicable rea-
son for control is national security
(NS) and the item being exported, reex-
ported or transferred (in-country) is
not designated in the STA paragraph in
the License Exception section of the
ECCN that lists the item are author-
ized for destinations in or nationals of
Country Group A:6 (See supplement no.
1 to this part).

(d) Conditions—(1) Requirement to fur-
nish Export Control Classification Num-
ber. (i) The exporter must furnish to
the consignee the ECCN of each item to
be exported pursuant to this section.
Once furnished to a particular con-
signee, the ECCN that applies to any
item need not be refurnished to that
consignee at the time the same ex-
porter makes an additional export of
the same item, if the information re-
mains accurate at the time of the addi-
tional export.

(ii) A reexporter or transferor must
furnish to subsequent consignees the
ECCN, provided by the exporter or a
prior reexporter or transferor, of each
item to be reexported or transferred
(in-country) pursuant to this section.
Once furnished to a particular con-
signee, the ECCN that applies to any
item need not be refurnished to that
consignee at the time the same re-
exporter or transferor makes an addi-
tional reexport or transfer (in-country)
of the same item, if the information re-
mains accurate at the time of the addi-
tional reexport or transfer (in-coun-
try).

(iii) For purposes of determining re-
export or transfer eligibility under this
section, the consignee may rely on the
ECCN provided to it by the party re-
quired to furnish the ECCN under para-
graph (d)(1)(i) or (ii) of this section un-
less the consignee knows that the
ECCN is incorrect or has changed. The
word ‘‘knows’ has the same meaning
as the term ‘‘knowledge’” in §772.1 of
the EAR.

(2) Prior Consignee Statement. The re-
quirements in this paragraph (d)(2)
apply to each party using License Ex-
ception STA to export, reexport, or
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transfer (in-country), including re-
exporters and transferors of items pre-
viously received under License Excep-
tion STA. The exporter, reexporter, or
transferor must obtain the following
statement in writing from its con-
signee(s) prior to exporting, reex-
porting, or transferring (in-country)
the item and must retain the state-
ment in accordance with part 762 of the
EAR. One statement may be used for
multiple exports, reexports, or trans-
fers (in-country) of the same items be-
tween the same parties so long as the
party names, the description(s) of the
item(s) and the ECCNs are correct. The
exporter, reexporter, or transferor
must maintain a log or other record
(such as documents created in the ordi-
nary course of business) that identifies
each shipment made pursuant to this
section and the specific consignee
statement that is associated with each
shipment. For purposes of this para-
graph (d)(2), a log or other record is not
required for intangible (i.e., electronic
or in an otherwise intangible form) ex-
ports, reexports, or transfers (in-coun-
try) made under License Exception
STA, but an exporter, reexporter, or
transferor is required, prior to making
any export, reexport, or transfer (in-
country), to ensure that a prior con-
signee statement has been obtained
pursuant to the requirements of this
paragraph (d)(2). (See Note 1 to para-
graph (d)(3) of this section for addi-
tional guidance on intangible exports,
reexports, and transfers (in-country),
including best practices). Paragraphs
(d)(2)(1) through (vi) of this section are
required for all transactions. In addi-
tion, paragraph (d)(2)(vii) is required
for all transactions in ‘600 series”
items and paragraph (viii) of this sec-
tion is required for transactions in ‘600
series’” items if the consignee is not
the government of a country listed in
Country Group A:5 (See supplement no.
1 to part 740 of the EAR). Paragraph
(d)(2)(viii) is also required for trans-
actions including 9x515 items.

[INSERT NAME(S) OF CONSIGNEE(S)]:

(1) Is aware that [INSERT GENERAL DE-
SCRIPTION AND APPLICABLE ECCN(S) OF
ITEMS TO BE SHIPPED (e.g., aircraft parts
and components classified under ECCN
9A610)] will be shipped pursuant to License
Exception Strategic Trade Authorization

15 CFR Ch. VII (1-1-20 Edition)

(STA) in §740.20 of the United States Export
Administration Regulations (156 CFR 740.20);

(ii) Has been informed of the ECCN(s)
noted above by [INSERT NAME OF EX-
PORTER, REEXPORTER OR TRANS-
FEROR];

(iii) Understands that items shipped pursu-
ant to License Exception STA may not sub-
sequently be reexported pursuant to para-
graphs (a) or (b) of License Exception APR
(15 CFR 740.16(a) or (b));

(iv) Agrees to obtain a prior consignee
statement when using License Exception
STA for any reexport or transfer (in-coun-
try) of items previously received under Li-
cense Exception STA;

(v) Agrees not to export, reexport, or
transfer these items to any destination, use
or user prohibited by the United States’ Ex-
port Administration Regulations;

(vi) Agrees to provide copies of this docu-
ment and all other export, reexport, or
transfer records (i.e., the documents de-
scribed in 15 CFR part 762) relevant to the
items referenced in this statement to the
U.S. Government as set forth in 15 CFR 762.7;

(vii) Understands that License Exception
STA may be used to export, reexport, and
transfer (in-country) ‘600 series’ items to
persons, whether non-governmental or gov-
ernmental, only if they are in and, for nat-
ural persons, nationals of a country listed in
Country Group A:5 (See supplement no. 1 to
part 740 of the EAR) or the United States and
if:

(A) The ultimate end user for such items is
the armed forces, police, paramilitary, law
enforcement, customs, correctional, fire, or
a search and rescue agency of a government
of one of the countries listed in Country
Group A:5 or the United States Government;

(B) For the ‘‘development,” ‘‘production,”
operation, installation, maintenance, repair,
overhaul, or refurbishing of an item in one of
the countries listed in Country Group A:5 or
the United States that will be for one, or
more, of the following purposes:

(1) Ultimately to be used by any such gov-
ernment agencies in one of the countries
listed in Country Group A:5 or the United
States Government; or

(2) Sent to a person in the United States
and not for subsequent export under
§740.9(b)(1) (License Exception TMP for
items moving in transit through the United
States); or

(C) The United States Government has oth-
erwise authorized the ultimate end use, the
license or other authorization is in effect,
and the consignee verifies in writing that
such authorization exists and has provided
the license or other approval identifier to
the exporter, reexporter or transferor (as ap-
plicable).

(viii) Agrees to permit a U.S. Government
end-use check with respect to the items.
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[INSERT NAME(S) AND TITLE(S) OF
PERSON(S) SIGNING THIS DOCUMENT,
AND DATE(S) DOCUMENT IS SIGNED].

NOTE 1 TO PARAGRAPH (d)(2): When multiple
consignees who form a network engaged in a
production process (or other type of collabo-
rative activity, such as joint development)
will be receiving items under License Excep-
tion STA, a single prior consignee statement
for multiple consignees may be used for any
item eligible for export, reexport, or transfer
(in-country) under License Exception STA,
provided all of the applicable requirements
of License Exception STA are met, including
those specified in paragraph (d)(2).

NOTE 2 TO PARAGRAPH (d)(2): Country Group
A:b and A:6 government consignees are not
required to sign or provide a prior consignee
statement.

(3) Notification to consignee of STA
shipment. With each shipment under Li-
cense Exception STA, the exporter (or
reexporter or transferor as applicable),
must notify the consignee in writing
that the shipment is made pursuant to
License Exception STA. The notice
must either specify which items are
subject to License Exception STA or
state that the entire shipment is made
pursuant to License Exception STA.
The notice must clearly identify the
shipment to which it applies. The writ-
ten notice may be conveyed by paper
documents or by electronic methods
such as facsimile or email.

NOTE 1 TO PARAGRAPH (d)(3): While the ex-
porter, reexporter, and transferor must fur-
nish the applicable ECCN and obtain a con-
signee statement prior to export, reexport or
transfer (in-country) made under License Ex-
ception STA in accordance with the require-
ments of paragraphs (d)(1) and (d)(2) of this
section, intangible (i.e., electronic or in an
otherwise intangible form) exports, reex-
ports, and transfers (in-country) made under
License Exception STA are not subject to
the notification requirements of paragraph
(d)(3) of this section. However, any export,
reexport, or transfer (in-country) made
under STA must stay within the scope of the
original authorization.

(4) Requirements for releases of software
source code or technology within a single
country. Instead of the requirement of
paragraphs (d)(1) through (d)(3) of this
section, the party releasing software
source code or technology to a national
of a country listed in Country Group
A:b or A:6 (See supplement no. 1 to this
part) must notify the recipient of the
software source code or technology of
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the restrictions upon further release of
the software source code or technology.
The notification must either expressly
inform the recipient that the EAR im-
pose limits on further disclosure or
must be in the form of an agreement in
which the recipient agrees to limits on
further disclosure. Any such agreement
must impose limits that are equivalent
to or more restrictive than all limits
on further disclosure that are imposed
by the EAR. The notification must be
in writing and a copy of it must be re-
tained by the party making the release
and the recipient of the release. The
notification may be in a separate docu-
ment or included in a document such
as a contract or a nondisclosure agree-
ment. If the document has an expira-
tion date, it must provide that the re-
strictions on disclosure do not expire.

(e) Limitation on subsequent exports,
reexports or in country transfers. If a
commodity has been exported, reex-
ported or transferred in-country pursu-
ant to this section, it may not be sub-
sequently exported, reexported or
transferred in-country pursuant to
paragraphs (a) or (b) of License Excep-
tion APR (§740.16(a) or (b) of the EAR).
Paragraphs (a) and (b) of License Ex-
ception APR do not authorize exports
of software or technology.

(f) Applicability of Wassenaar Arrange-
ment reporting requirements. See §743.1
of the EAR for special reporting re-
quirements that apply to some exports
made pursuant to this section.

(g) License Exception STA eligibility re-
quests for 9x515 and ‘600 series’’ items—
(1) Applicability. Any person may re-
quest License Exception STA eligi-
bility for end items described in ECCN
0A606.a, ECCN 8A609.a, ECCNs 8A620.a
or .b, ‘“‘spacecraft’” in ECCNs 9A515.a.1,
.a.2, .a.3, .a.4, or .g, 9A610.a, or tech-
nology ECCNs 9Eb515.b, .d, .e, or .f.

(2) Required information and manner of
requests. Requests for License Excep-
tion STA eligibility must be made via
the BIS Simplified Network Applica-
tion Process-Redesign(SNAP-R) sys-
tem unless BIS authorizes submission
via the paper BIS-748-P Multipurpose
Application form. For situations in
which BIS 748-P submissions may be
authorized, see §748.1(d)(1). For re-
quired information specific to License
Exception STA eligibility requests, see
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supplement no. 1 to part 748, Blocks 5
and 6 and supplement no. 2 to part 748,
paragraph (w). In SNAP-R the work
type for these applications is ‘“‘Export.”

(3) Timeline for USG review. The De-
partments of Commerce, Defense and
State will review License Exception
STA eligibility requests in accordance
with the timelines set forth in Execu-
tive Order 12981 and §750.4. If the Li-
cense Exception STA request is ap-
proved, the process outlined in para-
graph (g)(5)(i) of this section is fol-
lowed.

(4) Review criteria. The Departments
of Commerce, Defense and State will
determine whether the ‘“‘end item” is
eligible for this license exception based
on an assessment of whether it pro-
vides a critical military or intelligence
advantage to the United States or is
otherwise available in countries that
are not regime partners or close allies.
If the ‘“‘end item’ does not provide a
critical military or intelligence advan-
tage to the United States or is other-
wise available in countries that are not
regime partners or close allies, the De-
partments will determine that License
Exception STA is available unless an
overarching foreign policy rationale
for restricting STA availability can be
articulated. Consensus among the De-
partments is required in order for an
““end item’ to be eligible for License
Exception STA. Such determinations
are made by the departments’ rep-
resentatives to the Advisory Com-
mittee on Export Policy (ACEP), or
their designees.

(5) Disposition of License Exception
STA eligibility requests—(i) Approvals. If
the request for STA eligibility is ap-
proved, the applicant will receive noti-
fication from BIS authorizing the use
of the additional License Exception
STA for the specific end items re-
quested. This will be in the form of a
notice generated by SNAP-R to the ap-
plicant. Applicants who receive an ap-
proval notification may share it with
companies affiliated with them, such
as a branch or distributor, and may
also take steps to make it public (e.g.,
on their Web site) if the applicants so
wish. In addition, BIS will add a de-
scription of the approved end item in
the relevant ECCN and in an online
table posted on the BIS Web site, which

15 CFR Ch. VII (1-1-20 Edition)

removes the restriction on the use of
License Exception STA for the end
item identified in the approved re-
quest. BIS will publish, as needed, a
final rule adding this license exception
eligibility to the EAR for that ECCN
entry or end item.

(ii) Denials. If the STA eligibility re-
quest is not approved, the applicant
will receive written notification from
BIS. This will be in the form of a no-
tice generated by SNAP-R to the appli-
cant. Applicants may re-submit STA
eligibility requests at any time.

[76 FR 35287, June 16, 2011]

EDITORIAL NOTE: For FEDERAL REGISTER ci-
tations affecting §740.20, see the List of CFR
Sections Affected, which appears in the
Finding Aids section of the printed volume
and at www.govinfo.gov.

§740.21 Support for the Cuban People
(SCP).

(a) Introduction. This License Excep-
tion authorizes certain exports and re-
exports to Cuba that are intended to
support the Cuban people by improving
their living conditions and supporting
independent economic activity;
strengthening civil society in Cuba;
and improving the free flow of informa-
tion to, from, and among the Cuban
people.

(b) Improving living conditions and sup-
porting independent economic activity.
This paragraph authorizes the export
or reexport to Cuba of items designated
as EAR99, or controlled on the Com-
merce Control List (CCL) (supplement
no. 1 to part 774 of the EAR) only for
anti-terrorism reasons (i.e., anti-ter-
rorism must be the only reason for con-
trol that applies to the item as set
forth in the Export Control Classifica-
tion Number (ECCN) that controls the
item). If any other reason for control
applies to the item, it is not authorized
for export or reexport by this para-
graph. The item must be within one or
more of the following categories:

(1) Items for use by the Cuban private
sector for private sector economic ac-
tivities, except for items that would be
used to:

(i) Primarily generate revenue for
the state; or
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(ii) Contribute to the operation of the
state, including through the construc-
tion or renovation of state-owned
buildings.

(2) Items sold directly to individuals
in Cuba for their personal use or their
immediate family’s personal use, other
than officials identified in paragraphs
(d)(4)(ii) or (iii) of this section.

(2) Items sold directly to individuals
in Cuba for their personal use or their
immediate family’s personal use, other
than officials identified in paragraphs
(d)(4)(ii) or (iii) of this section.

(c) Strengthening civil society. This
paragraph authorizes the export or re-
export to Cuba of certain items for use
in specified activities that can
strengthen civil society. The items au-
thorized pursuant this paragraph are
limited to those designated as EAR99
or controlled only for anti-terrorism
reasons on the CCL (i.e., anti-terrorism
must be the only reason for control
that applies to the item as set forth in
the ECCN that controls the item). If
any other reason for control applies to
the item, it is not authorized for export
or reexport by this paragraph. The ex-
port or reexport must be within one or
more of the following categories:

(1) The export or reexport to Cuba of
donated items for use in scientific, ar-
chaeological, cultural, ecological, edu-
cational, historic preservation, or
sporting activities. The items may not
be donated to organizations adminis-
tered or controlled by the Cuban gov-
ernment or communist party, and must
support eligible activities independent
of the Cuban government and com-
munist party. The activities may not
relate to the ‘‘development,” ‘“‘produc-
tion,” ‘‘use,” operation, installation,
maintenance, repair, overhaul or refur-
bishing of any item enumerated or oth-
erwise described on the United States
Munitions List (22 CFR part 121) or of
any item enumerated or otherwise de-
scribed on the Commerce Control List
(supplement no. 1 to part 774 of the
EAR) unless the only reason for con-
trol that applies to that item, as set
forth in the ECCN that controls that
item, is anti-terrorism.

(2) The temporary export or reexport
to Cuba of items by travelers to Cuba
for the travelers’ use in scientific, ar-
cheological, cultural, ecological, edu-
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cational, historic preservation, or
sporting activities, or professional
meetings or research. The following re-
quirements apply:

(i) The research must be directly re-
lated to traveler’s profession, profes-
sional background or area of expertise,
including area of graduate-level full-
time study.

(ii) The activities or research may
not relate to the ‘‘development,” ‘‘pro-
duction,” ‘‘use,” operation, installa-
tion, maintenance, repair, overhaul or
refurbishing of any item enumerated or
otherwise described on the TUnited
States Munitions List (22 CFR part 121)
or of any item enumerated or other-
wise described on the Commerce Con-
trol List (supplement no. 1 to part 774
of the EAR) unless the only reason for
control that applies to that item as set
forth in the ECCN that controls that
item is anti-terrorism.

(iii) The items must remain under
the traveler’s ‘‘effective control’” while
in Cuba.

(iv) Items authorized for temporary
export by this paragraph must be re-
turned to the United States within two
years of the date of export from the
United States unless:

(A) The items are consumed in Cuba;
or

(B) The exporter applies for and re-
ceives a license from BIS, prior to the
expiration of the two year period, au-
thorizing the items to remain in Cuba
for longer than two years.

(v) Paragraph (c)(2) of this section
does not authorize exports if, at the
time of the export, the exporter has
‘“knowledge’ that the item exported
will remain in Cuba for more than two
years.

(3) The export or reexport to Cuba of
items to human rights organizations,
individuals or non-governmental orga-
nizations that promote independent ac-
tivity intended to strengthen civil soci-
ety.

(d) Improving communications. This
paragraph authorizes the export or re-
export to Cuba of certain items in-
tended to improve the free flow of in-
formation to, from, and among the
Cuban people. The items authorized
pursuant to this paragraph are limited
to those designated as EAR99 or con-
trolled only for anti-terrorism reasons
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on the CCL (i.e., anti-terrorism must be
the only reason for control that applies
to the item as set forth in the ECCN
that controls the item). If any other
reason for control applies to the item,
it is not authorized for export or reex-
port by this paragraph. The export or
reexport must be within one or more of
the following categories:

(1) The export or reexport to Cuba of
items for the creation and upgrade of
telecommunications infrastructure to
improve the free flow of information
to, from, and among the Cuban people,
including infrastructure that enables
access to the internet and use of inter-
net services. For infrastructure items
that would be used to connect specific
end users, those items may be used to
connect individual Cubans or the
Cuban private sector only (e.g., not
Cuban government ministries or state-
owned enterprises).

(2) The export or reexport to Cuba of
items for use by news media personnel
engaged in the gathering and dissemi-
nation of news to the general public
and who are:

(i) Regularly employed as journalists
by a news reporting organization;

(ii) Regularly employed as supporting
broadcast or technical personnel;

(iii) Freelance journalists with a
record of previous journalistic experi-
ence working on a freelance journal-
istic project; or

(iv) Broadcast or technical personnel
with a record of previous broadcast or
technical experience who are sup-
porting a freelance journalist working
on a freelance journalistic project.

(3) The export or reexport to Cuba of
items for use by U.S. news bureaus en-
gaged in the gathering and dissemina-
tion of news to the general public.

(4) The export or reexport to Cuba of
commodities or software that will be
used by individuals or private sector
entities to develop software that will
improve the free flow of information or
that will support the private sector ac-
tivities described in paragraph (b) of
this section. The following are ineli-
gible end-users:

(i) The Cuban Government or the
Cuban Communist Party and organiza-
tions they administer or control;

(ii) Ministers and Vice-Ministers;
members of the Council of State; mem-
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bers of the Council of Ministers; mem-
bers and employees of the National As-
sembly of People’s Power; members of
any provincial assembly; local sector
chiefs of the Committees for the De-
fense of the Revolution; Director Gen-
erals and sub-Director Generals and
higher of all Cuban ministries and
state agencies; employees of the Min-
istry of the Interior (MININT); employ-
ees of the Ministry of Defense
(MINFAR); secretaries and first secre-
taries of the Confederation of Labor of
Cuba (CTC) and its component unions;
chief editors, editors and deputy edi-
tors of Cuban state-run media organi-
zations and programs, including news-
papers, television, and radio; or mem-
bers and employees of the Supreme
Court (Tribuno Supremo Nacional); and

(iii) Members of the Politburo.

(e) Facilitating engagement, commu-
nications, and commerce. This paragraph
(e) authorizes the export or reexport to
Cuba of certain items intended to fa-
cilitate engagement between the U.S.
and Cuban people; the free flow of in-
formation to, from, and among the
Cuban people; and independent eco-
nomic activity in Cuba. The export or
reexport must be within one or more of
the following categories:

(1) The export or reexport to Cuba of
items for use by persons authorized by
the Department of the Treasury, Office
of Foreign Assets Control (OFAC) to
establish and maintain a physical or
business presence in Cuba pursuant to
31 CFR 515.573 or pursuant to a specific
license issued by OFAC. The items au-
thorized pursuant to this paragraph
(e)(1) are limited to those designated as
EAR99 (i.e., items subject to the EAR
but not specified in any ECCN) or con-
trolled on the CCL only for anti-ter-
rorism reasons.

(2) [Reserved]

NOTE TO PARAGRAPH (e): Any resulting pay-
ments associated with establishing or main-
taining a physical or business presence in
Cuba, such as lease payments, are permitted
only to the extent authorized by 31 CFR
515.573 or a specific license issued by OFAC.

(f) Temporary exports and reexports to
Cuba. This paragraph (f) authorizes the
export or reexport to Cuba, for periods
not exceeding one year, of certain
items designated as EAR99 or con-
trolled only for anti-terrorism reasons
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on the CCL (i.e., anti-terrorism must be
the only reason for control that applies
to the item as set forth in the ECCN
that controls the item). If any other
reason for control applies to the item,
it is not authorized for export or reex-
port by this paragraph. This paragraph
does not authorize any transaction if
the exporter or reexporter has ‘“‘knowl-
edge’”’ that the item is intended to re-
main in Cuba for more than one year;
if an order to acquire the item, such as
a purchase order, has been received be-
fore shipment; or when the item is for
subsequent lease or rental. The export
or reexport must be within one or more
of the following categories.

(1) Tools of trade—commodities and
software. Commodities or software to
be used by the exporter or reexporter
or its employees for the installation,
servicing or repair of items that are
subject to the EAR and that have been
exported or reexported to Cuba under a
license or license exception, or foreign-
origin items that are not subject to the
EAR that are owned and used exclu-
sively by private sector entities in
Cuba, may be exported or reexported
under this paragraph (f). The commod-
ities or software must remain under
the ‘‘effective control’” of the exporter
or reexporter or its employees. Exam-
ples of security precautions to help
prevent unauthorized access include
the following:

(i) Use of secure connections, such as
Virtual Private Network connections,
when accessing IT networks for activi-
ties that involve the transmission and
use of the software authorized under
this license exception;

(ii) Use of password systems on elec-
tronic devices that store the software
authorized under this license excep-
tion; and

(iii) Use of personal firewalls on elec-
tronic devices that store the software
authorized under this license excep-
tion.

(2) Tools of trade—technology. Tech-
nology to be used by a ’U.S. person’ ex-
porter or reexporter or its employees
who are traveling to or on temporary
assignment in Cuba for the installa-
tion, servicing or repair of items that
are subject to the EAR and that have
been exported or reexported to Cuba
under a license or license exception, or

§740.21

foreign-origin items that are not sub-
ject to the EAR that are owned and
used exclusively by private sector enti-
ties in Cuba, may be exported or reex-
ported under this paragraph (f). For
purposes of this paragraph (£)(2), a *U.S.
person’ is: an individual who is a cit-
izen of the United States, an individual
who is ‘“‘lawfully admitted for perma-
nent residence’ in the United States as
defined by 8 U.S.C. 1101(a)(20) or an in-
dividual who is a protected individual
as defined by 8 U.S.C. 1324b(a)(3). 'U.S.
person’ also means any juridical person
organized under the laws of the United
States, or any jurisdiction within the
United States (e.g., corporation, busi-
ness association, partnership, society,
trust, or any other entity, organization
or group that is authorized to do busi-
ness in the United States). If the em-
ployee who will use the technology is
not a 'U.S. person,’ the release of that
technology to that employee must ei-
ther not require a license or be author-
ized by a license or a license exception
other than this section before it may
be exported or reexported to that em-
ployee under this paragraph. The ex-
porter or reexporter and the recipient
of the technology must take security
precautions to protect against unau-
thorized release of the technology
while the technology is being shipped
or transmitted and used overseas. Ex-
amples of security precautions to help
prevent unauthorized access include
the following:

(i) Use of secure connections, such as
Virtual Private Network connections,
when accessing IT networks for email
and other business activities that in-
volve the transmission and use of the
technology authorized under this Ili-
cense exception;

(i1) Use of password systems on elec-
tronic devices that will store the tech-
nology authorized under this license
exception; and

(iii) Use of personal firewalls on elec-
tronic devices that will store the tech-
nology authorized under this license
exception.

(3) Kits of replacement ‘‘parts’ or
“‘components.” Kits consisting of re-
placement ‘‘parts’” or ‘‘components’
for items that have been exported or
reexported to Cuba under a license or
license exception, or foreign-origin

337



Pt. 740, Supp. No. 1

items that are not subject to the EAR
that are owned and used exclusively by
private sector entities in Cuba, may be
exported or reexported under this para-
graph (f)(3) provided:

(i) The kits remain under ‘‘effective
control” of the exporter or reexporter
or its employees; and

(ii) All parts and components in the
kit are returned, except that one-for-
one replacements may be made in ac-
cordance with the requirements of Li-
cense Exception Servicing and Replace-
ment of Parts and Equipment (RPL)
and the defective parts and components
returned (see Parts, Components, Ac-
cessories and Attachments in
§740.10(a)).

(4) Exhibition and demonstration. Com-
modities or software for exhibition or
demonstration at trade shows, or to
any entity that would be eligible to re-
ceive the commodities or software
under paragraphs (a) through (e) of this
section, may be exported or reexported
under this paragraph (f). The commod-

15 CFR Ch. VII (1-1-20 Edition)

ities or software must remain under
the ‘‘effective control’” of the exporter
or reexporter or its private sector
agent, may not be exhibited or dem-
onstrated at any one location for more
than 30 days and may not be used for
more than the minimum extent re-
quired for effective exhibition or dem-
onstration.

(6) Containers. Containers that would
require a license for export or reexport
to Cuba but that are necessary for
shipment of commodities being ex-
ported to Cuba under a license or li-
cense exception may be exported or re-
exported to Cuba. However, this para-
graph (f) does not authorize the export
of the container’s contents, which, if
not exempt from licensing, must be
separately authorized for export or re-
export under either a license or a li-
cense exception.

[80 FR 2289, Jan. 16, 2015, as amended at 80
FR 56902, Sept. 21, 2015; 81 FR 13974, Mar. 16,
2016; 81 FR 71367, Oct. 17, 2016; 82 FR 51985,
Nov. 9, 2017; 84 FR 56121, Oct. 21, 2019]

SUPPLEMENT NO. 1 TO PART 740—COUNTRY GROUPS

COUNTRY GROUP A

Country

[A:1]
Wassenaar
partici-
pating
states’

[A:2]
Missile .

tech- [A:3]
nology
control
regime

[A:4]
Nuclear
Australia sup- [A:5] [A:6]

group pliers
group?

Albania . RS (RN

Argentina e
Australia e ————
Austria . e ———

Belarus e | e

Belgium e —————
Brazil ...
Bulgaria
Canada . .
Croatia .. e —————

Cyprus e | e

Czech Repubilic ...... e
Denmark e —————
Estonia . e —————
Finland .
France . e ———
Germany e ————
Greece .

Hong Kong

Hungary e —————
Iceland e ——————
India .... e ———
Ireland e ——————

Israel ...

ltaly ..... e
Japan .. e ——————
Kazakhstan
Korea, South ...
Latvia .. e ———

X X
X X
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COUNTRY GRouP A—Continued
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Country

[A:2]
Missile
tech-
nology
control
regime

[A:1]
Wassenaar
partici-
pating
states’

[A:3]
Australia
group

[A:4]
Nuclear
sup-
pliers
group?

[A:5)] [A6]

Lithuania

Luxembourg

Malta ....

Mexico

Netherlands ..

New Zealand

Norway
Poland ..

Portugal

Romania

Russia .

Serbia

Singapore

Slovakia

Slovenia

South Africa

Spain ..

Sweden

Switzerland ...

Taiwan ..

Turkey .

Ukraine3

United Kingdom

United States

X X

XXX XXXXXXX

X
X

X X X X

XXX XXXXXXXXX

XXX X
>

1Country Group A:1 is a list of the Wassenaar Arrangement Participating States, except for Malta, Russia and Ukraine.

2Country Group A:4 is a list of the Nuclear Suppliers Group countries, except for the People’s Republic of China (PRC).

3For purposes of this supplement, as well as any other EAR provision that references the Country Groups, the designations
for Ukraine also apply to the Crimea region of Ukraine. See §746.6(c) for an exhaustive listing of license exceptions that are
available for the Crimea region of Ukraine. No other EAR license exceptions are available for the Crimea region of Ukraine. The
Crimea region of Ukraine includes the land territory in that region as well as any maritime area over which sovereignty, sovereign
rights, or jurisdiction is claimed based on purported annexation of that land territory.

COUNTRY GROUP B—COUNTRIES

Afghanistan
Albania
Algeria
Andorra
Angola
Antigua and Barbuda
Argentina
Aruba
Australia
Austria
The Bahamas
Bahrain
Bangladesh
Barbados
Belgium
Belize
Benin
Bhutan
Bolivia
Bosnia &
Herzegovina
Botswana
Brazil
Brunei
Bulgaria
Burkina Faso
Burma
Burundi

Cameroon

Canada

Cape Verde

Central African
Republic

Chad

Chile

Colombia

Comoros

Congo (Democratic
Republic of the)

Congo (Republic of
the)

Costa Rica

Cote d’lvoire

Croatia

Curacao

Cyprus

Czech Republic

Denmark

Djibouti

Dominica

Dominican Republic

Ecuador

Egypt

El Salvador

Equatorial Guinea

Eritrea

Estonia
Ethiopia
Fiji
Finland
France
Gabon
Gambia, The
Germany
Ghana
Greece
Grenada
Guatemala
Guinea
Guinea-Bissau
Guyana
Haiti
Honduras
Hong Kong
Hungary
Iceland
India
Indonesia
Ireland
Israel
Italy
Jamaica
Japan
Jordan
Kenya
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Kiribati
Korea, South
Kosovo
Kuwait
Latvia
Lebanon
Lesotho
Liberia
Lithuania
Luxembourg
Macedonia, The
Former
Yugoslav Republic
of
Madagascar
Malawi
Malaysia
Maldives
Mali
Malta
Marshall Islands
Mauritania
Mauritius
Mexico
Micronesia,
Federated
States of
Monaco
Montenegro



Pt. 740, Supp. No. 1

Morocco

Mozambique

Namibia

Nauru

Nepal

Netherlands

New Zealand

Nicaragua

Niger

Nigeria

Norway

Oman

Pakistan

Palau

Panama

Papua New Guinea

Paraguay

Peru

Philippines

Poland

Portugal

Qatar

Romania

Rwanda

Saint Kitts & Nevis

Saint Lucia

Saint Vincent and
the Grenadines

Samoa

San Marino

Sao Tome & Principe

Saudi Arabia

Senegal

Serbia

Seychelles

Sierra Leone

Singapore

Sint Maarten (the
Dutch two-fifths of

the island of Saint
Martin)
Slovakia
Slovenia
Solomon Islands
Somalia
South Africa
South Sudan,
Republic of
Spain
Sri Lanka
Surinam
Swaziland
Sweden
Switzerland
Taiwan
Tanzania
Thailand
Timor-Leste
Togo
Tonga
Trlnidad & Tobago
Tunisia
Turkey
Tuvalu
Uganda
United Arab
Emirates
United Kingdom
United States
Uruguay
Vanuatu
Vatican City
Western Sahara
Yemen
Zambia
Zimbabwe

COUNTRY GROUP C [RESERVED]

COUNTRY GRoOuUP D

[D: 5]
[D: 1] ) [D: 3] [D: 4] u.s.
c Na- [D:2] | Chem- Missile Arms
ountry tional Nu- ical & Tech- Embar-
Secu- clear | Biologi- nology goed
rity cal (t;rq;sq-
i
Afghanistan | ........... X | X
Armenia ..... X X
Azerbaijan .. X X
Bahrain ...... | ... X X
Belarus X X X
Burma ....... | .o X X
Cambodia .. X
Central Afri-
can Re-
PUDIC oot | e | e | e | s X
China
(PRC) ..... X ] X X X
Congo
(Demo-
cratic Re-
public Of) | .o | e | s X
Cuba .......... X X X
CYPIUS ..oovet | v | eveiiieee | eevvneiee | e X
Egypt .. X X
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COUNTRY GRouP D—Continued

[D: 1]
Na- [D:
tional N
Secu-
rity

Country

1 2]
u- ical &
clear

[D: 5]

u.s.
Arms
Embar-
goed

Coun-
tries?

[D: 3]

Chem- [D: 4]

Missile
Tech-

Biologi- nology

cal

Eritrea ..
Georgia
Haiti ..
Iran
Iraq
Israel .
Jordan .......
Kazakhstan
Korea,
North
Kuwait ........
Kyrgyzstan
Laos ...........
Lebanon
Libya .
Macau
Moldova
Mongolia
Oman .........
Pakistan
Qatar
Russia .
Saudi Ara-
bia ....
Somalia
South
Sudan,
Republic
of ... .
Sudan
Syria ...
Taiwan .
Tajikistan ...
Turkmenist-
an
Ukraine ......
United Arab
Emirates
Uzbekistan
Venezuela ..
Vietnam
Yemen .......
Zimbabwe ..

X X

X
X
X

............ X

X X X

XX X X X
X X X x
x x

XXX XXXXXX XXX
X X X

X X X

X

1 Note to Country Group D:5: Countries subject to U.S.
arms embargoes are identified by the State Department
through notices published in the FEDERAL REGISTER. The list
of arms embargoed destinations in this paragraph is drawn
from 22 CFR §126.1 and State Department FEDERAL REG-
ISTER notices related to arms embargoes (compiled at http:/
www.pmddic.state.gov/embargoed _countries/index.html) and
will be amended when the State Department publishes subse-
quent notices. If there are any discrepancies between the list
of countries in this paragraph and the countries identified by
the State Department as subject to a U.S. arms embargo (in
the FEDERAL REGISTER), the State Department’s list of coun-
tries subject to U.S. arms embargoes shall be controlling.

COUNTRY GROUP E1

[E:1] [E:2]
Country Terrorist Unilateral
supporting embargo
countries 2 g
CUuba o | s X
Iran ... X
Korea, North X
Sudan X
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COUNTRY GRouP E '—Continued

[E:1] [E:2]
Country Terrorist Unilateral
supporting embargo
countries 2 g
Syria ..o X

1In addition to the controls maintained by the Bureau of In-
dustry and Security pursuant to the EAR, note that the De-
partment of the Treasury administers:

(a) A comprehensive embargo against Cuba, Iran, and
Sudan; and

(b) An embargo against certain persons, e.g., Specially
Designated Terrorists (SDT), Foreign Terrorist Organizations
(FTO), Specially Designated Global Terrorists (SDGT), and
Specially Designated Narcotics Traffickers (SDNT). Please
see part 744 of the EAR for controls maintained by the Bu-
reau of Industry and Security on these and other persons.

2The President made inapplicable with respect to Iraq pro-
visions of law that apply to countries that have supported
terrorism.

[61 FR 12768, Mar. 25, 1996]

EDITORIAL NOTE: For FEDERAL REGISTER ci-
tations affecting supplement no. 1 to part
740, see the List of CFR Sections Affected,
which appears in the Finding Aids section of
the printed volume and at www.govinfo.gov.

SUPPLEMENT NO. 2 TO PART 740—ITEMS
THAT MAY BE DONATED TO MEET
BAsic HUMAN NEEDS UNDER THE HU-
MANITARIAN LICENSE EXCEPTION

(a) Health

Equipment for the Handicapped
Hospital Supplies and Equipment
Laboratory Supplies and Equipment
Medical Supplies and Devices
Medicine-Processing Equipment
Medicines
Vitamins
Water Resources Equipment
Food
Agricultural Materials and Machinery Suit-
ed to Small-Scale Farming Operations
Agricultural Research and Testing Equip-
ment
Fertilizers
Fishing Equipment and Supplies Suited to
Small-Scale Fishing Operations
(b) Food
Insecticides
Pesticides
Seeds
Small-Scale Irrigation Equipment
Veterinary Medicines and Supplies
(c) Clothes and Household Goods
Bedding
Clothes
Cooking Utensils
Fabric
Personal Hygiene Items
Soap-Making Equipment
Weaving and Sewing Equipment
(d) Shelter

Building Materials
Hand Tools

Pt. 742

(e) Education
Books
Individual School Supplies
School Furniture
Special Education Supplies and Equipment
for the Handicapped
(f) Basic Support Equipment and Supplies
Necessary To Operate and Administer the Dona-
tive Program
Audio-Visual Aids for Training
Generators
Office Supplies and Equipment

SUPPLEMENT NoO. 3 TO PART 740—LI-
CENSE EXCEPTION ENC FAVORABLE
TREATMENT COUNTRIES

Austria Japan
Australia Latvia
Belgium Lithuania
Bulgaria Luxembourg
Canada Malta
Croatia Netherlands
Cyprus New Zealand
Czech Republic Norway
Estonia Poland
Denmark Portugal
Finland Romania
France Slovakia
Germany Slovenia
Greece Spain
Hungary Sweden
Iceland Switzerland
Ireland Turkey
Italy United Kingdom

[69 FR 71363, Dec. 9, 2004, as amended at 73
FR 57507, Oct. 3, 2008; 81 FR 64673, Sept. 20,
2016]

PART 742—CONTROL POLICY—CCL
BASED CONTROLS

Sec.

742.1 Introduction.

742.2 Proliferation of chemical and biologi-
cal weapons.

742.3 Nuclear nonproliferation.

742.4 National security.

742.5 Missile technology.

742.6 Regional stability.

742.7 Crime control and detection.

742.8 Anti-terrorism: Iran.

742.9 Anti-terrorism: Syria.

742.10 Anti-terrorism: Sudan.

742.11 Specially designed implements of tor-
ture, including thumbscrews,
thumbcuffs, fingercuffs, spiked batons,
and parts and accessories, n.e.s.

742.12 [Reserved]

742.13 Communications intercepting de-
vices; software and technology for com-
munications intercepting devices.

742.14 Significant items: hot section tech-
nology for the development, production
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or overhaul of commercial aircraft en-
gines, components, and systems.

742.15 Encryption items.

742.16 [Reserved]

742.17 Exports of firearms to OAS member
countries.

742.18 Chemical Weapons Convention (CWC
or Convention).

742.19 Anti-terrorism: North Korea.

SUPPLEMENT NO. 1 TO PART T742—NON-
PROLIFERATION OF CHEMICAL AND BIOLOGI-
CAL WEAPONS

SUPPLEMENT NO. 2 TO PART 742—ANTI-TER-
RORISM CONTROLS: IRAN, NORTH KOREA,
SYRIA AND SUDAN CONTRACT SANCTITY
DATES AND RELATED POLICIES

SUPPLEMENT NoOS. 3-5 TO PART 742 [RE-
SERVED]

SUPPLEMENT NO. 6 TO PART 742—TECHNICAL
QUESTIONNAIRE FOR ENCRYPTION AND
OTHER ‘‘INFORMATION SECURITY’’ ITEMS

SUPPLEMENT NO. 7 TO PART 742—DESCRIPTION
OF MAJOR WEAPONS SYSTEMS

SUPPLEMENT NO. 8 TO PART 742—SELF-CLASSI-
FICATION REPORT FOR ENCRYPTION ITEMS

AUTHORITY: Pub. L. 115232, Title XVII,
Subtitle B. 50 U.S.C. 4601 et seq.; 50 U.S.C.
1701 et seq.; 22 U.S.C. 3201 et seq.; 42 U.S.C.
2139a; 22 U.S.C. 7201 et seq.; 22 U.S.C. T7210;
Sec. 1503, Pub. L. 108-11, 117 Stat. 559; E.O.
12058, 43 FR 20947, 3 CFR, 1978 Comp., p. 179;
E.O. 12851, 58 FR 33181, 3 CFR, 1993 Comp., b.
608; E.O. 12938, 59 FR 59099, 3 CFR, 19%4
Comp., p. 950; E.O. 13026, 61 FR 58767, 3 CFR,
1996 Comp., p. 228; E.O. 13222, 66 FR 44025, 3
CFR, 2001 Comp., p. 783; Presidential Deter-
mination 2003-23, 68 FR 26459, 3 CFR, 2004
Comp., p. 320; Notice of November 6, 2017, 82
FR 51971 (November 8, 2017); Notice of August
8, 2018, 83 FR 39871 (August 13, 2018).

SOURCE: 61 FR 12786, Mar. 25, 1996, unless
otherwise noted.

§742.1 Introduction.

In this part, references to the Export
Administration Regulations (EAR) are
references to 15 CFR chapter VII, sub-
chapter C.

(a) Scope. This part describes all the
reasons for control reflected in the
Country Chart in supplement no. 1 to
part 738 of the EAR. In addition, it in-
cludes licensing requirements and li-
censing policies for the following items
that are not reflected on the Country
Chart: specially designed implements
of torture, high performance com-
puters, and communications inter-
cepting devices. In addition to describ-
ing the reasons for control and licens-
ing requirements and policies, this part
describes any applicable contract sanc-
tity provisions that may apply to spe-

15 CFR Ch. VII (1-1-20 Edition)

cific controls and includes a descrip-
tion of any multilateral regime under
which specific controls are maintained.

(b) Reasons for control listed on the
CCL not covered by this part. This part
describes the license requirements and
the licensing policies for all the ‘‘Rea-
sons for Control” that are listed on the
Commerce Control List (CCL) except
“Short Supply” and ‘“U.N. Sanctions,”
which do not appear on the Country
Chart.

(1) Short supply. ECCNs containing
items subject to short supply controls
(““‘SS”’) refer the exporter to part 754 of
the EAR. These ECCNs are: 0A980
(Horses for export by sea); 1C980 (cer-
tain inorganic chemicals); 1C982 (cer-
tain other petroleum products); 1C983
(certain natural gas liquids and other
natural gas derivatives); 1C984 (certain
manufactured gas and synthetic nat-
ural gas (except when commingled with
natural gas and thus subject to export
authorization from the Department of
Energy); and 1C988 (Unprocessed west-
ern red cedar (thuja plicata) logs and
timber, and rough, dressed and worked
lumber containing wane).

(2) U.N. Sanctions. The United Na-
tions imposes sanctions, short of com-
plete embargoes, against certain coun-
tries which may result in controls that
supplement those otherwise main-
tained under the EAR for that par-
ticular country. This part does not ad-
dress license requirements and licens-
ing policies for controls implementing
U.N. sanctions. CCL entries containing
items subject to U.N. sanctions will
refer the exporter to part 746 of the
EAR, Embargoes and Other Special
Controls, for any supplemental con-
trols that may apply to exports and re-
exports involving these countries.

(c) Exports and reexports involving
Cuba and Iran. This part does not cover
license requirements and licensing
policies that apply to exports and reex-
ports to embargoed destinations (Cuba
and Iran). These comprehensive embar-
goes cover a broader range of items
than those reflected in the CCL. If you
are exporting or reexporting to any of
these destinations, you should first re-
view part 746 of the EAR, Embargoes
and Other Special Controls.
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(d) Anti-terrorism Controls on Iran,
North Korea, Sudan and Syria. Com-
merce maintains anti-terrorism con-
trols on Iran, North Korea, Syria and
Sudan under section 6(a) of the Export
Administration Act. Items controlled
under section 6(a) to Iran, Syria,
Sudan, and North Korea are described
in §§742.8, 742.9, 742.10, and 742.19, re-
spectively, and in supplement no. 2 to
part 742. Commerce also maintains con-
trols under section 6(j) of the EAA to
Iran, North Korea, Sudan and Syria.
Items controlled to these countries
under EAA section 6(j) are also de-
scribed in supplement 2 to part 742. The
Secretaries of Commerce and State are
required to notify appropriate Commit-
tees of the Congress 30 days before
issuing a license for an item controlled
under section 6(j) to North Korea, Iran,
Sudan or Syria. If you are exporting or
reexporting to Iran, North Korea, or
Syria, you should review part 746 of the
EAR, Embargoes and Other Special
Controls.

(e) End-user and end-use based con-
trols. This part does not cover prohibi-
tions and licensing requirements for
exports of items not included on the
CCL that are subject to end-use and
end-user controls: certain nuclear end-
uses; certain missile end-uses; certain
chemical and biological weapons end-
uses; certain naval nuclear propulsion
end-uses; certain activities of U.S. per-
sons; and certain exports to and for the
use of certain foreign vessels and air-
craft. Licensing requirements and poli-
cies for these exports are contained in
part 744 of the EAR.

(f) Overlapping license policies. Many
items on the CCL are subject to more
than one type of control (e.g., national
security (NS), missile technology (MT),
nuclear nonproliferation (NP), regional
stability (RS)). In addition, applica-
tions for all items on the CCL, other
than those controlled for short supply
reasons, may be reviewed for missile
technology (see §742.5(b)(3) of this
part), nuclear nonproliferation (see
§742.3(b)(2) of this part), or chemical
and biological weapons (see §742.2(b)(3)
of this part), if the end-use or end-user
may be involved in certain prolifera-
tion activities. Finally, many multilat-
erally controlled items are reviewed
for anti-terrorism reasons if they are

§742.2

destined for a terrorism-supporting
country (see paragraph (d) of this sec-
tion). Your application for a license
will be reviewed under all applicable 1i-
censing policies. A license will be
issued only if an application can be ap-
proved under all applicable licensing
policies.

[61 FR 12786, Mar. 25, 1996, as amended at 62
FR 25458, May 9, 1997; 656 FR 38151, June 19,
2000; 69 FR 23629, Apr. 29, 2004; 69 FR 46075,
July 30, 2004; 71 FR 51717, Aug. 31, 2006; 72 FR
3725, Jan. 26, 2007; 76 FR 77117, Dec. 12, 2011;
79 FR 34410, June 17, 2014; 80 FR 43318, July
22, 2015; 81 FR 29486, May 12, 2016]

§742.2 Proliferation of chemical and
biological weapons.

(a) License requirements. The following
controls are maintained in support of
the U.S. foreign policy of opposing the
proliferation and illegal use of chem-
ical and biological weapons. (See also
§742.18 of this part for license require-
ments pursuant to the Chemical Weap-
ons Convention).

(1) If CB Column 1 of the Country
Chart (supplement no. 1 to part 738 of
the EAR) is indicated in the appro-
priate ECCN, a license is required to all
destinations, including Canada, for the
following:

(i) Human pathogens, zoonoses, tox-
ins, animal pathogens, genetically
modified microorganisms and plant
pathogens identified in ECCNs 1C351,
1C353, and 1C354; and

(ii) Technology (ECCNs 1E001 and
1E351) for the production and/or dis-
posal of microbiological commodities
described in paragraph (a)(1)(i) of this
section.

(2) If CB Column 2 of the Country
Chart (supplement no. 1 to part 738 of
the EAR) is indicated in the appro-
priate ECCN, a license is required to all
destinations except countries in Coun-
try Group A:3 (see supplement no. 1 to
part 740 of the EAR) (Australia Group
members) for the following:

(i) Chemicals identified in ECCN
1C350 (precursor and intermediate
chemicals used in the production of
chemical warfare agents).

(A) This license requirement includes
chemical mixtures identified in ECCN
1C350.b, .c, or .d, except as specified in
License Requirements Note 2 to that
ECCN.
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(B) This licensing requirement does
not include chemical compounds cre-
ated with any chemicals identified in
ECCN 1C350, unless those compounds
are also identified in ECCN 1C350.

(C) This licensing requirement does
not apply to any of the following med-
ical, analytical, diagnostic, and food
testing kits that consist of pre-pack-
aged materials of defined composition
that are specifically developed, pack-
aged, and marketed for diagnostic, ana-
lytical, or public health purposes:

(1) Test kits containing no more than
300 grams of any chemical controlled
by ECCN 1C350.b or .c (CB-controlled
chemicals also identified as Schedule 2
or 3 chemicals under the CWC) that are
destined for export or reexport to CWC
States Parties (destinations listed in
supplement no. 2 to part 745 of the
EAR). Such test kits are controlled by
ECCN 1C395 for CB and CW reasons, to
States not Party to the CWC (destina-
tions not listed in supplement no. 2 to
part 745 of the EAR), and for AT rea-
sons.

(2) Test kits that contain no more
than 300 grams of any chemical con-
trolled by ECCN 1C350.d (CB-controlled
chemicals not also identified as Sched-
ule 1, 2, or 3 chemicals under the CWC).
Such test kits are controlled by ECCN
1C995 for AT reasons.

(ii) Software (ECCN 1D390) for proc-
ess control that is specifically config-
ured to control or initiate production
of the chemical precursors controlled
by ECCN 1C350.

(iii) Technology (ECCN 1E001) for the
development or production of chemical
detection systems and dedicated detec-
tors therefore, controlled by ECCN
1A004.c, that also have the technical
characteristics described in ECCN
2B351.a.

(iv) Technology (ECCNs 1E001 and
1E350) involving the following for fa-
cilities designed or intended to produce
chemicals described in 1C350:

(A) Overall plant design;

(B) Design, specification, or procure-
ment of equipment;

(C) Supervision of construction, in-
stallation, or operation of complete
plant or components thereof;

(D) Training of personnel; or

(E) Consultation on specific problems
involving such facilities.
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(v) Technology (ECCNs 1E001 and
1E351) for the production and/or dis-
posal of chemical precursors described
in ECCN 1C350;

(vi) Equipment and materials identi-
fied in ECCN 2B350 or 2B351 on the CCL,
chemical detection systems controlled
by 1A004.c for detecting chemical war-
fare agents and having the characteris-
tics of toxic gas monitoring systems
described in 2B35l.a, and valves con-
trolled by ECCN 2A226 having the char-
acteristics of those described in
2B350.g, which can be used in the pro-
duction of chemical weapons precur-
sors or chemical warfare agents.

(vii) Equipment and materials identi-
fied in ECCN 2B352, which can be used
in the production of biological agents.

(viii) Dedicated software identified in
ECCN 2D351 for the ‘‘use” of toxic gas
monitoring systems and their dedi-
cated detecting components controlled
by ECCN 2B351.

(ix) Technology identified in ECCN
2E001 for the ‘‘development’ of soft-
ware controlled by ECCN 2D351.

(x) Technology identified in ECCN
2E001, 2E002, or 2E301 for:

(A) The development, production, or
use of items controlled by ECCN 2B350,
2B351, or 2B352; or

(B) The development or production of
valves controlled by ECCN 2A226 hav-
ing the characteristics of those de-
scribed in ECCN 2B350.g.

(xi) Technology identified in ECCN
2E201 or 2E290 for the use of valves con-
trolled by ECCN 2A226 having the char-
acteristics of those described in
2B350.2.

(3) If CB Column 3 of the Country
Chart (supplement no. 1 to part 738 of
the EAR) is indicated in the appro-
priate ECCN, a license is required to
Country Group D:3 (see supplement no.
1 to part 740 of the EAR) for medical
products identified in ECCN 1C991.d.

(4) A license is required, to States
not Party to the CWC (destinations not
listed in supplement no. 2 to part 745 of
the EAR), for mixtures controlled by
1C395.a and test Kkits controlled by
1C395.b.

(b) Licensing policy. (1) License appli-
cations for the items described in para-
graph (a) of this section will be consid-
ered on a case-by-case basis to deter-
mine whether the export or reexport
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would make a material contribution to
the design, development, production,
stockpiling or use of chemical or bio-
logical weapons. When an export or re-
export is deemed to make such a mate-
rial contribution, the license will be
denied. When an export or reexport is
intended to be used in a chemical
weapons or biological weapons pro-
gram, or for chemical or biological
weapons terrorism purposes, it is
deemed to make a material contribu-
tion. The factors listed in paragraph
(b)(2) of this section are among those
that will be considered to determine
what action should be taken on license
applications for these items.

(2) The following factors are among
those that will be considered to deter-
mine what action should be taken on
license applications for the items de-
scribed in paragraph (a) of this section:

(i) The specific nature of the end-use,
including the appropriateness of the
stated end-use;

(ii) The significance of the export and
reexport in terms of its potential con-
tribution to the design, development,
production, stockpiling, or use of
chemical or biological weapons;

(iii) The nonproliferation credentials
of the importing country, including the
importing country’s chemical and bio-
logical capabilities and objectives;

(iv) The extent and effectiveness of
the export control system in the im-
porting country and in any inter-
mediary country through which the
items being exported or reexported will
transit or be transshipped en route to
the importing country;

(v) The risk that the items will be di-
verted for use in a chemical weapons or
biological weapons program, or for
chemical weapons or biological weap-
ons terrorism purposes;

(vi) The reliability of the parties to
the transaction, including whether:

(A) An export or reexport license ap-
plication involving any such parties
has previously been denied;

(B) Any such parties have been en-
gaged in clandestine or illegal procure-
ment activities;

(C) The end-user is capable of se-
curely handling and storing the items
to be exported or reexported;

(vii) Relevant information about pro-
liferation and terrorism activities, in-
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cluding activities involving the design,
development, production, stockpiling,
or use of chemical or biological weap-
ons by any parties to the transaction;

(viii) The types of assurances or
guarantees against the design, develop-
ment, production, stockpiling, or use of
chemical or biological weapons that
are given in a particular case, includ-
ing any relevant assurances provided
by the importing country or the end-
user;

(ix) The applicability of other multi-
lateral export control or nonprolifera-
tion agreements (e.g., the Chemical
Weapons Convention and the Biological
and Toxin Weapons Convention) to the
transaction; and

(x) The existence of a pre-existing
contract.

(3) BIS will review license applica-
tions in accordance with the licensing
policy described in paragraph (b)(1) of
this section for items not described in
paragraph (a) of this section that:

(i) Require a license for reasons other
than short supply; and

(ii) Could be destined for the design,
development, production, stockpiling,
or use of chemical or biological weap-
ons, or for a facility engaged in such
activities.

(4) License applications for items de-
scribed in paragraph (a) of this section,
when destined for the People’s Repub-
lic of China or Russia, will be reviewed
in accordance with the licensing poli-
cies in both paragraph (b) of this sec-
tion and §742.4(b)(7).

(c) Contract sanctity. Contract sanc-
tity dates are set forth in supplement
no. 1 to part 742. Applicants who wish
that a preexisting contract be consid-
ered in reviewing their license applica-
tions must submit documentation suf-
ficient to establish the existence of
such a contract.

(d) Australia Group. The Australia
Group, a multilateral body that works
to halt the spread of chemical and bio-
logical weapons, has developed com-
mon control lists of items specifically
related to chemical and biological
weapons. Australia Group members are
listed in Country Group A:3 (see sup-
plement no. 1 to part 740 of the EAR).
Controls on items listed in paragraph
(a) of this section are consistent with
lists agreed to in the Australia Group.
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(e) License application requirements
and instructions. Unique application
and submission requirements for
chemicals, medicinals, and pharma-
ceuticals are described in paragraph (a)
of supplement no. 2 to part 748 of the
EAR.

[61 FR 12786, Mar. 25, 1996]

EDITORIAL NOTE: For FEDERAL REGISTER ci-
tations affecting §742.2, see the List of CFR
Sections Affected, which appears in the
Finding Aids section of the printed volume
and at www.govinfo.gov.

§742.3 Nuclear nonproliferation.

(a) License requirements. Section 309(c)
of the Nuclear Non-Proliferation Act of
1978 requires BIS to identify items sub-
ject to the EAR that could be of sig-
nificance for nuclear explosive pur-
poses if used for activities other than
those authorized at the time of export
or reexport. ECCNs on the CCL that in-
clude the symbol “NP 1 or “NP 2” in
the ‘“‘Country Chart” column of the
“License Requirements’ section iden-
tify items that could be of significance
for nuclear explosive purposes and are
therefore subject to licensing require-
ments under this part and under sec-
tion 309(c) of the Nuclear Non-Pro-
liferation Act of 1978. These items are
referred to as ‘“The Nuclear Referral
List” and are subject to the following
licensing requirements:

(1) If NP Column 1 of the Country
Chart (supplement no. 1 to part 738 of
the EAR) is indicated in the appro-
priate ECCN, a license is required to all
destinations, except those Nuclear Sup-
pliers Group (NSG) member countries
that are listed under Country Group
A:4 in supplement no. 1 to part 740 of
the EAR.

(2) If NP Column 2 of the Country
Chart (supplement no. 1 to part 738 of
the EAR) is indicated in the applicable
ECCN, a license is required to Country
Group D:2 (see supplement no. 1 to part
740 of the EAR).

(3) Other nuclear-related license re-
quirements are described in §§744.2 and
744.5 of the EAR.

(b) Licensing policy. (1) To implement
the controls in paragraph (a) of this
section, the following factors are
among those used to determine what
action should be taken on individual
applications:

15 CFR Ch. VII (1-1-20 Edition)

(i) Whether the items to be trans-
ferred are appropriate for the stated
end-use and whether that stated end-
use is appropriate for the end-user;

(ii) The significance for nuclear pur-
poses of the particular item;

(iii) Whether the items to be ex-
ported or reexported are to be used in
research on, or for the development,
design, manufacture, construction, op-
eration, or maintenance of, any reproc-
essing or enrichment facility;

(iv) The types of assurances or guar-
antees given against use for nuclear ex-
plosive purposes or proliferation in the
particular case;

(v) Whether any party to the trans-
action has been engaged in clandestine
or illegal procurement activities;

(vi) Whether an application for a li-
cense to export or reexport to the end-
user has previously been denied, or
whether the end-user has previously di-
verted items received under a general
license, a License Exception, or a vali-
dated license to unauthorized activi-
ties;

(vii) Whether the export or reexport
would present an unacceptable risk of
diversion to a nuclear explosive activ-
ity or unsafeguarded nuclear fuel-cycle
activity described in §744.2(a) of the
EAR;

(viii) The nonproliferation creden-
tials of the importing country, based
on consideration of the following fac-
tors:

(A) Whether the importing country is
a party to the Nuclear Non-Prolifera-
tion Treaty (NPT) or to the Treaty for
the Prohibition of Nuclear Weapons in
Latin America (Treaty of Tlatelolco)
or to a similar international legally-
binding nuclear nonproliferation agree-
ment;

(B) Whether the importing country
has all of its nuclear activities, facili-
ties, or installations that are oper-
ational, being designed, or under con-
struction under International Atomic
Energy Agency (IAEA) safeguards or
equivalent full scope safeguards;

(C) Whether there is an agreement
for cooperation in the civil uses of
atomic energy between the U.S. and
the importing country;

(D) Whether the actions, statements,
and policies of the government of the
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importing country are in support of nu-
clear nonproliferation and whether
that government is in compliance with
its international obligations in the
field of non-proliferation;

(E) The degree to which the govern-
ment of the importing country cooper-
ates in non-proliferation policy gen-
erally (e.g., willingness to consult on
international nonproliferation issues);
and

(F) Information on the importing
country’s nuclear intentions and ac-
tivities; and

(ix) Whether the recipient state has
sufficient national export controls (as
described in paragraph 3 of United Na-
tions Security Council Resolution 1540
(2004)) to prevent an unacceptable risk
of retransfer or diversion to a nuclear
explosive activity or unsafeguarded nu-
clear fuel-cycle activity described in
§744.2(a) of the EAR.

(2) In addition, BIS will review 1li-
cense applications in accordance with
the licensing policy described in para-
graph (b) of this section for items not
on the Nuclear Referral List that:

(i) Require a license on the CCL for
reasons other than ‘‘short supply;” and

(ii) Are intended for a nuclear related
end-use or end-user.

(3) For the People’s Republic of
China, the general licensing policy for
applications for those items that would
make a direct and significant contribu-
tion to nuclear weapons and their de-
livery systems is extended review or
denial.

(4) License applications for items de-
scribed in paragraph (a) of this section,
when destined to the People’s Republic
of China or Russia, will be reviewed in
accordance with the licensing policies
in both paragraph (b) of this section
and §742.4(b)(7).

(c) Contract sanctity. Contract sanc-
tity provisions are not available for li-
cense applications reviewed under this
section.

(d) Nuclear Suppliers Group. Most
items on the Nuclear Referral List that
require a license under NP Column No.
1 on the Country Chart (see supplement
no. 1 to part 738 of the EAR) are con-
tained in the Annex to the ‘“‘Guidelines
for Transfers of Nuclear-Related Dual-
Use Equipment, Material, and Related
Technology’’ (the Annex), as published
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by the International Atomic Energy
Agency in INFCIRC/254/Revision 1/Part
2. The adherents to INFCIRC/254/Revi-
sion 1/Part 2, which includes the Nu-
clear Suppliers Guidelines, have agreed
to establish export licensing proce-
dures for the transfer of items identi-
fied in the Annex. Items that are listed
as requiring a license under NP Column
No. 2 on the Country Chart (see supple-
ment no. 1 to part 738 of the EAR) are
not included in the Annex and are con-
trolled only by the United States.

[61 FR 12786, Mar. 25, 1996, as amended at 70
FR 51252, Aug. 30, 2005; 72 FR 33656, June 19,
2007; 76 FR 4231, Jan. 25, 2011; 79 FR 46324,
Aug. 7, 2014; 81 FR 94967, Dec. 27, 2016]
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(a) License requirements. It is the pol-
icy of the United States to restrict the
export and reexport of items that
would make a significant contribution
to the military potential of any other
country or combination of countries
that would prove detrimental to the
national security of the United States.
Accordingly, a license is required for
exports and reexports to all destina-
tions, except Canada, for all items in
ECCNs on the CCL that include NS Col-
umn 1 in the Country Chart column of
the ‘‘License Requirements’ section. A
license is required to all destinations
except those in Country Group A:l (see
supplement no. 1 to part 740 of the
EAR), for all items in ECCNs on the
CCL that include NS column 2 in the
Commerce Country Chart column of
the ‘‘License Requirements’ section
except those cameras in ECCN
6A003.b.4.b that have a focal plane
array with 111,000 or fewer elements
and a frame rate of 60 Hz or less. A li-
cense is required to all destinations ex-
cept those in Country Group A:1l (see
supplement no. 1 to part 740) for those
cameras in ECCN 6A003.b.4.b that have
a focal plane array with 111,000 or fewer
elements and a frame rate of 60 Hz or
less and for cameras being exported or
reexported pursuant to an authoriza-
tion described in §742.6(a)(2)(iii) or (v)
of the EAR. The purpose of the con-
trols is to ensure that these items do
not make a contribution to the mili-
tary potential of countries in Country
Group D:1 (see supplement no. 1 to part

National security.
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740 of the EAR) that would prove detri-
mental to the national security of the
United States. License Exception GBS
is available for the export and reexport
of certain national security controlled
items to Country Group B (see §740.4
and supplement no. 1 to part 740 of the
EAR).

(b) Licensing policy. (1)(i) The policy
for national security controlled items
exported or reexported to any country
except a country in Country Group D:1
(see supplement no. 1 to part 740 of the
EAR) is to approve applications unless
there is a significant risk that the
items will be diverted to a country in
Country Group D:1.

(i1) When destined to a country listed
in Country Group D:5 in supplement
no. 1 to part 740 of the EAR, however,
items classified under 9x515 or ‘600 se-
ries’> ECCNs will be reviewed con-
sistent with United States arms embar-
go policies in §126.1 of the ITAR.

(iii) When destined to the People’s
Republic of China or a country listed in
Country Group E:1 in supplement no. 1
to part 740 of the EAR, items classified
under any 9x515 ECCN will be subject
to a policy of denial.

(2) Except for those countries de-
scribed in paragraphs (b)(5) through
(b)(7) of this section, the general policy
for exports and reexports of items to
Country Group D:1 (see supplement no.
1 to part 740 of the EAR) is to approve
applications when BIS determines, on a
case-by-case basis, that the items are
for civilian use or would otherwise not
make a significant contribution to the
military potential of the country of
destination that would prove detri-
mental to the national security of the
United States.

(3) To permit such policy judgments
to be made, each application is re-
viewed in the light of prevailing poli-
cies with full consideration of all as-
pects of the proposed transaction. The
review generally includes:

(i) An analysis of the kinds and quan-
tities of items to be shipped;

(ii) Their military or civilian uses;

(iii) The unrestricted availability
abroad of the same or comparable
items;

(iv) The country of destination;

(v) The ultimate end-users in the
country of destination; and

15 CFR Ch. VII (1-1-20 Edition)

(vi) The intended end-use.

(4) Although each proposed trans-
action is considered individually, items
described in Advisory Notes on the
Commerce Control List are more likely
to be approved than others.

(5) In recognition of efforts made to
adopt safeguard measures for exports
and reexports, Kazakhstan and Mon-
golia are accorded enhanced favorable
consideration licensing treatment.

(6) The general policy for Cambodia
and Laos is to approve license applica-
tions when BIS determines, on a case-
by-case basis, that the items are for an
authorized use in Cambodia or Laos
and are not likely to be diverted to an-
other country or use contrary to the
national security or foreign policy con-
trols of the United States.

(7) For the People’s Republic of China
(PRC), there is a general policy of ap-
proval for license applications to ex-
port, reexport, or transfer items to
civil end-uses. There is a presumption
of denial for license applications to ex-
port, reexport or transfer items that
would make a direct and significant
contribution to the PRC’s or Russia’s
military capabilities such as, but not
limited to, the major weapons systems
described in supplement no. 7 to part
742 of the EAR.

(8) For India, there is a general pol-
icy of approval for license applications
to export, reexport, or transfer items,
including ‘600 series’ items, for civil
or military end uses in India, for ulti-
mate end use by the Government of
India, for reexport to countries in
Country Group A:5, or for return to the
United States, so long as such items
are not for use in nuclear, ‘‘missile,” or
chemical or biological weapons activi-
ties.

(c) Contract sanctity. Contract sanc-
tity provisions are not available for li-
cense applications reviewed under this
section.

(d) [Reserved]

[61 FR 12786, Mar. 25, 1996, as amended at 61
FR 64283, Dec. 4, 1996; 70 FR 67348, Nov. T,
2005; 72 FR 33656, June 19, 2007; 74 FR 23946,
May 22, 2009; 74 FR 68145, Dec. 23, 2009; 78 FR
22721, Apr. 16, 2013; 79 FR 27436, May 13, 2014;
79 FR 45679, Aug. 6, 2014; 79 FR 76873, Dec. 23,
2014; 80 FR 29443, May 21, 2015; 81 FR 94967,
Dec. 27, 2016; 82 FR 6220, Jan. 19, 2017]
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§742.5 Missile technology.

(a) License requirements. (1) In support
of U.S. foreign policy to limit the pro-
liferation of missiles, a license is re-
quired to export and reexport items re-
lated to the design, development, pro-
duction, or use of missiles. These items
are identified in ECCNs on the CCL as
MT Column No. 1 in the Country Chart
column of the ‘‘License Requirements”’
section. Licenses for these items are
required to all destinations, except
Canada, as indicated by MT Column 1
of the Country Chart (see supplement
no. 1 to part 738 of the EAR).

(2) The term ‘‘missiles” is defined as
rocket systems (including ballistic
missiles, space launch vehicles, and
sounding rockets) and unmanned aerial
vehicle systems (including cruise mis-
siles, target drones, and reconnaissance
drones) capable of delivering at least
500 kilograms (kg) payload to a range
of at least 300 kilometers (km). See
§746.3 of the EAR for definition of a
“‘ballistic missile” to be exported or re-
exported to Iraq.

(b) Licensing policy. (1) Applications
to export and reexport items identified
in ECCNs on the CCL as MT Column
No. 1 in the Country Chart column of
the ‘‘License Requirements” section
will be considered on a case-by-case
basis to determine whether the export
or reexport would make a material
contribution to the proliferation of
missiles. Applications for exports and
reexports of such items contained in
Category T7A or described by ECCN
9A101 on the CCL will be considered
more favorably if such exports or reex-
ports are determined to be destined to
a manned aircraft, satellite, land vehi-
cle, or marine vessel, in quantities ap-
propriate for replacement parts for
such applications. When an export or
reexport is deemed to make a material
contribution to the proliferation of
missiles, the license will be denied.

(2) The following factors are among
those that will be considered in review-
ing individual applications.

(i) The specific nature of the end-use;

(ii) The significance of the export and
reexport in terms of its contribution to
the design, development, production, or
use of missiles;
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(iii) The capabilities and objectives
of the missile and space programs of
the recipient country;

(iv) The nonproliferation credentials
of the importing country;

(v) The types of assurances or guar-
antees against design, development,
production, or use of missiles that are
given in a particular case; and

(vi) The existence of a preexisting
contract.

(3)(1) Consistent with the MTCR
Annex General Minimum Software Note,
MTCR Annex General Technology Note
and §750.7(c)(1)(x) of the EAR, the ap-
proval of any item controlled for MT
reasons on a BIS license also author-
izes the export, reexport, or transfer
(in-country) to the same ultimate con-
signee(s) and end user(s) specified on
the license of the minimum ‘‘soft-
ware,” excluding source code, con-
trolled for MT reasons that is required
for the installation, operation, mainte-
nance or repair of the item and the
“technology’’ required for the installa-
tion, operation, maintenance, or repair
of the item in order to ensure the
item’s safe operation as originally in-
tended. The approval of any item con-
trolled for MT reasons on a BIS license
also authorizes the later export, reex-
port, or transfer (in-country) of ‘‘soft-
ware’’ controlled for MT reasons in-
tended to correct defects (bug fixes) in
a previously legally exported item
under a BIS license to the same ulti-
mate consignee(s) and end user(s) spec-
ified on the license, provided that the
capability and/or performance of the
item are not otherwise enhanced. This
MT licensing policy is implemented
concurrent with §750.7(c)(1)(x) because
it applies to all MT licenses, except
when a condition is placed on the li-
cense which excludes the use of
§750.7(c)(1)(x), as described in para-
graph (b)(3)(ii) of this section.

(ii) Applicants are not required to
identify or provide any support docu-
mentation for such minimum ‘‘soft-
ware’’ or ‘‘technology’ on a license ap-
plication for MT controlled items be-
cause such minimum ‘‘software” or
‘““technology’ is authorized within the
scope of the license, consistent with
§750.7(c)(1)(x). Applicants will be in-
formed when such minimum ‘‘soft-
ware’’ and/or ‘‘technology”’ in
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§750.7(c)(1)(x) is excluded from the li-
cense by a BIS condition on the li-
cense, which will state the following:
“This license does not authorize the ex-
port, reexport or transfer (in-country) of
the minimum ‘‘software’’ and/or ‘‘tech-
nology’’ specified in paragraph (c)(1)(x) of
$750.7 (See paragraph (b)(3) of §742.5).”

NOTE TO PARAGRAPH (b)(3): License Excep-
tion TSU under §740.13 of the EAR is avail-
able for the ECCNs controlled for MT reasons
specified in paragraph (a)(5) in §740.2, pro-
vided the software or technology is for an
end use specified in that paragraph and
meets the requirements of License Exception
TSU. (See §§740.2(a)(5) and 740.13). The licens-
ing policy in paragraph (b)(3) is only avail-
able for licensed exports (or reexports, or
transfers (in-country)).

(4) Controls on other items. BIS will re-
view license applications, in accord-
ance with the licensing policy de-
scribed in paragraph (b)(1) of this sec-
tion, for items not described in para-
graph (a) of this section that:

(i) Require a validated license for
reasons other than short supply; and

(i1) Could be destined for the design,
development, production, or use of mis-
siles, or for a facility engaged in such
activities.

(5) License applications for items de-
scribed in paragraph (a) of this section,
when destined for the People’s Repub-
lic of China, will be reviewed in accord-
ance with the licensing policies in both
paragraph (b) of this section and
§742.4(b)(7).

(c) Contract sanctity. The following
contract sanctity dates have been es-
tablished:

(1) License applications for batch
mixers specified in ECCN 1B117 involv-
ing contracts that were entered into
prior to January 19, 1990, will be con-
sidered on a case-by-case basis.

(2) License applications subject to
ECCN 1B115.b or .c that involve a con-
tract entered into prior to March 7,
1991, will be considered on a case-by-
case basis.

(3) Applicants who wish that a pre-
existing contract be considered in re-
viewing their license applications must
submit documentation sufficient to es-
tablish the existence of a contract.

(d) Missile Technology Control Regime.
Missile Technology Control Regime
(MTCR) members are listed in Country

15 CFR Ch. VII (1-1-20 Edition)

Group A:2 (see supplement no. 1 to part
740 of the EAR). Controls on items
identified in paragraph (a) of this sec-
tion are consistent with the list agreed
to in the MTCR and included in the
MTCR Annex.

[61 FR 12786, Mar. 25, 1996, as amended at 68
FR 16147, Apr. 2, 2003; 69 FR 46075, July 30,
2004; 72 FR 33656, June 19, 2007; 76 FR 4231,
Jan. 25, 2011; 81 FR 19030, Apr. 4, 2016; 81 FR
76861, Nov. 4, 2016; 82 FR 31446, July 7, 2017]

§742.6 Regional stability.

(a) License requirements. The following
controls are maintained in support of
U.S. foreign policy to maintain re-
gional stability:

(1) RS Column 1 license requirements in
general. A license is required for ex-
ports and reexports to all destinations,
except Canada, for all items in ECCNs
on the CCL that include RS Column 1
in the Country Chart column of the
“License Requirements” section.
Transactions described in paragraphs
(a)(2), (a)(3), or (a)(8) of this section are
subject to the RS Column 1 license re-
quirements set forth in those para-
graphs rather than the license require-
ments set forth in this paragraph (a)(1).

(2) Special RS Column 1 license require-
ments applicable to certain thermal imag-
ing cameras. (i) As indicated in the CCL
and in RS Column 1 of the Commerce
Country Chart, cameras described in
6A003 b.4.b require a license to all des-
tinations other than Canada if such
cameras have a frame rate greater than
60 Hz.

(ii) Except as noted in paragraph
(a)(2)(iii) of this section, as indicated in
the CCL and in RS Column 1 of the
Commerce Country Chart, cameras de-
scribed in 6A003 b.4.b require a license
to all destinations other than Canada if
such cameras incorporate a focal plane
array with more than 111,000 elements
and a frame rate of 60 Hz or less, or
cameras described in 6A003 b.4.b that
are being exported or reexported to be
embedded in a civil product.

(iii) BIS may issue licenses for cam-
eras subject to the license requirement
of paragraph (a)(2)(ii) of this section
that are fully-packaged for use as con-
sumer-ready civil products that, in ad-
dition to the specific transactions au-
thorized by such license, authorize ex-
ports and reexports of such cameras
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without a license to any civil end-user
to whom such exports or reexport are
not otherwise prohibited by U.S. law in
a destination in Country Group A:1 (see
supplement no. 1 to part 740 of the
EAR). The license requirements of this
paragraph (a)(2) shall not apply to ex-
ports or reexports so authorized. In
this paragraph, the term ‘‘civil end-
user’ means any entity that is not a
national armed service (army, navy,
marine, air force, or coast guard), na-
tional guard, national police, govern-
ment intelligence organization or gov-
ernment reconnaissance organization,
or any person or entity whose actions
or functions are intended to support
“military end-uses” as defined in
§744.17(d) of the EAR.

(iv) Except as noted in paragraph
(a)(2)(v) of this section, as indicated in
the CCL and in RS Column 1 of the
Commerce Country Chart, cameras de-
scribed in 6A003 b.4.b require a license
to all destinations other than Canada if
such cameras incorporate a focal plane
array with 111,000 elements or less and
a frame rate of 60 Hz or less and are
being exported or reexported to be em-
bedded in a civil product.

(v) BIS may also issue licenses for
the cameras described in paragraph
(a)(2)(iv) of this section that, in addi-
tion to the specific transactions au-
thorized by such license, authorize ex-
ports and reexports to authorized com-
panies described in the license for the
purpose of embedding such cameras
into a completed product that will be
distributed only in countries in Coun-
try Group A:1 (see supplement no. 1 to
part 740 of the EAR). The license re-
quirements of this paragraph (a)(2)
shall not apply to exports or reexports
so authorized. In this paragraph, the
term ‘‘authorized companies’” means
companies that have been previously
licensed for export, are not the subject
of relevant negative intelligence or
open source information, have not been
the subject of a Department of Com-
merce or Department of State enforce-
ment action within the past two years,
have demonstrable production capac-
ity, and do not pose an unacceptable
risk of diversion.

(3) Special RS Column 1 license require-
ment applicable to military commodities.
A license is required for reexports to
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all destinations except Canada for
items classified under ECCN 0A919 ex-
cept when such items are being reex-
ported as part of a military deploy-
ment by a unit of the government of a
country in Country Group A:1 (see sup-
plement no. 1 to part 740 of the EAR) or
the United States.

(4) RS Column 2 license requirements—
(i) License requirements applicable to
most RS Column 2 items. As indicated in
the CCL and in RS Column 2 of the
Commerce Country Chart (see supple-
ment no. 1 to part 738 of the EAR), a 1li-
cense is required to any destination ex-
cept those in Country Group A:l (see
supplement no. 1 to part 740 of the
EAR) and India for all items in ECCNs
on the CCL that include RS Column 2
in the Country Chart column of the
“License Requirements’ section. A li-
cense continues to be required for
items controlled under ECCNs
6A003.b.4.b and 9A515.e for RS Column 2
reasons when destined to India.

(i1) Special RS Column 2 license require-
ments applicable only to certain cameras.
As indicated by the CCL, and RS col-
umn 2 and footnote number 4 to the
Commerce Country Chart, a license is
required to any destination except a
country in Country Group A:1l (see sup-
plement no. 1 to part 740 of the EAR)
for fully-packaged thermal imaging
cameras for use as consumer-ready
civil products controlled by 6A003.b.4.b
when incorporating ‘‘focal plane ar-
rays’ that have not more than 111,000
elements and a frame rate of 60Hz or
less and that are not being exported or
reexported to be embedded in a civil
product.

(5) RS requirements that apply to Iraq.
As indicated on the CCL, a license is
required for the export or reexport to
Iraq or transfer within Iraq of the fol-
lowing items controlled for RS reasons
on the CCL: 0B999, 0D999, 1B999, 1C992,
1C995, 1C997, 1C999 and 6A992. The Com-
merce Country Chart is not designed to
determine RS licensing requirements
for these ECCNs.

(6) RS requirement that applies to Hong
Kong. A license is required to export or
reexport to Hong Kong any item con-
trolled in ECCN 6A003.b.4.b

(7Y RS Column 1 license requirements
and related policies for ECCN 0Y521
items—(i) Scope. This paragraph (a)(7)
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supplements the information in the
0Y521 ECCNs and in supplement no. 5 to
part 774 (Items Classified Under ECCNs
0A521, 0B521, 0C521, 0D521 and 0E521).
This paragraph alerts exporters, re-
exporters and transferors to the proce-
dures that apply to items classified
under the 0Y521 ECCNs.

(ii) 0Y521 Items. Items subject to the
EAR that are not listed elsewhere in
the CCL, but which the Department of
Commerce, with the concurrence of the
Departments of Defense and State, has
determined should be controlled for ex-
port because the items provide at least
a significant military or intelligence
advantage to the United States or for
foreign policy reasons are classified
under ECCNs 0A521, 0B521, 0C521, 0D521
and 0E521. These items are typically
emerging technologies (including
emerging commodities, software and
technology) that are not yet included
in the CCL, so such items are listed on
the CCL in 0Y521 ECCNs while the U.S.
Government determines whether clas-
sification under a revised or new ECCN,
or an EAR 99 designation, is appro-
priate. The list of items classified
under a 0Y521 ECCN is limited to those
listed in supplement no. 5 to part 774.

(iii) Requirement to be classified under
another ECCN within one calendar year
of classification under ECCN 0Y521.
Items classified under an ECCN 0Y521
entry must be re-classified under an-
other ECCN within one calendar year
from the date they are listed in supple-
ment no. 5 to part 774 of the EAR. If
such re-classification does not occur
within that period, classification under
an ECCN 0Y521 entry expires, and such
items are designated as EAR99 items
unless either the CCL is amended to
impose a control on such items under
another ECCN or the ECCN 0Y521 clas-
sification is extended. BIS may extend
an item’s ECCN 0Y521 classification for
two one-year periods, provided that the
U.S. Government has submitted a pro-
posal to the relevant multilateral re-
gime(s) to obtain multilateral controls
over the item. Further extension be-
yond three years may occur only if the
Under Secretary for Industry and Secu-
rity makes a determination that such
extension is in the national security or
foreign policy interests of the United
States. Any extension or re-extension

15 CFR Ch. VII (1-1-20 Edition)

of control of an ECCN 0Y521 item, in-
cluding the determination by the
Under Secretary, shall be published in
the FEDERAL REGISTER.

(8) Special RS Column 1 license require-
ment applicable to certain spacecraft and
related items. A license is required for
all destinations, including Canada, for
spacecraft and related items classified
under ECCN 9Ab515.a.1, .a.2., .a.3., .a.4.,
.g, and ECCN 9Eb515.1.

(b) Licensing policy—(1) Licensing pol-
icy for RS Column 1 items. (i) Applica-
tions for exports and reexports of 9x515
and ‘600 series” items will be reviewed
on a case-by-case basis to determine
whether the transaction is contrary to
the national security or foreign policy
interests of the United States, includ-
ing the foreign policy interest of pro-
moting the observance of human rights
throughout the world. Other applica-
tions for exports and reexports de-
scribed in paragraph (a)(1), (2), (6), or
(7) of this section will be reviewed on a
case-by-case basis to determine wheth-
er the export or reexport could con-
tribute directly or indirectly to any
country’s military capabilities in a
manner that would alter or destabilize
a region’s military balance contrary to
the foreign policy interests of the
United States. Applications for reex-
ports of items described in paragraph
(a)(3) of this section will be reviewed
applying the policies for similar com-
modities that are subject to the ITAR.
Applications for export or reexport of
items classified under any 9x515 or ‘600
series’” ECCN requiring a license in ac-
cordance with paragraph (a)(1) or (a)(8)
of this section will also be reviewed
consistent with United States arms
embargo policies in §126.1 of the ITAR
(22 CFR 126.1) if destined to a country
set forth in Country Group D:5 in sup-
plement no. 1 to part 740 of the EAR.
Applications for export or reexport of
“parts,” ‘‘components,’”’ ‘‘accessories,”
‘“‘attachments,” ‘‘software,” or ‘‘tech-
nology”’ ‘‘specially designed’ or other-
wise required for the F-14 aircraft will
generally be denied. When destined to
the People’s Republic of China or a
country listed in Country Group E:1 in
supplement no. 1 to part 740 of the
EAR, items classified under any 9x515
ECCN will be subject to a policy of de-
nial.
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(ii) Applications for exports and reex-
ports to a country listed in Country
Group D:5 (in supplement no. 1 to part
740 of the EAR) of technology con-
trolled under 6E001 for the development
of focal plane arrays, read-out inte-
grated circuits (ROICs) or image inten-
sifier tubes described in 6A002 or tech-
nology controlled under 6E002 for the
production of focal plane arrays, read-
out integrated circuits (ROICs) or
image intensifier tubes described in
6A002 will be reviewed with a presump-
tion of denial.

(2) Licensing policy for RS Column 2
items. (i) Except as described in para-
graph (b)(2)(ii), applications to export
and reexport commodities described in
paragraph (a)(4) of this section will
generally be considered favorably on a
case-by-case basis unless there is evi-
dence that the export or reexport
would contribute significantly to the
destabilization of the region to which
the equipment is destined.

(ii) Applications to export and reex-
port items controlled under ECCNs
2A984, 2D984 and 2E984 will be reviewed
under a presumption of approval when
exported or reexported to Austria, Cy-
prus, Finland, Ireland, Israel, Malta,
Mexico, Singapore or Sweden, provided
the items to be exported or reexported
are being made to a government end-
user or to a person designated by the
government end-user pursuant to con-
tract. License applications to export to
a designated person must include a
statement from the government end-
user that the person is so designated.
See supplement no. 2 to part 748, para-
graph (k)(2).

(3) For terrorist-designated coun-
tries, the applicable licensing policies
are found in parts 742 and 746 of the
EAR.

(4) See §746.3(b) of the EAR for the
applicable licensing policies for items
controlled for RS reasons to Iraq.

(5) Spacecraft for launch. (i) Applica-
tions to export or reexport a ‘‘space-
craft’”” controlled under ECCN 9A515.a
for launch in or by a country that is
not a member of the North Atlantic
Treaty Organization (NATO) or a
major non-NATO ally of the United
States (as defined in 22 CFR 120.31 and
120.32), will require a technology trans-
fer control plan approved by the De-
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partment of Defense, an encryption
technology control plan approved by
the National Security Agency, and De-
partment of Defense monitoring of all
launch activities.

(ii) Applications to export or reex-
port a ‘‘spacecraft’” controlled under
ECCN 9A515.a for launch in or by a
country that is a member of the North
Atlantic Treaty Organization (NATO)
or a major non-NATO ally of the
United States (as defined in 22 CFR
120.31 and 120.32), may require a tech-
nology transfer control plan approved
by the Department of Defense, an
encryption technology control plan ap-
proved by the National Security Agen-
cy, or Department of Defense moni-
toring of launch activities.

(6) Remote sensing spacecraft. Applica-
tions to export or reexport a ‘‘space-
craft’” described in ECCN 9Ab15.a.1,.a.2,
a.3, or .a.4, sensitive remote sensing
components described in 9Ab15.g, or
‘““technology’” described in ECCN
9E515.f may require a government-to-
government agreement at the discre-
tion of the U.S. Government.

(7) For India, there is a general pol-
icy of approval for license applications
to export, reexport, or transfer items,
including ‘600 series” items, for civil
or military end uses in India, for ulti-
mate end use by the Government of
India, for reexport to countries in
Country Group A:5, or for return to the
United States, so long as such items
are not for use in nuclear, ‘‘missile,” or
chemical or biological weapons activi-
ties.

(c)(1) Contract sanctity date: March 21,
2003. This contract sanctity date ap-
plies only to items controlled under
ECCNs 2A983, 2D983 and 2E983 destined
for countries not listed in Country
Group E (supplement 1 to part 740). See
parts 742 and 746 for the contract sanc-
tity requirements applicable to exports
and reexports to countries listed in
Country Group E.

(2) Contract sanctity date: March 19,
2010. This contract sanctity date ap-
plies only to items controlled under
ECCNs 2A984, 2D984 and 2E984 destined
for countries not listed in Country
Group E (supplement 1 to part 740). See
parts 742 and 746 for the contract sanc-
tity requirements applicable to exports
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and reexports to countries listed in
Country Group E.

(d) U.S. controls. Although the United
States seeks cooperation from like-
minded countries in maintaining re-
gional stability controls, at this time
these controls are maintained only by
the United States.

[61 FR 12786, Mar. 25, 1996]

EDITORIAL NOTE: For FEDERAL REGISTER ci-
tations affecting §742.6, see the List of CFR
Sections Affected, which appears in the
Finding Aids section of the printed volume
and at www.govinfo.gov.

§742.7 Crime control and detection.

(a) License requirements. In support of
U.S. foreign policy to promote the ob-
servance of human rights throughout
the world, a license is required to ex-
port and reexport crime control and de-
tection equipment, related technology
and software as follows:

(1) Crime control and detection in-
struments and equipment and related
technology and software identified in
the appropriate ECCNs on the CCL
under CC Column 1 in the Country
Chart column of the ‘‘License Require-
ments’ section. A license is required to
countries listed in CC Column 1 (sup-
plement no. 1 to part 738 of the EAR).
Items affected by this requirement are
identified on the CCL under the fol-
lowing ECCNs: 0A978, 0A979, 0A984,
0A987, 0E984, 1A984, 1A985, 3A980, 3A981,
3D980, 3E980, 4A003 (for fingerprint
computers only), 4A980, 4D001 (for fin-
gerprint computers only), 4D980, 4E001
(for fingerprint computers only), 4K980,
6A002 (for police-model infrared view-
ers only), 6E001 (for police-model infra-
red viewers only), 6E002 (for police-
model infrared viewers only), and
9A980.

(2) Shotguns with a barrel length
greater than or equal to 24 inches,
identified in ECCN 0A984 on the CCL
under CC Column 2 in the Country
Chart column of the ‘“‘License Require-
ments’ section regardless of end-user
to countries listed in CC Column 2
(supplement no. 1 part 738 of the EAR).

(3) Shotguns with barrel Ilength
greater than or equal to 24 inches,
identified in ECCN 0A984 on the CCL
under CC Column 3 in the Country
Chart column of the ‘“‘License Require-
ments’’ section only if for sale or resale

15 CFR Ch. VII (1-1-20 Edition)

to police or law enforcement entities in
countries listed in CC Column 3 (sup-
plement no. 1 part 738 of the EAR).

(4) Certain crime control items re-
quire a license to all destinations, ex-
cept Canada. These items are identified
under ECCNs 0A982, 0A985, and 0E982.
Controls for these items appear in each
ECCN; a column specific to these con-
trols does not appear in the Country
Chart (supplement no. 1 to part 738 of
the EAR).

(5) Items designed for the execution
of human beings as identified in ECCN
0A981 require a license to all destina-
tions including Canada.

(6) See §742.11 of the EAR for further
information on items controlled under
ECCN 0A983, which require a license to
all destinations, including Canada.

(b) Licensing policy. Applications for
items controlled under this section will
generally be considered favorably on a
case-by-case basis unless there is civil
disorder in the country or region or un-
less there is evidence that the govern-
ment of the importing country may
have violated internationally recog-
nized human rights. The judicious use
of export controls is intended to deter
the development of a consistent pat-
tern of human rights abuses, distance
the United States from such abuses and
avoid contributing to civil disorder in a
country or region.

(c) Contract sanctity. Contract sanc-
tity date: August 22, 2000. Contract
sanctity applies only to items con-
trolled under ECCNs 0A982, 0A985 and
0E982 destined for countries not listed
in CC Column 1 of the Country Chart
(supplement no. 1 to part 738 of the
EAR).

(d) U.S. controls. In maintaining its
controls on crime control and detec-
tion items, the United States considers
international norms regarding human
rights and the practices of other coun-
tries that control exports to promote
the observance of human rights. How-
ever, these controls are not based on
the decisions of any multinational ex-
port control regime and may differ
from controls imposed by other coun-
tries.

[656 FR 55178, Sept. 13, 2000, as amended at 75
FR 41082, July 15, 2010]
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§742.8 Anti-terrorism: Iran.

(a) License requirements. (1) A license
is required for anti-terrorism purposes
to export or reexport to Iran any item
for which AT column 1 or AT column 2
is indicated in the Country Chart col-
umn of the applicable ECCN or any
item described in ECCNs 1C350, 1C355,
1C395, 2A994, 2D994 and 2E994. See para-
graph (a)(b) of this section for controls
maintained by the Department of the
Treasury. See §746.7 of the EAR for ad-
ditional EAR license requirements that
apply to Iran.

(2) [Reserved]

(3) The Secretary of State has des-
ignated Iran as a country whose Gov-
ernment has repeatedly provided sup-
port for acts of international ter-
rorism.

(4) In support of U.S. foreign policy
applicable to  terrorism-supporting
countries, the EAR imposes anti-ter-
rorism license requirements on exports
and reexports to Iran pursuant to sec-
tions 6(j) and 6(a) of the Export Admin-
istration Act.

(i) Section 6(j) anti-terrorism controls.
Section 6(j) requirements apply to all
exports and reexports destined to the
police, military or other sensitive end-
users of items listed on the Commerce
Control List (supp. no. 1 to part 774 of
the EAR) for which any listed reason
for control in the applicable ECCN is
NS (national security), CB (chemical or
biological weapons proliferation), MT
(missile proliferation), NP (nuclear
weapons proliferation) or an Export
Control Classification Number ending
in ““18” (military related items). BIS
may not issue a license for a trans-
action subject to section 6(j) controls
until 30 days after the notification de-
scribed in Section 6(j)(2) of the Export
Administration Act is delivered to the
committees of Congress specified in
that section. License applications for
all other items controlled under sec-
tion 6(a) are also reviewed to deter-
mine whether section 6(j) applies.

(ii) Section 6(a) anti-terrorism controls.
Section 6(a) requirements apply to all
exports and reexports regardless of the
end user of items described in para-
graph (a)(1) of this section.

(5) Exports and certain reexports to
Iran are subject to a comprehensive
embargo administered by the Depart-
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ment of the Treasury’s Office of For-
eign Assets Control (OFAC). If you
wish to export or reexport to Iran, the
Government of Iran or any entity
owned or controlled by that Govern-
ment, you should review part 746 of the
EAR and consult with OFAC. Please
note that authorization from OFAC
constitutes authorization under the
EAR and no separate license or author-
ization from BIS is required.

(b) Licensing policy. (1) The Iran-Iraq
Arms Non-Proliferation Act of October
23, 1992, requires BIS to deny licenses
for items controlled to Iran for na-
tional security (section 5 of the 1979
EAA) or foreign policy reasons (section
6 of the 1979 EAA), absent contract
sanctity or a Presidential waiver. Li-
cense applications for which contract
sanctity is established may be consid-
ered under policies in effect prior to
the enactment of that Act. Otherwise,
licenses for such items to Iran are sub-
ject to a general policy of denial.

(2) License applications for items
controlled under section 6(a) of the
EAA will also be reviewed to determine
whether requirements of section 6(j)
apply. Whenever the Secretary of State
determines that an export or reexport
could make a significant contribution
to the military potential of Iran, in-
cluding its military logistics capa-
bility, or could enhance Iran’s ability
to support acts of international ter-
rorism, the Secretaries of State and
Commerce will notify the Congress 30
days prior to the issuance of a license.

(c) Contract Sanctity. Section 6(f) of
the Export Administration Act re-
quires that a report be delivered to
Congress before foreign policy based
export controls are imposed, expanded
or extended. Consistent with section
6(p) of the Export Administration Act,
certain exports or reexports in fulfill-
ment of contracts entered into before
such delivery of the report applicable
to a particular license requirement or
licensing policy may be subject to the
license requirements and licensing pol-
icy that were in force before the report
was delivered. License applicants who
wish to have their application consid-
ered under such pre-existing require-
ments or policy must include evidence
of the pre-existing contract with their
license applications.
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(d) U.S. controls. Although the United
States seeks cooperation from like-
minded countries in maintaining anti-
terrorism controls, at this time these
controls are maintained only by the
United States.

[61 FR 12786, Mar. 25, 1996, as amended at 63
FR 42228, Aug. 7, 1998; 64 FR 27142, May 18,
1999; 65 FR 34075, May 26, 2000; 66 FR 36682,
July 12, 2001; 68 FR 16212, Apr. 3, 2003; 74 FR
2356, Jan. 15, 2009]

§742.9 Anti-terrorism: Syria.

(a) License requirements. (1) If AT Col-
umn 1 of the Country Chart (supple-
ment no. 1 to part 738 of the EAR) is in-
dicated in the appropriate ECCN, a li-
cense is required for export and reex-
port to Syria for anti-terrorism pur-
poses.

(2) The Secretary of State has des-
ignated Syria as a country whose gov-
ernment has repeatedly provided sup-
port for acts of international ter-
rorism.

(3) In support of U.S. foreign policy
against terrorism, BIS maintains two
types of anti-terrorism controls on the
export and reexport to Syria of items
described in supplement no. 2 to part
742.

(i) Items described in paragraphs
(c)(1) through (c)(b) of supplement no. 2
to part 742, if destined to military, po-
lice, intelligence or other end-users in
Syria, are controlled under section 6(j)
of the Export Administration Act, as
amended (EAA).

(ii) Items listed in paragraphs (c)(1)
through (c)(6) of supplement no. 2 to
part 742 destined to other end-users in
Syria, as well as items to all end-users
listed in (c)(6) through (c)(8), (c)(10)
through (c)(14), (c)(16) through (c)(19),
and (c)(22) through (c)(44) of supple-
ment no. 2 to part 742, are controlled to
Syria under section 6(a) of the EAA.

(b) Licensing policy. (1) Applications
for export and reexport to all end-users
in Syria of the following items will
generally be denied:

(i) Items that are controlled for
chemical and biological weapons pro-
liferation reasons to any destination.
These are items that contain CB Col-
umn 1, CB Column 2, or CB Column 3 in
the Country Chart column of the ‘‘Li-
cense Requirements” section of an
ECCN on the CCL.

15 CFR Ch. VII (1-1-20 Edition)

(ii) Military-related items controlled
for national security reasons to any
destination. These are items that con-
tain NS Column 1 in the Country Chart
column of the ‘‘License Requirements”
section in an ECCN on the CCL and are
controlled by equipment or material
entries ending in the number *“18.”

(iii) Items that are controlled for
missile proliferation reasons to any
destination. These are items that have
an MT Column 1 in the Country Chart
column of the ‘‘License Requirements”
section of an ECCN on the CCL.

(iv) All aircraft (powered and
unpowered), helicopters, engines, and
related spare parts and components,
except that parts and components in-
tended to ensure the safety of civil
aviation and the safe operation of com-
mercial passenger aircraft will be re-
viewed on a case-by-case basis, with a
presumption of approval. These are
items controlled to any destination for
national security and missile tech-
nology reasons and items controlled to
Syria for anti-terrorism purposes. Such
items contain an NS Column 1, NS Col-
umn 2, MT Column 1, or AT Column 1
in the Country Chart column of the
“License Requirements’ section of an
ECCN on the CCL. Note that, con-
sistent with the general rule that ap-
plies to computing U.S. parts and com-
ponents content incorporated into for-
eign made products, all aircraft-related
items that require a license to Syria
will be included as controlled U.S. con-
tent, except for ECCNs 6A998, TA994,
and 9A991.d, for purposes of such licens-
ing requirements.

(v) Cryptographic, cryptoanalytic,
and cryptologic items controlled to
any destination for national security
reasons. Such items contain an AT Col-
umn 1 and an NS Column 1 or NS Col-
umn 2 in the Country Chart column of
the ‘“‘License Requirements’ section of
an ECCN on the CCL.

(vi) Explosives detection equipment
controlled under ECCN 2A983.

(vii) ‘“‘Software’” (ECCN 2D983) spe-
cially designed or modified for the
‘“‘development’’, ‘“‘production’ or ‘‘use”’
of explosives detection equipment con-
trolled by 2A983.

(viii) ““Technology” (ECCN 2E983)
specially designed or modified for the
““‘development’’, ‘‘production’ or ‘‘use”’
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of explosives detection equipment con-
trolled by 2A983.

(ix) Commercial charges and devices
controlled under ECCN 1C992.

(x) Ammonium nitrate, including
certain fertilizers containing ammo-
nium nitrate, controlled under ECCN
1C997.

(xi) Technology for the production of
Chemical Weapons Convention (CWC)
Schedule 2 and 3 chemicals controlled
under ECCN 1E355.

(xii) Concealed object
equipment controlled under
2A984.

(xiii) ‘““‘Software’”” (ECCN 2D984) ‘‘re-
quired” for the ‘‘development’, ‘‘pro-
duction” or ‘“‘use” of concealed object

detection
ECCN

detection equipment controlled by
2A984.

(xiv) ‘“‘Technology’” (ECCN 2E984)
“required’”” for the ‘‘development”’,

“production” or ‘‘use’’ of concealed ob-
ject detection equipment controlled by
2A984, or the ‘‘development” of ‘‘soft-
ware’’ controlled by 2D984.

(2) Applications for export and reex-
port to Syria of all other items de-
scribed in paragraph (a) of this section,
and not described by paragraph (b)(1) of
this section, will generally be denied if
the export or reexport is destined to a
military end-user or for military end-
use. Applications for non-military end-
users or for non-military end-uses will
be considered on a case-by-case basis.

(3) Notwithstanding the provisions of
paragraphs (b)(1) and (b)(2), of this sec-
tion, applications for Syria will be con-
sidered on a case-by-case basis if:

(i) The transaction involves the reex-
port to Syria of items where Syria was
not the intended ultimate destination
at the time of original export from the
United States, provided that the ex-
ports from the U.S. occurred prior to
the applicable contract sanctity date
(or, where the contract sanctity date is
December 16, 1986, prior to June 18,
1987).

(ii) The U.S. content of foreign-pro-
duced commodities is 20% or less by
value; or

(iii) The commodities are medical
items.

NOTE TO PARAGRAPH (b) OF THIS SECTION:
Applicants who wish any of the factors de-
scribed in paragraph (b) of this section to be
considered in reviewing their license applica-
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tions must submit adequate documentation
demonstrating the value of the U.S. content,
the specifications and medical use of the
equipment, or the date of export from the
United States.

(4) License applications for items re-
viewed under 6(a) controls will also be
reviewed to determine the applicability
of 6(j) controls to the transaction.
When it is determined that an export
or reexport could make a significant
contribution to the military potential
of Syria, including its military logis-
tics capability, or could enhance Syr-
ia’s ability to support acts of inter-
national terrorism, the Secretaries of
State and Commerce will notify the
Congress 30 days prior to issuance of a
license.

(c) Contract sanctity. Contract sanc-
tity dates and related licensing policies
for Syria are set forth in supplement
no. 2 to part 742. Applicants who wish a
pre-existing contract to be considered
must submit sufficient documentation
to establish the existence of a contract.

(d) U.S. controls. Although the United
States seeks cooperation from like-
minded countries in maintaining anti-
terrorism controls, at this time these
controls are maintained only by the
United States.

(e) Section 746.9 (Syria) of the EAR
sets forth the export and reexport con-
trols for Syria. Section 746.9 supersedes
the provisions of paragraphs (a)
through (d) of this section.

[61 FR 12786, Mar. 25, 1996, as amended at 62
FR 25459, May 9, 1997; 63 FR 42228, Aug. 7,
1998; 64 FR 27142, May 18, 1999; 64 FR 47667,
Sept. 1, 1999; 64 FR 50248, Sept. 16, 1999; 66 FR
36682, July 12, 2001; 68 FR 16212, Apr. 3, 2003;
71 FR 9442, Feb. 24, 2006; 75 FR 14340, Mar. 25,
2010; 76 FR 77117, Dec. 12, 2011; 78 FR 13469,
Feb. 28, 2013]

§742.10 Anti-terrorism: Sudan.

(a) License requirements. (1) If AT col-
umn 1 or AT column 21 of the Country
Chart (supplement no. 1 to part 738 of

1AT column 1 refers to items controlled to

Iran, Sudan, and Syria for anti-terrorism
purposes. AT column 2 refers to additional
items controlled to Iran and Sudan for anti-
terrorism purposes. In addition, items in-
cluded in ECCNs 2A994, 2D994 and 2E994 are
controlled to Iran for anti-terrorism pur-
poses.
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the EAR) is indicated in the appro-
priate ECCN, a license is required for
export to Sudan for anti-terrorism pur-
poses.

(2) If AT column 1 or AT column 2 of
the Commerce Country Chart (supple-
ment no. 1 to part 738 of the EAR) is in-
dicated in the appropriate ECCN, a li-
cense is required for reexrport to Sudan
for anti-terrorism purposes, except for
ECCNs 2A994, 3A992.a, 5A991.g, 5A992.c,
5D992.c, 6A991, 6A998, TA994, 8A992.4, .e,
f, and .g, 9A990.a and .b, and 9A991.d
and .e. In addition, items in these
ECCNs are not counted as controlled
U.S. content for the purpose of deter-
mining license requirements for U.S.
parts, components or materials incor-
porated into foreign made products.
However, the export from the United
States to any destination with knowl-
edge that they will be reexported di-
rectly or indirectly, in whole or in part
to Sudan is prohibited without a Ili-
cense.

(3) The Secretary of State has des-
ignated Sudan as a country whose gov-
ernment has repeatedly provided sup-
port for acts of international ter-
rorism.

(4) In support of U.S. foreign policy
against terrorism, BIS maintains anti-
terrorism controls on the export and
reexport to Sudan of items described in
supplement no. 2 to part 742.

(i) Items described in paragraph (c)(1)
through (c)(6) of supplement no. 2 to
part 742 if destined to military, police,
intelligence or other sensitive end-
users in Sudan are controlled under
section 6(j) of the Export Administra-
tion Act, as amended (EAA).

(ii) Items listed in paragraphs (c)(1)
through (c¢)(5) of supplement no. 2 to
part 742 destined to other end-users in
Sudan, as well as items to all end-users
listed in (c¢)(6) through (c)(14) and
(c)(16) through (c)(44) of supplement no.
2 to part 742 are controlled to Sudan
under section 6(a) of the EAA.

(b) Licensing policy—(1) General policy
of denial. Applications for export and
reexport to all end-users in Sudan of
the following items will generally be
denied:

(i) Items that are controlled for
chemical and biological weapons pro-
liferation reasons to any destination.
These are items that contain CB Col-
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umn 1, CB Column 2, or CB Column 3 in
the Country Chart column of the ‘‘Li-
cense Requirements’” section of an
ECCN on the CCL.

(ii) Military-related items controlled
for national security reasons to any
destination. These are items that con-
tain NS Column 1 in the Country Chart
column of the ‘‘License Requirements”’
section in an ECCN on the CCL and are
controlled by equipment or material
entries ending in the number ¢‘18.”

(iii) Items that are controlled for
missile proliferation reasons to any
destination. These are items that con-
tain a MT Column 1 in the Country
Chart column of the ‘“‘License Require-
ments’’ section of an ECCN on the CCL.

(iv) Except as provided in paragraph
(b)(3)(ii) of this section, all aircraft
(powered and unpowered), helicopters,
engines and related spare parts and
components. These are items con-
trolled to any destination for national
security reasons and items controlled
to Sudan for anti-terrorism reasons.
Such items contain an NS Column 1,
NS Column 2, or AT Column 1 in the
Country Chart column of the ‘“‘License
Requirements’” section of an ECCN on
the CCL. Note that, consistent with the
general rule that applies to computing
U.S. parts and components content in-
corporated in foreign made products,
all aircraft-related items that require a
license to Sudan will be included as
controlled US content for purposes of
such license requirements.

(v) Cryptographic, cryptoanalytic,
and cryptologic items controlled to
any destination. These are items that
contain an NS Column 1, NS Column 2,
AT Column 1 or AT Column 2 in the
Country Chart column of the ‘‘License
Requirements’” section of an ECCN on
the CCL.

(vi) Explosives detection equipment
controlled under ECCN 2A983.

(vii) ““‘Software” (ECCN 2D983) spe-
cially designed or modified for the
“development’’, ‘“‘production’ or ‘‘use”’
of explosives detection equipment con-
trolled by 2A983.

(viii) ““Technology” (ECCN 2E983)
specially designed or modified for the
“‘development’’, ‘“‘production’ or ‘‘use”’
of explosives detection equipment con-
trolled by 2A983.
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(ix) Commercial charges and devices
controlled under ECCN 1C992.

(x) Technology for the production of
Chemical Weapons Convention (CWC)
Schedule 2 and 3 chemicals controlled
under ECCN 1E355.

(xi) Ammonium nitrate, including
certain fertilizers containing ammo-
nium nitrate, controlled under ECCN
1C997.

(xii) Concealed
equipment
2A984.

(xiii) ‘““‘Software’”” (ECCN 2D984) ‘‘re-
quired” for the ‘‘development’, ‘‘pro-
duction” or ‘“‘use” of concealed object

detection
ECCN

object
controlled under

detection equipment controlled by
2A984.

(xiv) ‘“‘Technology” (ECCN 2E984)
“required” for the ‘‘development”’,

“production’ or ‘‘use’ of concealed ob-
ject detection equipment controlled by
2A984, or the ‘‘development’ of ‘‘soft-
ware’’ controlled by 2D984.

(2) Military end-user and end-use pol-
icy. Applications for the export and re-
export of all other items described in
paragraph (a) of this section, and not
described in paragraph (b)(1) of this
section, will be denied if the export or
reexport is destined to a military end-
user or for military end-use. Applica-
tions for non-military end-users or for
non-military end-uses will be consid-
ered on a case-by-case basis.

(3) Other licensing policies. The licens-
ing policies set forth in this paragraph
apply notwithstanding the provisions
of paragraphs (b)(1) and (b)(2) of this
section.

(i) Case-by-case review policy. Applica-
tions to export or reexport to Sudan
will be considered on a case-by-case
basis in the four situations described in
paragraphs (b)(3)(1)(A) through (D) of
this section.

(A) The transaction involves the re-
export to Sudan of items where Sudan
was not the intended ultimate destina-
tion at the time of original export from
the United States, provided that the
export from the United States occurred
prior to the applicable contract sanc-
tity date.

(B) The U.S. content of foreign-pro-
duced commodities is 20% or less by
value.

(C) The commodities are medical
items.
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(D) The items are telecommuni-
cations equipment and associated com-
puters, software and technology for
civil end use, including items useful for
the development of civil telecommuni-
cations network infrastructure.

NOTE TO PARAGRAPH (b)(3)(1). Applicants
seeking approval of their license applica-
tions pursuant to this paragraph must in-
clude with their applications documentation
demonstrating how their proposed trans-
action is consistent with one or more of the
four situations described in this paragraph.

(i1) General policy of approval. Appli-
cations to export or reexport to Sudan
the following for civil uses by non-sen-
sitive end-users within Sudan will be
reviewed with a general policy of ap-
proval.

(A) Parts, components, materials,
equipment, and technology that are
controlled on the Commerce Control
List (supp. no. 1 to part 774 of the EAR)
only for anti-terrorism reasons that
are intended to ensure the safety of
civil aviation or the safe operation of
fixed-wing commercial passenger air-
craft.

(B) Items controlled on the Com-
merce Control List (supp. no. 1 to part
774 of the EAR) only for anti-terrorism
reasons that will be used to inspect, de-
sign, construct, operate, improve,
maintain, repair, overhaul or refurbish
railroads in Sudan.

NOTE TO PARAGRAPH (b)(3)(ii). Applications
will generally be denied for exports or reex-
ports that would substantially benefit a sen-
sitive end user. Sensitive end users include
Sudan’s military, police, and intelligence
services and persons that are owned by or
are part of or operated or controlled by those
services.

(4) License applications for items re-
viewed under 6(a) controls will also be
reviewed to determine the applicability
of 6(j) controls to the transaction.
When it is determined that an export
or reexport could make a significant
contribution to the military potential
of Sudan, including its military logis-
tics capability, or could enhance Su-
dan’s ability to support acts of inter-
national terrorism, the appropriate
committees of the Congress will be no-
tified 30 days before issuance of a li-
cense to export or reexport such items.
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(c) Contract sanctity. Contract sanc-
tity dates and related licensing infor-
mation for Sudan are set forth in sup-
plement no. 2 to part 742. Applicants
who wish a pre-existing contract to be
considered must submit sufficient doc-
umentation to establish the existence
of a contract.

(d) U.S. controls. Although the United
States seeks cooperation from like-
minded countries in maintaining anti-
terrorism controls, at this time these
controls are maintained only by the
United States.

[61 FR 12786, Mar. 25, 1996, as amended at 63
FR 42228, Aug. 7, 1998; 64 FR 27142, May 18,
1999; 64 FR 47667, Sept. 1, 1999; 656 FR 14859,
Mar. 20, 2000; 656 FR 34075, May 26, 2000; 66 FR
36682, July 12, 2001; 68 FR 16212, Apr. 3, 2003;
75 FR 14340, Mar. 25, 2010; 78 FR 13469, Feb. 28,
2013; 80 FR 8523, Feb. 18, 2015; 81 FR 64673,
Sept. 20, 2016; 82 FR 4783, Jan. 17, 2017]

§742.11 Specially designed implements
of torture, including thumbscrews,
thumbcuffs, fingercuffs, spiked ba-
tons, and parts and accessories,
n.e.s.

(a) License Requirements. In support of
U.S. foreign policy to promote the ob-
servance of human rights throughout
the world, a license is required to ex-
port any commodity controlled by
ECCN 0A983 to all destinations includ-
ing Canada.

(b) Licensing policy. Applications for
such licenses will generally be denied
to all destinations.

(c) Contract sanctity. The contract
sanctity date is November 9, 1995. Con-
tract sanctity will be a factor in con-
sidering only applications for export to
the NATO countries, Japan, Australia,
and New Zealand.

(d) U.S. controls. In maintaining its
controls on specially designed instru-
ments of torture the United States
considers international norms regard-
ing human rights and the practices of
other countries that control exports to
promote the observance of human
rights. However, these controls are not
based on the decisions of any multi-
national export control regime and
may differ from controls imposed by
other countries.

[61 FR 12786, Mar. 25, 1996, as amended at 72
FR 9849, Mar. 6, 2007; 75 FR 41082, July 15,
2010]
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§742.12 [Reserved]

§742.13 Communications intercepting
devices; software and technology
for communications intercepting
devices.

(a) License requirement. (1) In support
of U.S. foreign policy to prohibit the
export of items that may be used for
the surreptitious interception of wire,
oral, or electronic communications, a
license is required for all destinations,
including Canada, for ECCNs having an
“SL”’ under the ‘“‘Reason for Control”
paragraph. These items include any
electronic, mechanical, or other device
primarily useful for the surreptitious
interception of wire, oral, or electronic
communications (ECCNs 5A001.f.1 and
5A980); and for related ‘‘software’ pri-
marily useful for the surreptitious
interception of wire, oral, or electronic
communications (ECCN 5D00l1.c and
5D980.a); and ‘‘software’ primarily use-

ful for the ‘‘development’, ‘‘produc-
tion”’, or ‘‘use” of devices controlled
under ECCNs 5A001.f.1 and 5A980

(ECCNs 5D001.a and 5D980.b); and for
““technology’” primarily useful for the
“development’’, ‘‘production’, or ‘‘use”’
of items controlled by ECCNs 5A001.f.1,
5D001.a (for 5A001.f.1), 5A980 and 5D980
(ECCNs 5E001.a and 5E980); and for
“software’ primarily useful to support
such ECCN bE00l.a ‘‘development’’,
“production’, or ‘‘use’” ‘‘technology”’
for 5A001.f.1 equipment and certain
5D001.a ‘‘software’” (ECCN 5D001.b).
These licensing requirements do not
supersede the requirements contained
in the Omnibus Crime Control and Safe
Streets Act of 1968, as amended (18
U.S.C. 2512). This license requirement
is not reflected on the Commerce Coun-
try Chart (supplement no. 1 to part 738
of the EAR).

(2) “Communications intercepting
devices” are electronic, mechanical, or
other devices that can be used for
interception of wire, oral, or electronic
communications if their design renders
them primarily useful for surreptitious
listening even though they may also
have innocent uses. A device is not re-
stricted merely because it is small or
may be adapted to wiretapping or
eavesdropping. Some examples of de-
vices to which these restrictions apply
are: the martini olive transmitter; the
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infinity transmitter; the spike mike;
and the disguised microphone appear-
ing as a wristwatch, cufflink, or ciga-
rette pack; etc. The restrictions do not
apply to devices such as the parabolic
microphone or other directional micro-
phones ordinarily used by broadcasters
at sports events, since these devices
are not primarily useful for surrep-
titious listening.

(b) Licensing policy. (1) License appli-
cations, except for those applications
for which a license is required for both
SL and AT reasons, will generally be
approved for exports or reexports re-
quiring a license for SL reasons when
the exporter or reexporter is:

(i) A provider of wire or electronic
communication services or an officer,
agent, or employee of, or person under
contract with such a provider, in the
normal course of the business of pro-
viding that wire or electronic commu-
nication service; or

(ii) An officer, agent, or employee of,
or a person under contract with, the
United States, one of the 50 States, or
a political subdivision thereof, when
engaged in the normal course of gov-
ernment activities.

NOTE TO PARAGRAPH (b)(1): For SL reasons,
license applications will generally be denied
to countries that are subject to controls for
AT reasons.

NOTE TO PARAGRAPH (b)(1)(i): The normal
course of the business of providing a wire or
electronic communications service includes
any activity which is a necessary incident to
the rendition of the service or to the protec-
tion of the rights and property of the pro-
vider of that service.

(2) Other license applications will
generally be denied for exports or reex-
ports requiring a license for SL rea-
sons.

(c) Contract sanctity. Contract sanc-
tity provisions are not available for li-
cense applications involving exports
and reexports of communications inter-
ception devices.

(d) U.S. controls. Controls on items
classified under ECCNs 5A980, 5D980,
and 5E980 are maintained by the United
States government for foreign policy
purposes.

[61 FR 12786, Mar. 25, 1996, as amended at 71
FR 67036, Nov. 20, 2006; 77 FR 39368, July 2,
2012; 78 FR 37382, June 20, 2013]
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§742.14 Significant items: hot section
technology for the development,
production or overhaul of commer-
cial aircraft engines, components,
and systems.

(a) License requirement. Licenses are
required for all destinations, except
Canada, for ECCNs having an ‘‘SI”
under the ‘“‘Reason for Control” para-
graph. These items include hot section
technology for the development, pro-
duction or overhaul of commercial air-
craft engines controlled under ECCN
9E003.a.1 through a.8, .h,.i and .j, and
related controls.

(b) Licensing policy. Pursuant to sec-
tion 6 of the Export Administration
Act of 1979, as amended, foreign policy
controls apply to technology required
for the development, production or
overhaul of commercial aircraft en-
gines controlled by ECCN 9E003a.1
through a.8, .h,.i, and .j, and related
controls. These controls supplement
the national security controls that
apply to these items. Applications for
export and reexport to all destinations
will be reviewed on a case-by-case basis
to determine whether the export or re-
export is consistent with U.S. national
security and foreign policy interests.
The following factors are among those
that will be considered to determine
what action will be taken on license
applications:

(1) The country of destination;

(2) The ultimate end-user(s);

(3) The technology involved;

(4) The specific nature of the end-
use(s); and

(5) The types of assurance against un-
authorized use or diversion that are
given in a particular case.

(c) Contract sanctity. Contract sanc-
tity provisions are not available for li-
cense applications reviewed under this
§742.14.

(d) [Reserved]

[64 FR 13339, Mar. 18, 1999, as amended at 75
FR 36515, June 28, 2010; 75 FR 54276, Sept. 7,
2010; 76 FR 29619, May 20, 2011]

§742.15 Encryption items.

Encryption items can be used to
maintain the secrecy of information,
and thereby may be used by persons
abroad to harm U.S. national security,
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foreign policy and law enforcement in-
terests. The United States has a crit-
ical interest in ensuring that impor-
tant and sensitive information of the
public and private sector is protected.
Consistent with our international obli-
gations as a member of the Wassenaar
Arrangement, the United States has a
responsibility to maintain control over
the export and reexport of encryption
items. As the President indicated in
Executive Order 13026 and in his Memo-
randum of November 15, 1996, exports
and reexports of encryption software,
like exports and reexports of
encryption hardware, are controlled be-
cause of this functional capacity to
encrypt information, and not because
of any informational or theoretical
value that such software may reflect,
contain, or represent, or that its export
or reexport may convey to others
abroad. For this reason, export con-
trols on encryption software are distin-
guished from controls on other soft-
ware regulated under the EAR.

(a) Licensing requirements and policy—
(1) Licensing requirements. A license is
required to export or reexport
encryption items (“EI”) classified
under ECCN 5A002, 5A004, 5D002.a, .c.1
or .d (for equipment and ‘‘software” in
ECCNs 5A002 or 5A004, 5D002.c.1); or
5E002 for ‘‘technology’ for the ‘‘devel-
opment,” ‘“‘production,” or ‘‘use’” of
commodities or ‘‘software’ controlled
for EI reasons in ECCNs 5A002, 5A004 or
5D002, and ‘‘technology’ classified
under 5E002.b to all destinations, ex-
cept Canada. Refer to part 740 of the
EAR, for license exceptions that apply
to certain encryption items, and to
§772.1 of the EAR for definitions of
encryption items and terms. Most
encryption items may be exported
under the provisions of License Excep-
tion ENC set forth in §740.17 of the
EAR. Following classification or self-
classification, items that meet the cri-
teria of Note 3 to Category 5—Part 2 of
the Commerce Control List (the ‘“‘mass
market’” note), are classified ECCN
5A992.c or 5D992.c and are no longer
subject to this Section (see §740.17 of
the EAR). Before submitting a license
application, please review License Ex-
ception ENC to determine whether this
license exception is available for your
item or transaction. For exports, reex-
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ports, or transfers (in-country) of
encryption items that are not eligible
for a license exception, you must sub-
mit an application to obtain authoriza-
tion under a license or an Encryption
Licensing Arrangement.

(2) Licensing policy. Applications will
be reviewed on a case-by-case basis by
BIS, in conjunction with other agen-
cies, to determine whether the export,
reexport, or transfer (in-country) is
consistent with U.S. national security
and foreign policy interests.
Encryption Licensing Arrangements
(ELAs) may be authorized for exports,
reexports, or transfers (in-country) of
unlimited quantities of encryption
commodities and software described in
§740.17 (b)(2)(1)(A) that have been clas-
sified by BIS to ‘‘more sensitive gov-
ernment end users,” in all destina-
tions, except countries listed in Coun-
try Groups E:1 or E:2 of supplement no.
1 to part 740. ELAs for ‘“‘more sensitive
government end users’” may be author-
ized for encryption commodities and
software described in §740.17(b)(2)(ii)
through (iv) under certain cir-
cumstances. ELAs are valid for four
years and may require pre-shipment
notification. Applicants seeking au-
thorization for Encryption Licensing
Arrangements must specify the sales
territory on their license applications.

(b) Publicly available encryption source
code—(1) Scope and eligibility. Subject to
the notification requirements of para-
graph (b)(2) of this section, publicly
available (see §734.3(b)(3) of the EAR)
encryption source code classified under
ECCN 5D002 is not subject to the EAR.
Such source code is publicly available
even if it is subject to an express agree-
ment for the payment of a licensing fee
or royalty for commercial production
or sale of any product developed using
the source code.

(2) Notification requirement. You must
notify BIS and the ENC Encryption Re-
quest Coordinator via email of the
Internet location (e.g., URL or Internet
address) of the publicly available
encryption source code classified under
ECCN 5D002 or provide each of them a
copy of the ©publicly available
encryption source code. If you update
or modify the source code, you must
also provide additional copies to each
of them each time the cryptographic
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functionality of the source code is up-
dated or modified. In addition, if you
posted the source code on the Internet,
you must notify BIS and the ENC
Encryption Request Coordinator each
time the Internet location is changed,
but you are not required to notify
them of updates or modifications made
to the encryption source code at the
previously notified location. In all in-
stances, submit the notification or
copy to crypt@bis.doc.gov and to
enc@nsa.gov.

[73 FR 57507, Oct. 3, 2008, as amended at 75 FR
36494, June 25, 2010; 75 FR 43821, July 27, 2010;
76 FR 1063, Jan. 7, 2011; 76 FR 29619, May 20,
2011; 78 FR 13469, Feb. 28, 2013; 78 FR 37383,
June 20, 2013; 81 FR 64673, Sept. 20, 2016]

§742.16 [Reserved]

§742.17 Exports of firearms to OAS
member countries.

(a) License requirements. BIS main-
tains a licensing system for the export
of shotguns and related items to all
OAS member countries. This action is
based on the Organization of American
States (OAS) Model Regulations for the
Control of the International Movement
of Firearms, their Parts and Compo-
nents and Munitions (OAS Model Regu-
lations) which were developed to assist
OAS member countries to implement
the Inter-American Convention
Against the Illicit Manufacturing of
and Trafficking in Firearms, Ammuni-
tion, Explosives, and Other Related
Materials (Firearms Convention).2
Items subject to these controls are
identified by “FC Column 1” in the
“License Requirements’ section of
their Export Control Classification
Number (ECCN) on the Commerce Con-
trol List (CCL). If “FC Column 1 of
the Commerce Country Chart (supple-
ment no. 1 to part 738 of the EAR) is in-
dicated for a particular country, a li-
cense is required for export to that des-
tination. Licenses will generally be
issued on a Firearms Convention (FC)
Import Certificate or equivalent offi-
cial document, satisfactory to BIS,
issued by the government of the im-
porting OAS member country.

2Status of Convention as of April 13, 1999
had not entered into force.
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(b) Licensing policy. Applications sup-
ported by an FC Import Certificate or
equivalent official document issued by
the government of the importing coun-
try for such items will generally be ap-
proved, except there is a policy of de-
nial for applications to export items
linked to such activities as drug traf-
ficking, terrorism, and transnational
organized crime.

(c) Contract sanctity. Contract sanc-
tity provisions are not available for li-
cense applications under this §742.17.

(d) OAS Model Regulations. The OAS
Model Regulations on which regula-
tions are based are designed by OAS
member countries to combat illicit
manufacturing of and trafficking in
firearms, ammunition, explosives, and
other related materials in North and
South America because of their links
to such activities as drug trafficking,
terrorism, and transnational organized
crime.

(e) OAS member countries to which fire-
arms controls under this section apply.
The OAS member countries include:
Antigua and Barbuda, Argentina, the
Bahamas, Barbados, Belize, Bolivia,
Brazil, Canada, Chile, Colombia, Costa
Rica, Dominica, Dominican Republic,
Ecuador, El Salvador, Grenada, Guate-
mala, Guyana, Haiti, Honduras, Ja-
maica, Mexico, Nicaragua, Panama,
Paraguay, Peru, St. Kitts and Nevis,
Saint Lucia, Saint Vincent and the
Grenadines, Suriname, Trinidad and
Tobago, the United States, Uruguay,
and Venezuela.

(f) Items/Commodities. Items requiring
a license under this section are ECCNs
0A984 (shotguns with a barrel length 18
inches or over and related parts, and
buckshot shotgun shells), 0A986 (shot-
gun shells, and related parts) and 0A987
(optical sighting devices). (See supple-
ment no. 1 to part 774 of the EAR.)

(g) Validity period for licenses. Al-
though licenses generally will be valid
for a period of four years, your ability
to ship items that require an FC Im-
port Certificate or equivalent official
document under this section may be af-
fected by the validity of the FC Import
Certificate or equivalent official docu-
ment (see §748.12(d)(4) of the EAR).

[64 FR 17973, Apr. 13, 1999, as amended at 78
FR 13469, Feb. 28, 2013; 80 FR 13217, Mar. 13,
2015]
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§742.18 Chemical Weapons
tion (CWC or Convention).

States that are parties to the Con-
vention on the Prohibition of the De-
velopment, Production, Stockpiling
and Use of Chemical Weapons and on
Their Destruction, also known as the
Chemical Weapons Convention (CWC or
Convention), undertake never to de-
velop, produce, acquire, stockpile,
transfer, or use chemical weapons. As a
State Party to the Convention, the
United States is subjecting certain
toxic chemicals and their precursors
listed in Schedules within the Conven-
tion to trade restrictions. Trade re-
strictions include: a prohibition on the
export of Schedule 1 chemicals to
States not Party to the CWC; a prohi-
bition on the reexport of Schedule 1
chemicals to all destinations (both
States Parties to the CWC and States
not Party to the CWC); license require-
ments for the export of Schedule 1
chemicals to all States Parties; a pro-
hibition on the export of Schedule 2
chemicals to States not Party to the
CWC; and an End-Use Certificate re-
quirement for exports of Schedule 3
chemicals to States not Party to the
CWC. Exports of CWC chemicals that
do not require a license for CW reasons
(e.g., exports and reexports of Schedule
2 and Schedule 3 chemicals to States
Parties to the CWC) may require a li-
cense for other reasons set forth in the
EAR. (See, in particular, the license re-
quirements in §742.2 of the EAR that
apply to exports and reexports of pre-
cursor chemicals controlled by ECCN
1C350, for CB reasons. Also note the
end-use and end-user restrictions in
part 744 of the EAR and the restric-
tions that apply to embargoed coun-
tries in part 746 of the EAR.)

(a) License requirements (1) Schedule 1
chemicals and mixtures controlled
under ECCN 1C351. A license is required
for CW reasons to export or reexport
Schedule 1 chemicals controlled under
ECCN 1C351.d.11 or d.12 to all destina-
tions including Canada. CW applies to
1C351.d.11 for ricin in the form of
Ricinus Communis Agglutining (RCAp),
which is also known as ricin D or
Ricinus Communis Lecting (RCLm),
and Ricinus Communis Lectinmy
(RCLyy), which is also known as ricin E.
CW applies to 1C351.d.12 for saxitoxin

Conven-
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identified by C.A.S. #35523-89-8. (Note
that the advance notification proce-
dures and annual reporting require-
ments described in §745.1 of the EAR
also apply to exports of Schedule 1
chemicals.)

(2) Schedule 2 and 3 chemicals and mix-
tures controlled under ECCN 1C350, ECCN
1C355, or ECCN 1C395—(i) States Parties
to the CWC. Neither a license nor an
End-Use Certificate is required for CW
reasons to export or reexport Schedule
2 or 3 chemicals and mixtures con-
trolled under ECCN 1C350, ECCN 1C355,
or ECCN 1C39 to States Parties to the
CWC (destinations listed in supplement
no. 2 to part 745 of the EAR).

(i1) States not Party to the CWC—(A)
Schedule 2 chemicals. A license is re-
quired for CW reasons to export or re-
export Schedule 2 chemicals and mix-
tures controlled under ECCN 1C350.b,
ECCN 1C355.a, or ECCN 1C395 to States
not Party to the CWC (destinations not
listed in supplement no. 2 to part 745 of
the EAR).

(B) Schedule 3 chemicals—(1) Exports.
A license is required for CW reasons to
export Schedule 3 chemicals and mix-
tures controlled under ECCN 1C350.c,
ECCN 1C355.b, or ECCN 1C395.b to
States not Party to the CWC (destina-
tions not listed in supplement no. 2 to
part 745 of the EAR), unless the ex-
porter obtains from the consignee an
End-Use Certificate (issued by the gov-
ernment of the importing country)
prior to exporting the Schedule 3
chemicals and submits it to BIS in ac-
cordance with the procedures described
in §745.2 of the EAR. Note, however,
that obtaining an End-Use Certificate
does not relieve the exporter from the
responsibility of complying with other
license requirements set forth else-
where in the EAR.

(2) Reexports—(i) Reexports from States
Parties to the CWC. Neither a license
nor an End-Use Certificate is required
for CW reasons to reexport Schedule 3
chemicals and mixtures controlled
under ECCN 1C350.c, ECCN 1C355.b, or
ECCN 1C39.b from States Parties to
the CWC (destinations listed in supple-
ment no. 2 to part 745 of the EAR) to
States not Party to the CWC. However,
a license may be required for other rea-
sons set forth elsewhere in the EAR. In
addition, reexports of Schedule 3
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chemicals may be subject to an End-
Use Certificate requirement by govern-
ments of other countries when the
chemicals are destined for States not
Party to the CWC.

(i1) Reexports from States not Party to
the CWC. A license is required for CW
reasons to reexport Schedule 3 chemi-
cals and mixtures controlled under
ECCN 1C350.c, ECCN 1C355.b, or ECCN
1C395.b from a State not Party to the
CWC (a destination not listed in supple-
ment no. 2 to part 745 of the EAR) to
any other State not Party to the CWC.

(C) Technology controlled under ECCN
1E355. A license is required for CW rea-
sons to export or reexport technology
controlled under ECCN 1E355 to all
States not Party to the CWC (destina-
tions not listed in supplement no. 2 to
part 745 of the EAR), except for Israel
and Taiwan.

(b) Licensing Policy—(1) Schedule 1
chemicals and mixtures—({1) Ezxports to
States Parties to the CWC. Applications
to export Schedule 1 Chemicals con-
trolled under ECCN 1C351.d.11 or .d.12
to States Parties to the CWC (destina-
tions listed in supplement no. 2 to part
745 of the EAR) generally will be de-
nied, unless all of the following condi-
tions are met:

(A) The chemicals are destined only
for purposes not prohibited under the
CWC (i.e., research, medical, pharma-
ceutical, or protective purposes);

(B) The types and quantities of
chemicals are strictly limited to those
that can be justified for those purposes;

(C) The Schedule 1 chemicals were
not previously imported into the
United States (this does not apply to
Schedule 1 chemicals imported into the
United States prior to April 29, 1997, or
imported into the United States di-
rectly from the same State Party to
which they now are to be returned, i.e.,
exported); and

(D) The aggregate amount of Sched-
ule 1 chemicals in the country of des-
tination at any given time is equal to
or less than one metric ton and receipt
of the proposed export will not cause
the country of destination to acquire
or to have acquired one metric ton or
more of Schedule 1 chemicals in any
calendar year.

(i1) Ezports to States mot party to the
CWC. Applications to export Schedule 1
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chemicals controlled under ECCN
1C351.d.11 or .d.12 to States not Party
to the CWC (destinations not listed in
supplement no. 2 to part 745 of the
EAR) generally will be denied, con-
sistent with U.S. obligations under the
CWC to prohibit exports of these
chemicals to States not Party to the
CWC.

(iii) Reexports. Applications to reex-
port Schedule 1 chemicals controlled
under ECCN 1C351.d.11 or .d.12 gen-
erally will be denied to all destinations
(including both States Parties to the
CWC and States not Party to the CWC).

(2) Schedule 2 chemicals and mixtures.
Applications to export or reexport
Schedule 2 chemicals and mixtures
controlled under ECCN 1C350.b, ECCN
1C355.a, or ECCN 1C395 to States not
Party to the CWC (destinations not
listed in supplement no. 2 to part 745 of
the EAR) generally will be denied, con-
sistent with U.S. obligations under the
CWC to prohibit exports of these
chemicals to States not Party to the
CWC.

(3) Schedule 3 chemicals and mixtures—
(i) Exports. Applications to export
Schedule 3 chemicals and mixtures
controlled under ECCN 1C350.c, ECCN
1C355.b, or ECCN 1C395.b to States not
Party to the CWC (destinations not
listed in supplement no. 2 to part 745 of
the EAR) generally will be denied.

(ii) Reexports from States not Party to
the CWC. Applications to reexport
Schedule 3 chemicals and mixtures
controlled under ECCN 1C350.c, ECCN
1C3565.b, or ECCN 1C39.b from a State
not Party to the CWC (a destination
not listed in supplement no. 2 to part
745 of the EAR) to any other State not
Party to the CWC generally will be de-
nied.

(4) Technology controlled under ECCN
1E355. Exports and reexports of tech-
nology controlled under ECCN 1E355
will be reviewed on a case-by-case
basis.

(c) Contract sanctity. Contract sanc-
tity provisions are not available for li-
cense applications reviewed under this
section.

[67 FR 37982, May 31, 2002, as amended at 69
FR 42865, July 19, 2004; 76 FR 56101, <Sept. 12,
2011]
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§742.19 Anti-terrorism: North Korea.

(a) License requirements. (1) All items
on the Commerce Control List (CCL)
(i.e., with a designation other than
EAR99) that are controlled for anti-ter-
rorism reasons require a license for ex-
port or reexport to North Korea. This
includes all items on the CCL con-
taining AT column 1 or AT column 2 in
the Country Chart column of the Li-
cense requirements section of an
ECCN; and ECCNs 0A986, 0A988, 0A999,
0B986, 0B999, 0D999, 1A999, 1B999, 1C995,
1C999, 1D999, 2A994, 2A999, 2B999, 2D99%4,
2E994, 3A999, and 6A999. See also part
746 of the EAR.

(2) The Secretary of State has des-
ignated North Korea as a country
whose Government has repeatedly pro-
vided support for acts of international
terrorism.

(3) In support of U.S. foreign policy
on terrorism-supporting countries, BIS
maintains two types of anti-terrorism
controls on the export and reexport of
items described in supplement 2 to part
742.

(i) Items described in paragraphs
(c)(1) through (c)(5) of supplement so. 2
to part 742 are controlled under section
6(j) of the Export Administration Act,
as amended (EAA), if destined to mili-
tary, police, intelligence or other sen-
sitive end-users.

(ii) Items described in paragraphs
(c)(1) through (c)(5) of supplement no. 2
to part 742 destined to non-sensitive
end-users, as well as items described in
paragraph (c)(6) through (c)(45) to all
end-users, are controlled to North
Korea under section 6(a) of the EAA.
License applications for items reviewed
under section 6(a) controls will also be
reviewed to determine the applicability
of section 6(j) controls to the trans-
action. When it is determined that an
export or reexport could make a sig-
nificant contribution to the military
potential of North Korea, including its
military logistics capability, or could
enhance North Korea’s ability to sup-
port acts of international terrorism,
the Secretaries of State and Commerce
will notify the Congress 30 days prior
to issuance of a license. (See supple-
ment no. 2 to part 742 for more infor-
mation on items controlled under sec-
tions 6(a) and 6(j) of the EAA and §750.6
of the EAR for procedures for proc-

15 CFR Ch. VII (1-1-20 Edition)

essing license applications for items
controlled under EAA section 6(j).)

(b) Licensing policy. (1) Applications
for export and reexport to all end-users
in North Korea of the following items
will generally be denied:

(i) Items controlled for chemical and
biological weapons proliferation rea-
sons to any destination. These items
contain CB Column 1, CB Column 2, or
CB Column 3 in the Country Chart col-
umn of the ‘‘License Requirements”
section of an ECCN on the CCL.

(ii) Items controlled for missile pro-
liferation reasons to any destination.
These items have an MT Column 1 in
the Country Chart column of the ‘“‘Li-
cense Requirements’” section of an
ECCN on the CCL.

(iii) Items controlled for nuclear
weapons proliferation reasons to any
destination. These items contain NP
Column 1 or NP Column 2 in the Coun-
try Chart column of the ‘‘License Re-
quirements’’ section of an ECCN on the
CCL.

(iv) Items controlled for national se-
curity reasons to any destination.
These items contain NS Column 1 or
NS Column 2 in the Country Chart col-
umn of the ‘‘License Requirements”
section of an ECCN on the CCL.

(v) Military-related items controlled
for national security reasons to any
destination. These items contain NS
Column 1 in the Country Chart column
of the ‘“‘License Requirements’” section
in an ECCN on the CCL and are con-
trolled by equipment or material en-
tries ending in the number *“18.”

(vi) All aircraft (powered and
unpowered), helicopters, engines, and
related spare parts and components.
Such items contain an NS Column 1,
NS Column 2, MT Column 1, or AT Col-
umn 1 in the Country Chart column of
the ‘“‘License Requirements’ section of
an ECCN on the CCL. (Not including
parts and components for safety-of-
flight, which will be reviewed on a
case-by-case basis in accordance with
paragraph (b)(2) of this section).

(vii) Cryptographic, cryptoanalytic,
and crypto-logic items controlled any
destination. These are items that con-
tain an NS Column 1, NS Column 2, AT
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Column 1 or AT Column 2 in the Coun-
try Chart column of the ‘‘License Re-
quirements’ section of an ECCN on the
CCL.

(viii) Submersible systems controlled
under ECCN 8A992.

(ix) Scuba gear and related equip-
ment controlled under ECCN 8A992.

(x) Pressurized aircraft breathing
equipment controlled under ECCN
9A991.

(xi) Explosives detection equipment
controlled under ECCN 2A983.

(xii) ‘“‘Software’” (ECCN 2D983) spe-
cially designed or modified for the
‘“‘development’’, ‘“‘production’ or ‘‘use”’
of explosives detection equipment con-
trolled by 2A983.

(xiii) ““Technology” (ECCN 2E983)
specially designed or modified for the
“‘development’’, ‘“‘production’ or ‘‘use”’
of explosives detection equipment con-
trolled by 2A983.

(xiv) Commercial charges and devices
controlled under ECCN 1C992.

(xv) Computer numerically con-
trolled machine tools controlled under
ECCN 2B991.

(xvi) Aircraft skin and spar milling
machines controlled under ECCN 2B991.

(xvii) Semiconductor manufacturing
equipment controlled under ECCN
3B991.

(xviii) Digital computers with an Ad-
justed Peak Performance (APP) ex-
ceeding 0.0004 Weighted TeraFLOPS
(WT).

(xix) Microprocessors with a proc-
essing speed of 0.5 GFLOPS or above .

(xx) Ammonium nitrate, including
certain fertilizers containing ammo-
nium nitrate, controlled under ECCN
1C997.

(xxi) Technology for the production
of Chemical Weapons Convention
(CWC) Schedule 2 and 3 Chemicals con-
trolled under ECCN 1E355.

(xxii) Concealed object detection
equipment controlled under ECCN
2A984.

(xxiii) ‘“‘Software” (ECCN 2D984) ‘‘re-
quired” for the ‘‘development’, ‘‘pro-
duction” or ‘‘use’ of concealed object

detection equipment controlled by
2A984.
(xxiv) ‘“‘Technology’” (ECCN 2E984)

“required’”” for the ‘‘development”,
“production” or ‘‘use’’ of concealed ob-
ject detection equipment controlled by
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2A984, or the ‘‘development’ of ‘‘soft-
ware’’ controlled by 2D984.

(2) Applications for export and reex-
port to North Korea of all other items
described in paragraph (a) of this sec-
tion, and not described by paragraph
(b)(1) of this section, will generally be
denied if the export or reexport is des-
tined to a military end-user or for mili-
tary end-use. Applications for non-
military end-users or for non-military
end-uses will be considered on a case-
by-case basis. Applications to export or
reexport humanitarian items intended
for the benefit of the North Korean
people; items in support of United Na-
tions humanitarian efforts; and agri-
cultural commodities and medical de-
vices will generally be approved.

(3) Applications for export and reex-
port to North Korea of items described
in paragraphs (c)(12), (c)(24), (c)(34),
(¢)(37), (c)(38), and (c)(45) of supplement
no. 2 to part 742 will generally be de-
nied if the export or reexport is des-
tined to nuclear end-users or nuclear
end-uses. Applications for non-nuclear
end-users or for non-nuclear end-uses,
excluding items described in
(c)(24)(iv)(A) of supplement no. 2 to
part 742, will be considered on a case-
by-case basis.

(4) License applications for items re-
viewed under section 6(a) controls will
also be reviewed to determine the ap-
plicability of section 6(j) controls to
the transaction. When it is determined
that an export or reexport could make
a significant contribution to the mili-
tary potential of North Korea, includ-
ing its military logistics capability, or
could enhance North Korea’s ability to
support acts of international ter-
rorism, the Secretaries of State and
Commerce will notify the Congress 30
days prior to issuance of a license.

[66 FR 38151, June 19, 2000, as amended at 66
FR 36682, July 12, 2001; 68 FR 16212, Apr. 3,
2003; 70 FR 54628, Sept. 16, 2005; 71 FR 20885,
Apr. 24, 2006; 72 FR 3725, Jan. 26, 2007; 72 FR
62532, Nov. 5, 2007; 75 FR 14340, Mar. 25, 2010]

SUPPLEMENT NO. 1 TO PART 742—NON-
PROLIFERATION OF CHEMICAL AND BI-
OLOGICAL WEAPONS

NoTE: Exports and reexports of items in
performance of contracts entered into before
the applicable contract sanctity date(s) will
be eligible for review on a case-by-case basis
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or other applicable licensing policies that
were in effect prior to the contract sanctity
date. The contract sanctity dates set forth in
this supplement are for the guidance of ex-
porters. Contract sanctity dates are estab-
lished in the course of the imposition of for-
eign policy controls on specific items and are
the relevant dates for the purpose of licens-
ing determinations involving such items. If
you believe that a specific contract sanctity
date is applicable to your transaction, you
should include all relevant information with
your license application.

(1) The contract sanctity date for exports

to Iran or Syria of dimethyl
methylphosphonate, phosphorous
oxychloride, thiodiglycol, dimethylamine
hydrochloride, dimethylamine, ethylene

chlorohydrin (2-chloroethanol),

sium fluoride is April 28, 1986.
(2) The contract sanctity date for exports

to Iran or Syria of dimethyl phosphite (di-

and potas-

methyl hydrogen phosphite), methyl
phosphonyldichloride, 3-quinuclidinol, N,N-
diisopropylamino-ethane-2-thiol, N,N-

diisopropylaminoethyl-2-chloride, 3-hydroxy-
1-methylpiperidine, trimethyl phosphite,
phosphorous trichloride, and thionyl chlo-
ride is July 6, 1987.

(3) The contract sanctity date for exports
to Iran or Syria of items in ECCNs 1C351,
1C353 and 1C354 is February 22, 1989.

(4) The contract sanctity date for exports
to Iran of dimethyl methylphosphonate,
phosphorus oxychloride, and thiodiglycol is
February 22, 1989.

(5) The contract sanctity date for exports
to Iran or Syria of potassium hydrogen fluo-
ride, ammonium hydrogen fluoride, sodium
fluoride, sodium bifluoride, phosphorus
pentasulfide, sodium cyanide, triethanol-
amine, diisopropylamine, sodium sulfide, and
N,N-diethylethanolamine is December 12,
1989.

(6) The contract sanctity date for exports
to all destinations (except Iran or Syria) of
phosphorus trichloride, trimethyl phosphite,
and thionyl chloride is December 12, 1989.
For exports to Iran or Syria, paragraph (2) of
this supplement applies.

(7) The contract sanctity date for exports
to all destinations (except Iran or Syria) of
2-chloroethanol and triethanolamine is Jan-
uary 15, 1991. For exports of 2-chloroethanol
to Iran or Syria, paragraph (1) of this Sup-
plement applies. For exports of triethanol-
amine to Iran or Syria, paragraph (5) of this
Supplement applies.

(8) The contract sanctity date for exports
to all destinations (except Iran or Syria) of
chemicals controlled by ECCN 1C350 is March
7, 1991, except for applications to export the
following chemicals: 2-chloroethanol, di-
methyl methylphosphonate, dimethyl
phosphite (dimethyl hydrogen phosphite),
phosphorus oxychloride, phosphorous tri-
chloride, thiodiglycol, thionyl chloride tri-
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ethanolamine, and trimethyl phosphite. (See
also paragraphs (6) and (7) of this Supple-
ment.) For exports to Iran or Syria, see para-
graphs (1) through (6) of this Supplement.

(9) The contract sanctity date for exports
and reexports of the following commodities
and technical data is March 7, 1991:

(i) Equipment (for producing chemical
weapon precursors and chemical warfare
agents) described in ECCNs 2B350 and 2B351;

(ii) Equipment and materials (for pro-
ducing biological agents) described in ECCNs
1C351, 1C353, 1C354, and 2B352; and

(iii) Technology (for the development, pro-
duction, and use of equipment described in
ECCNs 1C351, 1C353, 1C354, 2B350, 2B351, and
2B352) described in ECCNs 2E001, 2E002, and
2E301.

(10) The contract sanctity date for license
applications subject to §742.2(b)(3) of this
part is March 7, 1991.

(11) The contract sanctity date for reex-
ports of chemicals controlled under ECCN
1C350 is March 7, 1991, except that the con-
tract sanctity date for reexports of these
chemicals to Iran or Syria is December 12,
1989.

(12) The contract sanctity date for reex-
ports of human pathogens, zoonoses, toxins,
animal pathogens, genetically modified
microorganisms and plant pathogens con-
trolled by ECCNs 1C351, 1C353 and 1C354 is
March 7, 1991.

[61 FR 12786, Mar. 25, 1996, as amended at 62
FR 25459, May 9, 1997; 69 FR 42865, July 19,
2004; 71 FR 51718, Aug. 31, 2006; 80 FR 34271,
June 16, 2015]

SUPPLEMENT NO. 2 TO PART T42—ANTI-
TERRORISM CONTROLS: NORTH
KOREA, SYRIA AND SUDAN CONTRACT
SANCTITY DATES AND RELATED
POLICIES

NoTE: Exports and reexports of items in
performance of contracts entered into before
the applicable contract sanctity date(s) will
be eligible for review on a case-by-case basis
or other applicable licensing policies that
were in effect prior to the contract sanctity
date. The contract sanctity dates set forth in
this Supplement are for the guidance of ex-
porters. Contract sanctity dates are estab-
lished in the course of the imposition of for-
eign policy controls on specific items and are
the relevant dates for the purpose of licens-
ing determinations involving such items. If
you believe that a specific contract sanctity
date is applicable to your transaction, you
should include all relevant information with
your license application. BIS will determine
any applicable contract sanctity date at the
time an application with relevant supporting
documents is submitted.

(a) Terrorist-supporting countries. The Sec-
retary of State has designated North Korea,
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Sudan and Syria as countries whose govern-
ments have repeatedly provided support for
acts of international terrorism under section
6(j) of the Export Administration Act (EAA).

(b) Items controlled under EAA sections 6(j)
and 6(a). Whenever the Secretary of State de-
termines that an export or reexport to any of
these countries could make a significant
contribution to the military potential of
such country, including its military logistics
capability, or could enhance the ability of
such country to support acts of international
terrorism, the item is subject to mandatory
control under EAA section 6(j) and the Sec-
retaries of Commerce and State are required
to notify appropriate Committees of the
Congress 30 days before a license for such an
item may be issued.

(1) On December 28, 1993, the Secretary of
State determined that the export to North
Korea, Sudan, or Syria of items described in
paragraphs (c)(1) through (c)(b) of this Sup-
plement, if destined to military, police, in-
telligence or other sensitive end-users, are
controlled under EAA section 6(j). Therefore,
the 30-day advance Congressional notifica-
tion requirement applies to the export or re-
export of these items to sensitive end-users
in any of these countries.

(2) License applications for items con-
trolled to designated terrorist-supporting
countries under EAA section 6(a) will also be
reviewed to determine whether the Congres-
sional notification requirements of EAA sec-
tion 6(j) apply.

(3) Items controlled for anti-terrorism rea-
sons under section 6(a) to North Korea,
Sudan and Syria are:

(i) Items described in paragraphs (c)(1)
through (c)(5) to non-sensitive end-users, and

(ii) The following items to all end-users:
for North Korea, items in paragraph (c)(6)
through (c)(45) of this Supplement; for
Sudan, items in paragraphs (c)(6) through
(c)(14) and (c)(16) through (c)(44) of this Sup-
plement; and for Syria, items in paragraphs
(c)(6) through (c)(8), (¢)(10) through (c)(14),
(c)(16) through (c)(19), and (c)(22) through
(c)(44) of this Supplement.

(c) The license requirements and licensing
policies for items controlled for anti-ter-
rorism reasons to Syria, Sudan, and North
Korea are generally described in §§742.9,
742.10, and 742.19 of this part, respectively.
This Supplement provides guidance on li-
censing policies for North Korea, Syria, and
Sudan and related contract sanctity dates
that may be available for transactions bene-
fiting from pre-existing contracts involving
Syria, and Sudan.

(1) All items subject to national security con-
trols.

(1) [Reserved]

(ii) Syria. Applications for military end-
users or military end-uses in Syria will gen-
erally be denied. Applications for non-mili-
tary end-users or end-uses will be considered
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on a case-by-case basis, unless otherwise
specified in paragraphs (c)(2) through (c)(42)
of this Supplement. No contract sanctity
date is available for items valued at $7 mil-
lion or more to military end-users or end-
uses. The contract sanctity date for all other
items for all end-users: December 16, 1986.

(iii) Sudan. Applications for military end-
users or military end-uses in Sudan will gen-
erally be denied. Applications for non-mili-
tary end-users or end-uses will be considered
on a case-by-case basis unless otherwise
specified in paragraphs (c)(2) through (c)(42)
of this Supplement. Contract sanctity date:
January 19, 1996, unless a prior contract
sanctity date applies (e.g., items first con-
trolled to Sudan for foreign policy reasons
under EAA section 6(j) have a contract sanc-
tity date of December 28, 1993).

(iv) North Korea. Applications f